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Sun Crypto Accelerator 1000 Board
Version 1.1 Release Notes

These release notes provide information not available at the time the Sun Crypto
Accelerator 1000 Board Version 1.1 Installation and User’s Guide was completed.

For the latest version of this document, please refer to:

For the latest patches, updates, and requirements, please visit the product web pages
at:

Known Problems With iPlanet (Sun
ONE) Web Servers
1. If you are running the iPlanet 4.x or 6.x Administration Server and the Web

Server being managed is not running, there are several situations where dialog
boxes asking for token passwords are displayed. If very large fonts are used or
there are many tokens (and consequently many Enter password: lines) the buttons
on the panel bottom are not displayed because the fixed size dialog box is too
small. It is impossible to select the Accept button on the bottom of the panel to
submit the change because the dialog box is not resizable.

There are two workarounds for this problem:

http://www.sun.com/products-n-solutions/hardware/docs/Network_Connectivity/
Crypto_Boards/index.html

http://www.sun.com/products/networking/sslaccel/suncryptoaccel1000/
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■ Start the web server first from the command line or from the administration
with the GUI Preference set to On/Off.

■ Apply the configuration without starting up the server: Apply-> Load
Configuration Files.

Reference bug: 4532645

2. iPlanet Web Servers cannot work with configurations where more than one realm
exists, or where different users are used for different web servers.

There are two workarounds for this problem:

■ Configure no more than one realm and one user for each web server.

■ You can run different instances of iPlanet Web Server as different UNIX users,
and configure $HOME/.SUNWconn_crypto_slots as desired for each user.
Refer to the Sun Crypto Accelerator 1000 Board Version 1.1 Installation and User’s
Guide for more information on Slot Files.

Reference bug: 4532941 and 4593111

3. The iPlanet provided utility, pk12util exports certificates and keys from internal
(software) databases and will import them to external (hardware) databases, but
will not export certificates or keys from an external database:

Reference bug: 4620283

4. In configuring iPlanet Web Server 6.0, after selecting the Cipher Default settings,
selecting the certificate, clicking the OK button and selecting the Apply link in the
far upper right corner to apply the ciphers, the user@realm-name entry may be
removed if the steps are not executed in the exact order as prescribed in the Sun
Crypto Accelerator 1000 Board Version 1.1 Installation and User’s Guide.

This entry is required for the web server to start up correctly with the Sun Crypto
Accelerator 1000 board. You may see this when steps are executed in the
following order:

■ Select Cipher Default, SSL2 ciphers, or SSL3 ciphers
■ Click on OK
■ Click on Apply
■ Click on Load Configuration

% cd /usr/iplanet/servers/alias
% pk12util -o temp.p12 -n "Our Token:Server-Cert" -d .
Enter Password or Pin for "Our Token":
Enter password for PKCS12 file:
Re-enter password:
pk12util: add cert and key failed: Unable to export. Private Key
could not be located and exported.
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If you think you have executed these steps and the web server does not start up
correctly, use the following workaround:

■ Edit the file:

■ Find the line starting with:

■ Insert the text user@realm-name: prior to the text Server-Cert in the line, so
that the changed line looks like the following:

■ Restart the web server.

Reference bug: 4607112

Supported Versions of Apache Web
Servers
This release of the Sun Crypto Accelerator 1000 software supports Apache 1.3.12 and
1.3.26 on Solaris 8. This release also supports Apache 1.3.22 and Apache 1.3.26 on
Solaris 9. This support notice is for the versions of Apache that are bundled with the
operating environment or delivered through official Sun patches.

/usr/iplanet/servers/https-hostname.domain/config/server.xml

<SSLPARAMS servercertnickname=”Server-Cert”. . .

<SSLPARAMS servercertnickname=”user@realm-name:Server-Cert”. . .
Sun Crypto Accelerator 1000 Board Version 1.1 Release Notes 3



Known Problems With Apache Web
Servers
1. The ordering of the startup files for Apache (/etc/rc3.d/S50apache) and

dtlogin (/etc/rc2.d/S99dtlogin) causes an ordering problem at machine
boot. This may cause the console to be inaccessible for Apache password entry on
startup. To work around the problem, become root and execute the following
command to re-order the startup of the Apache Web Server:

Known Problems With the Sun Crypto
Accelerator 1000 Version 1.1 Software
1. For Solaris 8 operating environments, the patch number 112438-01 must be

installed prior to installing the Sun Crypto Accelerator 1000 Version 1.1 software.
This patch is available on the product CD in the patches subdirectory; or you
may download this patch from http://sunsolve.sun.com.

Reference bug: 4470196

2. Software tools for key extraction are not supplied with the iPlanet Web Server 4.x
release as they are with the iPlanet Web Server 6.x release.

There are two workarounds for software (internal) database key extraction:

■ Download NSPR 4.12 and NSS 3.3 (or later releases) from the following
website: http://www.iplanet.com/downloads

Install these software distributions and then run pk12util on the databases in
order to extract certificates and keys from the software (internal) databases.

■ Use Netscape Communicator 4.x or 6.x to extract the keys from the software
(internal) databases.

There is not currently a work-around for extracting keys managed by the Sun
Crypto Accelerator 1000 board.

Reference bug: 4621453

# mv /etc/rc3.d/S50apache  /etc/rc2.d/S95apache
4 Sun Crypto Accelerator 1000 Board Version 1.1 Release Notes • August 2003



3. The Sun Crypto Accelerator 1000 board may show up differently or not at all
using prtdiag(1M) due to different platform implementations of the prtdiag
utility and Open Boot PROM. For example, on an Enterprise 450 the Sun Crypto
Accelerator 1000 board shows up as:

Reference bug: 4343467 and 4526901

4. At the time of this document, a mechanism for extracting keys and certificate
material from Sun Crypto Accelerator I is not available. Check the patch database
at http://sunsolve.sun.com to see if a patch has been created to solve this
problem.

Reference bug: 4630250

5. The PCI hot plug capability in 66 MHz slots on Sun Fire™ V880 systems with the
Solaris 9 operating environment is not supported for the Sun Crypto Accelerator
1000 board. This issue does not affect systems using Solaris 8. It is anticipated that
a future patch will correct this problem.

The board may be installed in a Solaris 9 system while it is powered off, and
subsequently used in such slots. The board may also be hot-plugged in 33 MHz
slots of a Solaris 9 system.

Reference bug: 4698278

Sun Crypto Accelerator 1000 Board Version 1.1
Installation and User’s Guide Errata
In Table 1-1, Supported SSL Algorithms, the DES algorithm is not supported in
hardware or software for iPlanet Web Servers.

SYS   PCI    66     4   pciclass,100000
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