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Declaration of Conformity

EMC
Compliance Model Number: ~ DEIMOS
Product Family Name: Sun Crypto Accelerator 1000 (X6762A)

European Union
This equipment complies with the following requirements of the EMC Directive 89/336/EEC:

EN55022:1998 /CISPR22:1997 Class A
EN55024:1998  Required Limits (as applicable):
EN61000-4-2 4 kV (Direct), 8 kV (Air)
EN61000-4-3 3V/m
EN61000-4-4 1 kV AC Power Lines, 0.5 kV Signal and DC Power Lines
EN61000-4-5 1 kV AC Line-Line and Outdoor Signal Lines
2 kV AC Line-Gnd, 0.5 kV DC Power Lines
EN61000-4-6 3V
EN61000-4-8 1A/m
EN61000-4-11 Pass
EN61000-3-2:1995 + Al, A2, Al4 Pass
EN61000-3-3:1995 Pass
Safety

This equipment complies with the following requirements of the Low Voltage Directive 73/23/EEC:

EC Type Examination Certificates:
EN 60950:2000, 3rd Edition
1IEC 60950:1999, 3rd Edition

Supplementary Information
This product was tested and complies with all the requirements for the CE Mark.

/S/ /S/

Dennis P. Symanski DATE Peter Arkless DATE
Manager, Compliance Engineering Quality Manager

Sun Microsystems, Inc. Sun Microsystems Scotland, Limited

901 San Antonio Road, MPK15-102 Springfield, Linlithgow

Palo Alto, CA 94303-4900 U.S.A. West Lothian, EH49 7LR

Tel: 650-786-3255 Scotland, United Kingdom

Fax: 650-786-3723 Tel: 0506-670000  Fax: 0506-760011
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Regulatory Compliance Statements
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FCC Class A Notice
This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions:

1. This device may not cause harmful interference.
2. This device must accept any interference received, including interference that may cause undesired operation.

Note: This equipment has been tested and found to comply with the limits for a Class A digital device, pursuant to
Part 15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful interference
when the equipment is operated in a commercial environment. This equipment generates, uses, and can radiate radio
frequency energy, and if it is not installed and used in accordance with the instruction manual, it may cause harmful
interference to radio communications. Operation of this equipment in a residential area is likely to cause harmful
interference, in which case the user will be required to correct the interference at his own expense.

Shielded Cables: Connections between the workstation and peripherals must be made using shielded cables to
comply with FCC radio frequency emission limits. Networking connections can be made using unshielded twisted-
pair (UTP) cables.

Modifications: Any modifications made to this device that are not approved by Sun Microsystems, Inc. may void the
authority granted to the user by the FCC to operate this equipment.

FCC Class B Notice

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions:

1. This device may not cause harmful interference.
2. This device must accept any interference received, including interference that may cause undesired operation.

Note: This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to
Part 15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful interference in a
residential installation. This equipment generates, uses and can radiate radio frequency energy and, if not installed
and used in accordance with the instructions, may cause harmful interference to radio communications. However,
there is no guarantee that interference will not occur in a particular installation. If this equipment does cause harmful
interference to radio or television reception, which can be determined by turning the equipment off and on, the user
is encouraged to try to correct the interference by one or more of the following measures:

® Reorient or relocate the receiving antenna.

¢ Increase the separation between the equipment and receiver.

e Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.

¢ Consult the dealer or an experienced radio/television technician for help.

Shielded Cables: Connections between the workstation and peripherals must be made using shielded cables in order

to maintain compliance with FCC radio frequency emission limits. Networking connections can be made using
unshielded twisted pair (UTP) cables.

Modifications: Any modifications made to this device that are not approved by Sun Microsystems, Inc. may void the
authority granted to the user by the FCC to operate this equipment.



ICES-003 Class A Notice - Avis NMB-003, Classe A

This Class A digital apparatus complies with Canadian ICES-003.
Cet appareil numérique de la classe A est conforme a la norme NMB-003 du Canada.

ICES-003 Class B Notice - Avis NMB-003, Classe B
This Class B digital apparatus complies with Canadian ICES-003.

Cet appareil numérique de la classe B est conforme a la norme NMB-003 du Canada.
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BSMI Class A Notice
The following statement is applicable to products shipped to Taiwan and marked as Class A on the product compliance
label.
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FONR=T 3 UPROBICEHEIN TV DE A=V g L0 KEWETOHAIEL, Web
YA FNORyFNEFON—T 9 2 TT,

W23y F 5 SunSolveSM 7» 5 AFTE WG RIE, ZIHAKICBMWEbEL 2
é I/\O

WOHRRIZ, ZORGEZHERTHTEDDOUENNy F LR TFERLET, £,
#1312, BHENyTFERLET,



%= 1-3 Sun Crypto Accelerator 1000 ¥ 7 NV =7 DI/ v F

/Ny F D 5 EA

110383-01 libnvpair

108528-05 KU-05 (nvpair #4AR— 1)
112438-01 /dev/random

7 — Apache 1.3.12 Web h——% 4 2 TEN S 25 E13. Ny FEFS
109234-02 H 1A VA M=V THMERH D £,

K142, HEEAS Y FERLET,

= 1-4 Sun Crypto Accelerator 1000 ¥ 7 b U =7 OHERE S > F

/Xy F ID BL

108528-13 KU-13 (nvpair % = U T 4 —ETF)
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W

10

Sun Crypto Accelerator 1000 7R— F
DELY 17

Z DO TIE, Sun Crypto Accelerator 1000 /~— K7 = 7 OV 1T HiEB LY 7 b
V=T DA AN AIECOWTHALET,

ZO®ET, WOHTHRERINET,
B 7= D [R— FOEY HFH
B 8X—=TD [HR—FOEY {F17)]
B 11—V 4L 7 FIBIOT7 7 A1)

R— FDEY KL

£AR— Rk, HATRERS L OMREREORGED =D, FFl et BB IESIC A>TV E
T, A— N EDOFHEKIZHWEROBELZ SO, ROWT IO FIET, A—K
AN D B HIROFHFER LI FRONTL ZE 0,

R 22— X ORBRCAND
s WESFIERY A P A LTy TETE LT — A SRR REICEST S

AR - A R EOBHERICH OIS OBREZ STodi, A—F2H5 L IIHER
BSIEFAU A NANT v 7 %2IEE LT, R— KOOI D T 2R T
W, A— FIEFICHERPIILE (R— FB A>T B =— L4872 8) [TEWT
T2,




R— RO Y {1+

Sun Crypto Accelerator 1000 7" — ROV (HFI2iE, R— FD T ZT Lh~Difi AFs K
WYY 7 MY =T Y= VORBPABNEENES, ~N— V=7 O HFIZoNT
E. RN—= FO—RAYLRE Y AT FIRZT RSN THET, EAOEDY AT FIEIC
DNTHE, THEHOY AT MERO~ =2 T V2B R L TIIEEN,

VIN—FDxzT7ZRYFFITS

1. A—=N\—21—H—T, CHEADVATALIZRBEOI=Z2T7ILOERICE>TIRT L
ZEIELFES . RIS, aVE2—420BBRZYY., ERa—FZHLTavEL—4
DAN—ZBRYSNLET,

2. HFREIATLAELPCI ZAY k (TENE 64 EY M, 66 MHz DR O k) L F
j-o

3. FHICHEBESHLEAIVRA MRSy TEEEL, 35 —ADWMET7—ASh-EEA
[CHEELET

4. FS5ZAOHRLEILZFEALT. PClRAY hOAN—MBRLCERYNLET,
FIES TEOEAZEET D70, MV LR LEL > TEBEET,

5. Sun Crypto Accelerator 1000 ;R— FDIHFD A2+ E#F>TE=— LRI LY H
L. PCl ROy FZEALT, EEBOHEZRLTEELEY,

6. AVEL—ADAN—ZERDMEICRY T, BRI—-—FEEHELTIORATLOER
EANET,

7. ok 7OV 7 T show-devs A Y FEEITLT, R—FAELLERYFIFSATN
DL EERERLET,

ok show-devs

/pci@lf,2000/pcil08e, 5455@1
/pci@lf, 4000/pcil08e, 5455@5

/pci@lf,2000/pcilo8e, 5455@n DfTIL, A— KBREY TS5, AT AL -
THEBEIN Wb ERLET,
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Sun Crypto Accelerator 1000 ¥V 7 k>
TDAA =)L

Sun Crypto Accelerator 1000 ¥ 7 b ¥ =7 {%, Sun Crypto Accelerator 1000 CD (2%
ENTWET, SunSolve Web 1 by F a4y n— R DUENDLHE
WY ET, FEMIT, 53—V [MERyF] BB LTIEIN,

V202 T7EA VA —ILT B

. DRATLICEHRSINTLS CD-ROM K34 JIZ. Sun Crypto Accelerator 1000 CD

ZRALEY,

m A7 AT Sun Enterprise Volume Manager™ % 3217 L T\ 5354, CD-ROM 1
/cdrom/cdrom0 7 4 L7 M UIZHEIMIZ Y FENET,

m A7 AT Volume Manager % %47 L TWRWEHIE, RO L DIZATILT
CD-ROM #~< 7 > FLET,

# mkdir /cdrom
# mount -F hsfs -o ro /dev/dsk/c0t6d0s2 /cdrom

% 2Z Sun Crypto Accelerator 1000 R— FDE Y {F1+ 9



/cdrom/cdrom0 7 4 L7 hUIZIE, ROT77ANMBLOET 4 L7 PUBRHY £,

27ANEERF RE
Ta4LY Y

Copyright hEHE 7 7 A IV (FE5E
FR Copyright fRHEZ 7 AV (7T v REE

Docs Sun Crypto Accelerator 1000 f > A b —/L~v==27 )L (ZD~¥ ==
TIV)

Packages W Sun Crypto Accelerator 1000 DY 7 b D = 7 Ry r— U NEE
EJ,

SUNWcrypr BBt —x v a s R—x b

SUNWcrypu Wb EH—T 4 VT 4 —BLOTA 7T
SUNWcrysu Apache ® SSL AR — k (A7 =3 V)
SUNWcrypm A bE -~ =2 T =

SUNWdcar DCA Crypto 777 L —% (Jb— })

SUNWdcamn DCACrypto 77 kI L —F v =2 T L_—T

SUNWdcav DCA Crypto 727 &7 L —4 ® SunVTS 7 A h
(A7 av)

SUNWcrysl SSL BA%E Y — /L3 L TY Apache D7 A 75 Y
(FFa)

Web #—/3—& LT Apache 2§ 25 BIZIRY . SUNWerysu /Ny 7 —Y %A
A F—=VLET,

Apache Web h—"—DIEZHD (R — F S TWRW) N— 3 v LT 256
WZBRY . SUNWerysl Ny 7 —V% A VA h—/L LET,

SunVTS™ 7 2 F % FATT H5AICRY | SUNWdcav Sy 7 —V % A VA h—)L L &E

9. SUNWdcav /Ny 75— %A VA b=/ 5I21E, SunVTS 44 £7-13 45, 4.6 31
VAR EINTWARLERH D T,

2. ROESITAALT, YVIMIzTFNRNr—2% 4 A M—)LLET,

# c¢d /cdrom/cdrom0/Packages
# pkgadd -4 .
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3. pkginfo AR Y FEEITLT, VI FYz7HBEYICA VR b—ILEN=Z & ZHER

LES,

# pkginfo SUNWcrypr SUNWcrypu SUNWcrysl SUNWcrysu SUNWcrypm SUNWdcar SUNWdcamn
SUNWdcav

system
system
system
system
system
system
system
system

SUNWcrypr
SUNWcrypu
SUNWcrysl
SUNWcrysu
SUNWcrypm
SUNWdcar

SUNWdcamn
SUNWdcav

Cryptography Kernel Components

Cryptographic Administration Utility and Libraries
SSL Development Tools and Libraries

SSL Support for Apache

Cryptographic Administration Manual Pages

DCA Crypto Accelerator (Root)

DCA Crypto Accelerator Manual Page

SunVTS Test of DCA Crypto Accelerator

4. ({EE) prtconf ATV FEFETLT. FoIAN\DPERIN-ZLZHRELET,

# prtconf
pcil08e, 5455, instance #0
pcil08e, 5455, instance #1

5. (&) modinfo AV FERITL T, BARFENED1—ILZHERELETS,

# modinfo | grep Crypto

130 1033e946 6dfo
131 1030240c 2d93
132 10313ac8 131e
135 103178be 8684

79 1 cryptio (Cryptographic IOCTL v1.58)

- 1 kcl (Cryptographic Library vl1.64)

- 1 kcpi (Crypto Provider Interface v1.27)
82 1 dca (PCI Crypto Accelerator v1.156)

72720, kel BED cryptio I&, FEEEIC Sun Crypto Accelerator 1000 T 5k
BEEITTDHECTHRARAENRNTZDOETRINERE A,

—

TA1

L2 F)EBEXUTF7AIL

# 2-11Z. Sun Crypto Accelerator 1000 ¥ 7 b7 =7 DA A b —/VHEZ, T 7 4V
MO ENDT 4 L7 MY EZRLET,

% 2FE Sun Crypto Accelerator 1000 R— FOER Y fF(1+ 11



x 2-1 Sun Crypto Accelerator 1000 D7 ¢ L7 ~ U

T4LYRY ES

/etc/opt/SUNWconn/crypto/realms  fEIKEB L O=2—H—F—4

/opt /SUNWconn/crypto/bin T =g VEITRRET 7 AV
/opt/SUNWconn/crypto/lib TV = a T AT T
/opt/SUNWconn/crypto/sbin FRIC Y 7 SNTFATRIRE Y 7 A L

2118, ThHDT 4 L7 PIVBROT7 7 A VOBEERLET,

/etc /opt
/opt
/SUNWconn
/SUNWconn
/crypto /crypto
/realms
E51t
Shi-#
/?in /include /}ib /Aan /ﬁbin /fSl
FI)r—vay (B TIVT—=Vvay |zxza7L| [F—EY gxm
EFARETI AN (YR—r | F1TFY R—T ETARET 7MY Lg X

2-1 Sun Crypto Accelerator 1000 O7 4 L7 R U B L7 7 A /v
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Y Y7 OHEIRR

BIRZIERR L2583, Y7 b Y =7 ZHIBRT DN Z O HIFRT 2 BB H Y
9, BERZIERR L7222 o 12553, BIROHIBRO FIEZ A T & 4, BUEEHT
DOFEIIHIFRTE A, FHEA~OSREMIT 5121E, Web — R —E B —

N FBZOMG2E LT 20ERHLEENH Y 7,

Accelerator 1000 78— RN CffE I AJREIZ L 72 Web Y — —% | ERARFIZT 5%
INRHD ET, Web b—R_—ZHHARICLRNTY 7 b =7 ZHIRT 5
&, Web — =2 EE L7 < 7220 £9,

iii JEE — Sun Crypto Accelerator 1000 ¥ 7 b v =7 ZHIBx 3 % #ilZ, Sun Crypto

v S ZEHIFRT S

1. A—/—21—H—T, secadm 1—F 1 YT 1—IZF7HUERALZET,

# /opt/SUNWconn/crypto/bin/secadm
secadm>

2. secadm A—T 4 YT+ —Z&FAL T, ZEHZHBKRLES,

secadm> delete realm=realm-name
Delete realm realm-name? [Y/N]: Y
System Administrator Login Required
Login: root

Password:

Realm realm-name deleted successfully.

RISk T BEMRE, A NEA DT —Z BT~ THIFRES N E T,

% 2FE Sun Crypto Accelerator 1000 R— FOER Y {F(+ 13



VYU TEHIRT S

® XA—/\—1—H—T pkgrm AY Y FEFEAL T, 2—H N1 X b—)LLI=VY T
oz 7Ry —CRIT2EIBRLET,
AVA RV ENTWNDE Ny r—I0F, RSNDIAICHIGRT 20 ER’H Y £9, £
RENDIBIZ ANy r—V RHIBR LW E | (RFBEERBEL, I—RVDEY 2—)L
DA ENT-F FITARD F7,
TRTCORY T —VNA VA =L ENTWAEHEE, ROIBIZHIFRL F7,

# pkgrm SUNWcrysl SUNWdcav SUNWdcar SUNWcrysu SUNWcrypu SUNWcrypr
SUNWdcamn SUNWcrypm

¥ — Sun Crypto Accelerator 1000 /1 ® SunVTS 7 A b (SUNWdcav) & 1 > A h—/L &
TIFHIBR U728 & T, 97Tl SunVTS BAEITIN TV HHETE, SunVTS T A
TLEHTa—7 LT, EHVRRT A NEEHTO2LERSLLERH 0
T, HHE. SunVIS D~ =27 A EBBL T E &,
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w
10

iPlanet Web H—/A\—TOHR— KD
{# FHTRI8E1E

ZOFETIX, iPlanet Web #—/3—T Sun Crypto Accelerator 1000 A~ — N % {i H 7 5B
2T D HFEICHOWTERBA L X,

O[T, WROHITHKSET,

. 155—VD [RRT— k)

m 18 X—T® [iPlanet Web #—/3— o fii i Al (L. ORE |

16 =V [ L= —V —DER)

INAT)— K

iPlanet Web —/3— (iWS) Zff FHATREIC T~ 2B TIX, W< 20D /NAT— RDA
IWERINET, £3112, FERXAT—=RZOWTCOMHAZRLEST, b0l
AT =R, ZoELSETHEHINET, FHT 327 — KRR,
#£31ESZHLTLIEIN,

15



* 3-1 iPlanet Web #— /X —{Z /B2 /S AT — R

INR)— KDFESE EiAA

iWS & B — R — iPlanet EH Y — N\—Z BB T D72 OICHETT, TONRAT—FR
I%, iPlanet DR EHFIZEIV ¥ THNET,

Web —"—0D X2V 7 4 —REINLE—RFTEEL TS EE, BLUSE

FAET —H N— R HENERINT & &, GEHERAS VA b= S EEIT, N
OB EALEY 2 — IV Z BT 5 72 OICH4E T, iPlanet Web
P R—TlI, BT 77 A NDRAT— FBLIPRES 2—1D
W SAT— RELTHEH SN ET,

VAT N secadm HEROBEIEEITH & FITHETT, T UNIX A b
DIRAT— RCF,

user@realm-name X2 U7 4 —{Ri#E S 72F— FT Sun Crypto Accelerator 1000
EV 2NV ERETH EXICHETT, ZONRRT— R,
secadm Z{HH L CHEIKIC2— —Z21ERT 5 & 2128V B TH
nNEJT,

B LI —F—DERK

iPlanet Web #—/"\—TAR— RZfEHATREICT D RNIC, FTHERAHE L TERT S
VERH D EF, FEHEIROERS LOREEIT > TORWEGATL, 1 2L EofEk
BIO1 AU EO2—Y—2RETIHLENRDH Y 7, fHIKICOWTIL, A E2S
Lc<Zan,

vV @S LI —FERT S

1. Sun Crypto Accelerator 1000 V—ILDT 4 LY Y DERRNARITHEE S TLVE LS
BlE, FEZIERDES I, BFENRRIZFa4 LY M EEELET,

$ PATH=$PATH:/opt/SUNWconn/crypto/bin
S export PATH
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2. secadm A—T A4 UT4—IZT7UVEALZET,

$ secadm

3. secadm A—T 1 UTs—Z=FEALT, FTLWMEEZMERLET,

secadm> create realm=realm-name
System Administrator Login Required
Login: root

Password:

Realm realm-name created successfully.

4. EEICA—F—ZEHLET,
YERd % = —% —4 1%, Sun Crypto Accelerator 1000 ® K 2 A VN2 TRk S E
T, EBRIZ Web r— =TI 5 UNIX O —HF—4 L[H—ThHh D 0LEIXH Y
FtA, 2P —2ERT DN, FTBUEOMEREFIRZREL T, A7 LEHA
TRIA T HBERDHY ET,
A=Y =BT DN, 2= =2 BT DM ERETOLENDH Y £,

secadm> set realm=realm-name
secadm{realm-name}> su

System Administrator Login Required
Login: root

Password:

secadm{ rooterealm-name} #

a. fEIca—Y—H" 1 AEZFTRELHIFEIE. 2—5—% nobodyl #FEAL TR
By FI77MILOBREZERTEET FEMIE. 57 R—2D ROy F T 741
*=SH),

secadm{rooterealm-name}# create user=nobody
Initial password:

Confirm password:

User nobody created successfully.

Web ¥ — " —DREIFICRIFZIT OIS, ZONRNAT— FE@HT20ERSH Y
F9, ZORRT— RFOERIL, user@realm-name T,

¥ 3E iPlanet Web 4—/A\—T®OHR— FOEATTEELE 17



T 7 BRATERL RV ET, NRAT— REENTEES. ZNERET A FiE

iit B - ANLEASRAT = RERATBRERS Y £T, NRAT—-REEhD &, §#
TH 0 ¥ A,

5. secadm #TLET,

secadm> exit

iPlanet Web H—/s\— D& AT D4
=

iPlanet Web ¥-— /X — & AJREIC T B 121%, ROFIEEE T TH2HERNH Y £1,
CHOLOFIEOFEML. Z0blD 2 oDOETHHLET,

1. iPlanet Web ¥—/"—% A A h—/L L £,
2. BAET — 2 RX—=AEAER L E T,

3. REAFEZZR L £,

4. FERAEE A VA PV LET,

5. iPlanet Web #—/"—Z 4k L £7,

FE - ZALOFET, BHESNTWBIEIZETLTLEE Y, JIDIEE TETTS
L. iPlanet Web P N—NELLHER SN2 ERH Y ET,

m iPlanet Web Server 4.1 2 L T2 551E., 5F 4 BIZERE T,
m iPlanet Web Server 6.0 Zfli ] L T\ A 5A1L, &5 wICEALET,
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W

10

iPlanet Web Server 4.1 DA AR +—
ILE K UHERL

Z OETIE, iPlanet Web Server 4.1 DA v A F—/ 3 L URERR FIEICHOWTH L E

‘j‘o

ZO®ET, WOHTHRERINET,

m 19 X—T® [iPlanet Web Server 4.1 A1 > A kb —/L ]
m 26 ~2— 0 [iPlanet Web Server 4.1 D% |

iPlanet Web Server4.1 A4 > RX k—)L

oL DOHTIL, iPlanet Web Server 4.1 @A > A b — )L FIEIZOWTEBA L £97,

INHOFIET, EH SN TV DIREICETT24ENH Y £9, iPlanet Web H—
N—DfFEHFIEIZHOW T, iPlanet Web —R—D<=2 7 LV EZ B L T2 &
W,

iPlanet Web Server 4.1 24 XA F— LT 3

. iPlanet Web Server4.1 Y 2 b9z 7%A4A VA —ILLET,

KD URL 72, Web h—_"—DY 7 by =7 Z AFTEET,

http://www.iplanet.com

19



2. Web —n\—% A4 VX F—ILLET,

BTFNEIZIX, B 1 ORSITWET R, Bl &1TBIOFHET Web — N— 2Kk 3
b TEET, = N—DFT T H NV FDO/NRLIL, /usr/netscape/serverd
b(\“ﬁ—o

iPlanet Web — 3—®D A A b —/VBRIZIE, T 74V FORRAEFERALES, 2D
~=aT VT, ZOF 7N EORRAEBHHALET, BARDEHICA VA b—LF
HPEIL. A VA M=V EZ TRBWTL &,

3. RETOATSLEEFTLET,
4. A DR =LA Y T FTRRESNBZTOVTFZRELET,

FIEZHRICT 27202, ROT 7 NBMNIT 74V FOREEHEMT 52 &N
TEEY,

a. HRFERKICAET 25E(E. yes EAHALZFT,
b. SE2IEED hostname.domain #ANLET,

c. WS EEBH—N—D/ART—F%Z 2E@AAHLET,
d 7O T rRRRENFZ5. Retun F—%#LFET,

Vv BT —FIR—REERT D
1. EEY— A —ERBLET.

m iPlanet Web Server 4.1 # B3 5121, REENR L LT startconsole % #1779
Hb0ic, koa~vwy RE2ETLET,

# /usr/netscape/server4/https-admserv/start
iPlanet—WebServer—Enterprise/4.1SP9 BB1-08/23/2001 05:50
startup: listening to http://hostname.domain, port 8888 as root

JEBEA v E—VIE, =AW BT 572 T S5 URL RS kT,
2. Web 75 9HEFRANTRDLSIZAAL., iPlanet EEBH—N—ZEELFET,

http://hostname.domain : admin_port
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R TT T4 RUREREN, 2—F—IDBILO/NAT—RKDANIINRRD 5
NFET, WSEHYS—NR—D2—F LB LORERFIGRIR L2 RAT—RFE AL
i‘é—o

¥ — iPlanet Web — S— DB ERFIZT 7 4V FOZREZRFH L2 BE1E, =2—PF—
ID F721% iWS HFEBY —N"—D 2 —HF—4 |2 admin E AT LT EE,

OK] 22 v9LEY,

. Web H—I\—DA U RE VRIZHT BRIAT—IR—REERLET,
D Web —_"—DA L AZ L ATEF 2 VT 4 —5 BT HEE1E. % Web
P—R—=D AV AZ AT, ZOFNEEEEVIRL ET,

F - BHY— =T SSL ZFEITTH4HE6L. REET — X _N—ADFHELHILFREET
4, L. iPlanet D~=a2 7L EEBR LTI FE W,

a. EEY—/N\—0 lServers] # T2y LET,
b. ¥—/\—%RRL T, Manage] K2 %2y LET,

c. R—UEEIZHB Security] 2 T%4 ') v LT, [Create Database] # 7+ 3
VEBRRLFET,

d 22084785 Ry D X2 Web b—/N\—QDBEET—EIR—XAND/INAT— K% A
ALT, TOK] #9Uvy LET,
8 XFL LD/ AT— REERL T EZE, ZO/8AU— KX, iPlanet Web
P—=R=RX )7 4 —RiEINT=T— FTEET 25HEI1C. NEOR 31t
Va—VOEENEHINET,

. RDAY ) T +%EFEITLT. Sun Crypto Accelerator 1000 78— K Z{ERATEEIC L &
ER

# /opt/SUNWconn/crypto/bin/sslconfig

ZOAZ VT hTIE, Web ¥ —R"—ZBRT 572007 17 bRER SN, iPlanet
Web #—/3—F721% Apache Web #—/3—H® Sun Crypto Accelerator 1000 I 51k,
FEVa—ABA A=V ENET, EO%R, MY 7 AV EET S 4L, Sun Crypto
Accelerator 1000 78— RAMEH FIREIZ 2 0 77,

% 4F iPlanet Web Server4.1 DA VA F—ILE L UHER 21




6. 1 #AHLT Enter ## L. iPlanet Web 4 —/\—T SSL ##ER3 5 LS5 IT#ELE
ERS

Sun Crypto Accelerator Installation

This script will install the Sun Crypto Accelerator
cryptographic modules for iPlanet Web Server

or Apache.

Please select the type of web server you wish to configure
to use the Sun Crypto Accelerator:

1. Configure iPlanet Web Server for SSL

2. Configure Apache for SSL

3. Work with iPlanet and Apache keys

Your selection (0 to quit): 1

7. 7OV T RRRTENEDS Web H—IR—DIL— FF o LY FYDIRREASL.,
Enter ## L £ 9,

Please enter the full path of the web server
root directory [/usr/netscape/server4]: /usr/netscape/server4

8. ROMBIZEDIZEEIX. vy #FASHL T Enter 8L ET,

This script will update your iPlanet Web Server installation
in /usr/netscape/server4 to use the Sun Crypto Accelerator
You will need to restart your admin server after this has
completed.

Ok to proceed? y

Using database directory /usr/netscape/serverd/alias...
Module "Sun Crypto Accelerator" added to database.
/usr/netscape/server4 has been configured to use

the Sun Crypto Accelerator.

<Press ENTER to continue>

9. REBZERTITBHEEIE. 0 EANLET,

22 Sun Crypto Accelerator 1000 R— K4 X b—JLI =27 )L »2002 £ 3 A



Vv G—N\—DEAEZEERT B

1. ROARVFEAALT, EBY—N—ZBEBLFTT,

# /usr/netscape/server4/https-admserv/stop
# /usr/netscape/server4/https-admserv/start

2. Y—N\—DFAEEERT BI2IF. R—DDLEEIZHS Securityl 2 TE7 vy
LES,

[Create Trust Database] 7 1 v RUNRFERINET,

3. R—CMERID TRequest a Certificate] ') >4 &R LET,

= Netscape: Web Server, Enterprise Edition ==

File Edit Wiew Co Communicator Help

o = a3 G - sl =+ & 4
Back Farward Reload Home Search Netscape Print Security Staop

R L

iPlanst —
Web Server 4.1 ~  3Server Manager

/Preferences . /Programs . /Serviets . Tk /Stotus . [Stules . /ContentMamt' | Web Publishing |  Search

A
[ s ottt

Create Database

Focuest a Cerlifizate Regquest a Server Cerlificale

Install Certificate (@ Mew certificate.
i
ificate

Change Password . Certificate renewal
You can also see a List of available certiicate authorities.

Migrate Certificat

Submit to Certificate Authority via:

(& CA Email Address: |I

I cAURL :|j

Select the module to use with this cerlificate.

Cryptographic Module: nobody @engineering —

Key Pair File Password: |f

i Before requesting a certificate, you should read the pverview of the certificate process, and then go through the detailed steps
on creating a correct distinguished name which you should enter helow. You will also generate the proper authorization letter
that you will use to obtain your certificate from a certification authority.

Requestor name: ‘

Telephone number: |:

Common name: ‘

Email address: ‘

|F e

e aaam |

4. FIBAEBERZERT H-ODEXKIC. ROFEH/RZEANLES,

% 4F iPlanet Web Server4.1 DA VA F—ILE LU 23



a. New Certificate] #Z&IRLET .
FEAAETER %2 Web 2 DRI T 258GER £ 72 138 B CE#ELE T 254
X, TCAURL| A7 v ar @R LTS, thlsoiait,. [CA Email
Address] ZiEIR L., FFHAEEREZZITMAEFA—1LT FLAEZBIRLE9,

b. 89 % ICryptographic Module] ZZERLET,

CDOTNE DT Ama— |2k, FEEIEICEHEO= P BRHY T, ELWVGE
A BRI L T D 2 & &R LT < 72 &V, Sun Crypto Accelerator 1000 % fi# -
B2, user@realm-name PHROFTY 2 — VA BIRTAVLERH Y £,

c. [Key Pair File Passwordl #4 7B 7Ry I XIZIE, BEMET S
user@realm-name |2x94 B5/NXT— K& AALET,

d XD&ET 14—V KFIZ, BYLGEBREANLES,

» Requestor Name : FIEH] £ D ZRF DS

» Telephone Number : FiEH] 0 ZERF OGS

» Common Name : 77 7 ¥ C hostname.domain o= CAJJ$25 Web A hD K
AL A

» Email Address : FiEB O FRE OEL#E S

» Organization : GEMAZFIZFLE S 2 kD4 R

s Organizational Unit : (f£E) FEBIFIZGEHE S 415 HF D44 7k

» Locality : ({LE) MfkOprE#OH - X - B] -« K, ATTShTW25EI1E, BN
s ET,

n State : (fTE) Ak O FT7EH O #RE T IR 00 1E XA i

» Country : 2 (50 ISO HAFE 5, Z OIEFHITAEAFIC T S ET, AT
HTT,

e. COEMEINTAALEL, TOKI REERLTEELET,

5. REIREFEMAL T, SIABZAERLET,
m GEEZORAE TCAURL) (CRET 2 KO ICBIR L7258 1%, ERHZRITA TN
ICRERERICEFE S ET,
m [CAEmail Address] ZBEIRL7=551F, ZTHS LFEAFERD A —L D~
F—L AL Ak — LT, BIERICRHLET,
6. SEBAEMNER EN=6. ANV F—EAXNXEY )y TR—FIZaE—-LZEY,
AEARIREAEZOR L1320 £, @H T F X MEATREt S E T,
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vV 5—N\—DEEHEZA VA —=ILT S
1. R—TDOEAID Tnstall Certificate] ') > #EIRLET,

FOREST & o TREMF R 2VEARE S NGEHE D EIT S /2 & iPlanet Web H—/3—
ICREBEE A VA R =T DRER DY ET,

2. TSecurity] # 7&#ZIRL T, X—CDEBID Tinstall Certificate] 7> a3 > &##UY
9,

= Netscape: Web Server, Enterprise Edition =
File Edit Wiew Go Communicator Help

|- = 3 4 =2 mW =+ & @

B Eack Forward  Reload Home Search MNetscape Print Security Stop

j . Bookmarks & CoTo /]

Web Server 4.1 integrate I~ Server Manager

/ Preferences | Programs | 7% /Stalus /Styles | ContentMgmt  Web Publishing / Search

=

Create Database
Fecuest a Certificate Install a Server Certificate

Install Certificate
Certificate For:
Change Password (® This Server
Manage Certificates +. Server Certificate Chain
.| Trusted Certificate Authority (CA)
Migrate Certificate

Select the module to use with this certificate.

Cryptographic Module: nohody @engineering

Key Pair File Passwor: |

Enter Certificate Name OMLY if certificate is not for "This Server’.

Certificate Name: |

(® Message is in this file:

| Message text (with headers):

& e

|

3 AHEEA VRIS BHDERIT, RDKLSICTAALET,
n Certificate For : [This Server] #JEH L £,
» Cryptographic Module : i) 72 user@realm-name % #R L £,
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m Key Pair File Password : Hri1IZ AR L7284 TG 3 % user@realm-name (543 2% /3
AU —RE AN LET,

n Certificate Name : 1 & A E DA, ZOMFMIEAICLET, 2 ZICAREEE
5L, Web == SSL 4R — b 25586, GEAEFEBSLCHE#ICT 7 & AT
HEERT 240123, ZOL4RICEEINET,

4. TMessage Text (with headers)] Z#ERL. HH5NLHIAE—L THV-FRAED
ANYF—ERNER—XFLET,

5, R=CDOTEIZHSD TOK| K2 vEH )y L, BiAMrbaE—LI-IHES
Message] Ry RIZR—X FLFET,
FERAEICBE T 2 AR R ERAE R I N E T,
6. ERINFE-ARBRICEBYMNEGFhIL, TAdd Server Certificate] K2 &5 v LE
ERR

PN —ZFHEET S LI ICHEICA v E—URNFRENE T, 552812 Web H—
W=D A VAL U APMEIL L TOWEGEEIE, ErsienZ tbd b 9, Web ¥—
N—TSSL AT HLIHERTHALERH D L biBMESNET, KOTFIEIC
- T, Web h— "—ZA L ET,

iPlanet Web Server 4.1 D&k

Web #— "= L OV —"—DOFEHEFED A A b= 7E T LE LT, Web #—
N—=TSSL ZfiHT&E D XD ITHRT DL ERDH Y 7,

v iPlanet Web Server 4.1 %89 %

1. A VEBR—CT, HHT S Web H—n—DA VR A VREFEIRLT.,
Managel 22 v L%,

F 7N FTlE, =YD LEICH D [Preferences)] ¥ 7RFREINET, FREN
WAL, TPreferences) # 7% 7 Vw7 LEJ,
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. R=UDLEEIZH S Preferences] # T&#9 ) vy LET, R—=COERAD
FEncryption On/Off] ) >V #:E IRLET, BEILEAVICERELET,

FAT TRy 7 ADR—=F7 =R, SSLOT 74V hOFR—bESTHD
3 iIcEfSNET, BREISLT, R— bES2ERLET,
TOKl REVEV YV Y LES,

[Savel RAVZEV VI T L. COERFRNBIERINET,
Web — "= X2 VT 4 —R#EINTZT— RCTEWET D L H IS E L
7

. /usr/netscape/server4/https-hostname/config/magnus.conf 77 1 JL & ¥R
ELT. ROfTEEMLET,

CERTDefaultNickname user@realm-name:Server-Cert

hostname \21%., Web 3— N—DZ RN AY 77,

T 74N T, FIE2 BLOFIE 3 TAER L7ZFEHEOARIIL, Server-Cert (2
R0 E9. ARV DAL, Server-Cert DOy % EBEDOFFAEDOLFI CTHE X
Wz £,

. BETEZH—N—FEIRL T, R—CDELAIZHS TApplyl REVEH Y vH LE

j-o

ZHUC Lo T, FEHY —AN—ZEFRNRPEHA S NET,

. TLoad Configuration Files] "% > %% 1) v % LT, magnus.conf 774 JLIZMNZ
FEEZEALET,

P—=N—DBHNBA> TR E ZZ TApply Changes] ¥ a2 U v 745 &,
NAT—=REANNTDODORy T T v T T4 RUNRKRENET, ZORy T
ToTUA4 Y RUDY A RFEETERNZD, BENEEEMT 2 & EIChERH
DG NRHY T, ZOBBEIZIE, RO 2HOOEHER®H Y £,

m  [Load Configuration Files] # 2V v 7 L%,
m Web #h— "—2ZiE@ii L T/ 5 [Apply Changes] R"¥ %27 U v 7 LET,
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8. Web H—/N\—DR—IDERIT TOn/Off] VoI ZERLES, —/N—D/RNRT—
FEAALT, TOKI RE22&VYYILET,

12U EDRRAT—FRDOANERO LT 7 vRFERrENET, Module
Internal] 71> 7 F T, Web —_R—DFFET —F _X—ADNX2AT— K& A LF
‘j‘o

Module user@realm-name] 7' v > 7 MZiL, secadm =2~ R&fEH L T
realm-name |2 user ZIERR L72 & EICRE LI SAT—REAALET,

9. IS5 TRMD URL #R-RL T, SSL XfDEH L LY Web —/I\—ZFERLET,
https: //hostname.domain:server_port /

7 7 %V b @ server_port 1%, 443 T,
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W

10

iPlanet Web Server 6.0 D1 >~ R k—
ILE K UVHERL

Z O T, iPlanet Web Server 6.0 'C Sun Crypto Accelerator 1000 78— K % FH w5
2T 2 FECHOWTHI L ET,

ZOFF, ROHTHIRSNET,

m 29 ~—T® [iPlanet Web Server 6.0 DA > A h—/1 |

m 37 X—2® [iPlanet Web Server 6.0 DHERL )

iPlanet Web Server6. 0 A > X k—)L

DL DOETIL, iPlanet Web #— X—D 1 2 b —/LE L OMERE FIEICOW TR
BLES, ZNOOFIAIL, FEHEINTWAIRIZETTA2X4ENH Y £9°, iPlanet
Web V— _—ff [ 7iEIC DWW, iPlanet Web — _R—D~ =27 )L EZ B L T
<TEEW,

iPlanet Web Server 6.0 4 X k—JLT 3

. iPlanet Web Server6.0 V7 b9z 7%A4 VA —JLLET,

KD URL 72, Web h—_"—DY 7 by =7 ZAFTEET,

http://www.iplanet.com
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2. Web —/n\—% A4 VX F—ILLET,

BTFNEIZIX, B 1 ORSITWET R, Bl &1TBIOFHET Web — N— 2Kk 3
b TEEST, == DFT T 4V FONRLIL, /usr/iplanet/servers T
j‘o

iPlanet Web — 3—®D A A b —/VBRIZIE, T 74V FORRAEFERALES, 2D
~=aT VT, ZOF 7N EORRAEBHHALET, BARDEHICA VA b—LF
HPEIL. A VA M=V EZ TRBWTL &,

3. HETOATSLEEFTLET,
4. f DR =LA Y T FTRREESNBZTOVTFIHRELET,

FIBEAIICT S 1010, ROT 02T MISMET 7 40 EORGELHAT 5 2 58
TEET

a. HRFAERKICAET 258(E. yes EAHALZFT,
b. SE2IEED hostname.domain #ANLET,

c. WS BBBY—/N—D/IRT—F&# 2EBAALET,
d 7O T rRRRENFZ5. Retun F—%#LFET,

Vv BT —AR—REERT D
. EEY— A~ EEBLET,

iPlanet Web #—/3—Z @3- 521, REZERKE LT startconsole #EITT 57
bVic, koa<y REFEITLET,

# /usr/iplanet/servers/https-admserv/start
iPlanet-WebServer-Enterprise/6.0SP1 B08/20/2001 00:58

warning: daemon is running as super-user

[LS 1s1] http://hostname.domain/port 8888 ready to accept requests
startup: server started successfully

JISBEA v E—VIZiE, == EET 57T S5 URL RS kT,

30 Sun Crypto Accelerator 1000 R— F4 > X b—JLI =27 )L »2002 £ 3 A



2. Web 7595 ZRANWTRODKLSIZAAL, iPlanet EEBHY—/N\—%EBHLFT,

http: //hostname.domain : admin_port

Ry TTvTU4r RUREREN, 2= —IDBLUONRNAT = FDOANRKD L
NET, IWSEFHY — N —Da2—HF =SB LORERITEIR L2 XAT— F2 AT L
ij‘o

¥ — iPlanet Web #— _X—ORERICT 7 4V FOREXFRA LI-HEAIE, =2—F—
ID #7213 iWS FFL Y —N—D 22— —£ 2 admin E AL TLEE W,

3. TOKI #2YYv9LEY,

4. Web H—/I\—DA VRA VRIZHRT BBAT—IR—XEFEHLET,

D Web y—_"—DA L ZAZ LV ATEF 2T —52HINTE5E1%. % Web
= R—=DA L AZ AT, ZOFNEEREY KL ET,

F - EFHY— =T SSL 2T T 258 b, BAET —F N— ADORELH T FERK T
T, FEHNE, iPlanet D~ =27 L EZRL T ZEW,

a. BEY—/\—0 (Servers] #T&9)voLET,
b. y—/A\—%REIRL T, Manage] K2 >%25 ) vH LFET,

c. R=U L#IZH S [Security] 2 745 1) w4 LT, [Create Database] 7 3
VEERLEYS,

d 22054705 RyH R(Z Web H—N\—DFBHTFT—AR—ZAND/RT—E%H A
ALT. OKE#HYYvY LFET,

8 WFLULEDNRAT — REBR L TLZE, ZDO/RAT— R, iPlanet Web
P—R=R X2 )T 4 —REINT-T— RTEET2HEEIC, N ORF 5T
Va—VOEEHEHINET,

¥ 5% iPlanet Web Server6.0 DA YR F—ILE LUK 31



5. RDA%H ') 7 +%%E47LT. Sun Crypto Accelerator 1000 /R— K = fEFHETEEIC L £
ER

# /opt/SUNWconn/crypto/bin/sslconfig

ZOAZ VT hTE, Web ¥ —R"—ZBRT 572007 17 bRER SN, iPlanet
Web #—/3—F721% Apache Web #—/3—H® Sun Crypto Accelerator 1000 I 51k,
TV 2= RS A=V ENET, EOR, T 7 A VA EHT S 4L, Sun Crypto
Accelerator 1000 78— RAMEH FIREIZ 2 0 77,

6. 1 #AALT Enter ## L. iPlanet Web —/\—T SSL ##FRH3 5 LS ITHEELE
j-o

Sun Crypto Accelerator Installation

This script will install the Sun Crypto Accelerator
cryptographic modules for iPlanet Web Server

or Apache.

Please select the type of web server you wish to configure
to use the Sun Crypto Accelerator:

1. Configure iPlanet Web Server for SSL

2. Configure Apache for SSL

3. Work with iPlanet and Apache keys

Your selection (0 to quit): 1

7. 7RV T RARTENES, Web H—nN—@DJIL— FF oL FYDISREAAL.,
Enter 8 L %9,

Please enter the full path of the web server
root directory [/usr/iplanet/servers]: /usr/iplanet/servers
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8. ROWEIELIHZ AL, vy ZANLT Enter Z#LET,

This script will update your iPlanet Web Server installation
in /usr/iplanet/servers to use the Sun Crypto Accelerator
You will need to restart your admin server after this has
completed.

Ok to proceed? y

Using database directory /usr/iplanet/servers/alias...
Module "Sun Crypto Accelerator" added to database.
/usr/iplanet/servers has been configured to use

the Sun Crypto Accelerator.

<Press ENTER to continues

9. WMEBERTITBHGEEIE. 0 EANLET,

Vv G—N—DFERAEZTERT S

1. ROAT U FZ#ANLT, EBH—N\—ZFEEBLET,

# /usr/iplanet/servers/https-admserv/stop
# /usr/iplanet/servers/https-admserv/start

2. Y—N\—DFIAHELZERT BHICIE. R—CDEMIZH S [Security] 2 TEI vy
L/ij-o

[Create Trust Database] 7 > FUMNRERINET,

% 5% iPlanet Web Server6.0 DA VR F—ILE LU 33




3. R—CMEAID TRequest a Certificate] ') v &R LET,

—| Netscape: Web Server, Enterprise Edition | iJ
File Edit Wiew G0 Communicator Help
. a » 3 F S S | % & k|
! Back Forward  Reload Home Search Metscape Print  Security Stop
j wuf” Bookmarks & CoToi | /
D integrate I~ Server Manager
.‘.""-Prel:r:m:es y .‘."‘"r_u / Monitor ‘I‘-""Vimm Server Class ‘.""‘-Fﬂ ‘I‘-"‘-Leac Serviets ‘I‘-"‘-S:an:h
B
Recuest a Certificate o
Request a Server Certificate
@ New certificate.
_ Certificate renewal.
Fiecuest YeriSign
Certificate " " - _—
You can also see a list of available certificate authorities.
Install WeriSign
Certificate
Submit to Certificate Authority via:
age CALICHL's @ chR Email Address: ‘I
| Masecomate | [ en URL
Select the module to use with this certificate.
cryptographic Hodule: nobody @ engineering ~
Key Pair File Password: ‘
Before requesting a certificate, you should read the overview of the
certificate process, and then go through the detailed steps on creating a
correct distinguished name which you should enter below. You will also
nanarata tha nranar autharization lattar that von will iea ta ahtain vonre
1 [eox | s @ or @ 2

4. FIAEERZERT H-HODEXIC. ROBEHBEAALETS,

a.

INew Certificate] Z#IRLET,
SEBAEER 2 Web 7> BRI T& 238FER £ 72 308 EHEBICEBAEE T& 2854
X, TCAURL] A7 varza@RLET, TUNADEAIE., TCA Email
Address] %R L, AEAEEREZITROETA—/LT LU AZERLET,

. A3 % [Cryptographic Module] %:&iRLET,

ZDOTNFE T A= a— 0%, FHEBRIEICEAO= MU AHY 9, IELWVE
A BRI LT D 2 & 2R LT < 72 &V, Sun Crypto Accelerator 1000 % fi 4
BHITIE. user@realm-name DFERDEY 2 — NV EBIRTIHLERH Y £4,
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c. TKey Pair File Password] #4704 Ry X2k, BEFRET S
user@realm-name |Zx94 B5/X\XT— K& AALET,

d ROET«—ILFIZ, EULREHREADLET,

» Requestor Name : 7EH] & D ZRE O3 5

» Telephone Number : FiEH] 0 2R DS

s Common Name : 77 v % C hostname.domain Jo=X"CAJJ§ 25 Web 41 +D
AL 4

» Email Address : GiEB O FRE OELHE L

» Organization : fEH E ZFLHL S 112 iRk DO 4 Fr

» Organizational Unit : (f£E) FEBAF G S 4L 5 F T O 4 FR

» Locality : (fLE) MfkOprE O H - X - B] - K, ATTShTW2L5HEIE, FENA
FHISM SN £ T,

» State : ((LE) Ak O FITE 1 OHLE I IR D IE R4 R

» Country : 2 X5® ISO HAFE 5. Z OIEFWMITAEAFIC T S ET, AT
HTT,

e. COFEMEINTAALEL, TOKI REERLTEELET,

AR EEALT, SHEEERLETS,

m GEAEFEZESRZ TCAURL) ([ZEET 2 LD BN L2563, REFZERIT A B
(CRRRERICIEfE SN ET,

m [CA Email Address] %R L7Z3BE15. ZIT - 2FEAEERD A —/LD~y
A= AR av— LT, B LET,

CGERENEREND, AYVE—EERXEY ) vy TR—FIZaE—LET,
FEFAEISREA TR L3R 20 97, @H 7 F X MEATRESET,

HB—N—DIHAEFZAN VA F—ILT B
. R—IDOERO® Tnstall Certificate] ) 9 ZFIRLET,

RREJRIT & o TREBF R AER S NFEHE N FITI N/ 5, iPlanet Web H—/3—
ICEFAEAS A VA h— LT ALERH Y T3,
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2. TSecurity] 2 7&#ZBIRL T, XR—TDEBID Tnstall Certificate] =72 3 v &#RUY
E3 28

—| Netscape: web Server, Enterprise Edition [-]&
File Edit Wiew G0 Communicator Help

] e 3 a4 2 € & 4

| Back Forward Reload Home Search Netscape Print  Security Stop
] w§” Bookmarks & Go To; /]

iPlanet.
Wel}‘ Server6.0 I~ Server Manager

§ I W sequrity W / Monil Server Class | / Leacy Serviets | Search

A

Create Database

Fieciuest a Certificate Install a Server Certificate

Install Certificate

Certificate For:
Change Password (@ This Server

1

. Server Certificate Chain
.. Trusted Certificate Authority (CA)

Manage Cerfificate:

Fiecjuest VeriSign
Certificate

Select the module to use with this certificate.
Install UeriSicn
Certificate

o hic Module: nobody @engineering —
Install CRU/CKL s Cryptograp FEd J

Manage CRLICKL'S

Key Fair File Password: ‘

Migrate Certificate

Enter Certificate Name ONLY if certificate is not for "This Server’.

Certificate Name: ‘I

(@ Message is in this file:

. Message text (with headers):

ke e | s awav|

3. AAZEZEA VA LT HEHDERIT, ROESICTABLET,
n Certificate For : [This Server] # R L £,
n Cryptographic Module : #4072 user@realm-name % 3#R L E 7,

m Key Pair File Password : FHIZARK L7284 FTA 3 2 user@realm-name 253 2% /3
AT —Ra AN LET,

m Certificate Name : 13 & A E DA, ZOWSITZEAICLET, 2 ZIC4AREHEE
T5 &, Web — =73 SSL %R — M 256, sEEB I OEICT 72T
DA T D4R, ZOARTTERIRET,
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4. TMessage Text (with headers)] Z#IRL. HH5NLHIAE—L THUV-FIAED
ANYHF—ERNER—RMLET,
5. R—COTFEIZHD TOKI REvEI vy L, BiERMSIE—LI-HES
Messagel Ry RIZR—X LET,
FEAEFICBE T 2 AR R ERA R R INET,
6. RRSNT-RAEICRY DL FNIE, TAdd Server Certificate] K2 > &9 1w o LE
ER

Y= N"—ZHEETDH L IICHEHEICA Yy E—VURFRRINET, Z Web #—

IN—=DA VAL ADMEIE L TWEEAIR, HrInRanz &%k@if EN

Web #—/"—TSSL 245X 51 *%Ekﬂ“éz%ﬁ%é EhEmInET, kO
FIEIZHE> T, Web — "—Z 4 L £,

iPlanet Web Server 6.0 D&k

Web #— =B L OV —"—DFEHEFEDA VA F—AN%ET LE LTz, Web #—
N—=TSSL ZfiHT&E D LI ITHRT DL ERDH Y 7,

V¥ iPlanet Web Server 6.0 ¥ k9 %

1. R=DDLEERIZHS Preferences] 2 TE#9 Vv I LET, R—POERIZHD
l'Edit Listen Sockets] 7L 3 Vv &&ERLET,

D7 L—AZ, Web —_R—D A LV AH LV ATHRESNTWDETXTORFHEY
Ty MR—ERRINET,
a RDIT4—ILKELEELET,

» Port : SSL x})& Web $h—"—ZFTF 5K — FaELE T, @HFIEL, A—F
443 T,

» Security : AR ELET,

b. TOKI K2 2&V )y LT, EERBZERALET,

[Edit Listen Sockets] ~<—> D% =V F 4 —7 4 —)L iz, [Attributes] U >
T INFREINET,
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2. TAttributes) V> 2 &9 )9y LET,

3. user@realm-name INAT— R#AFIL T, Y RXT LT user@realm-name #3REEL F
ERS
4. Ry TF7v T4 FHT, SSL DEXREEEIRLET,

fCipher Default] F7-1% ISSL2) . [SSL3/TLS| #ZEIRTxF 5, VCipher
Default] Z3&IR L7284, T 740 hOBREIFTFRREINEEA, [SSL2) F/-i

[SSL3/TLS) %R L7=5A1%. HHAREIZT A7 VT U ALEZRINTILENRNH Y
i‘é—o

5. user@realm-name MPH &L :Server-Cert (X1-FHEMEIER L =ZIBHEZED Z ) M
OB THAELRRLET,

[Certificate Name| 7« —/V FITiX, %34T % user@realm-name HFTA T DT
NERENET,

6. SEAEZERL. EXa )T —ICEHTIEELZITATHRLIL, TOKI K2V %
2099 LET,

7. Y—N—ZEHT BRI EENBREZFNICTHHEIE. ELOAICHS TApplyl V)
OEVIVYLET,

8. TLoad Configuration Files] J>% %2 1)vo LT, EERNRZEALET,

Web —/R—=DA L AZ U ZAZBIHTE 2 _X—VIZU DY £7,

Y= =D EFRNA > TR E X2 [Apply Changes] A& v %227 U v 7 LIcHE
. NAT—=RDANERDLER Y FT v 7T 4 RURKRREINET, ZORy S
TyT U4 RUDOY A X IERTE RN, EEARZEMAT S &S ICHERD
LHEENDHY T,

ZORBBEIZIE, RO 2 ODEHEERISH D 97,

» [Load Configuration Files| #2 V v 7 L£7,

n Web ——%EE L TH5 [Apply Changes] R¥ %27V v 27 LET,

9. EREINF/IRT—FREFAT7ATRYIRIZAALT, $—N—%BBLET,
12U EDRAT—ROANERDD T 7 bngranEd, Module
Internal] 7'v 7 h T, Web h—_—DRFET —F XN—AD/NAT— K& AJJLE
j‘o

Module user@realm-name] 7' 7> 7 MZiL, secadm 2~ R&fEH LT
realm-name (2 user ZVER LT & ZIZHRE LT NNRAT—REZANLET,
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10. 759 THR®O URL #XR-RL T, SSL XD L LY Web —/\—ZFERBLET,
https: //hostname.domain:server_port/

77 4V KD server_port 1%, 443 T,
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10

Apache Web H—/\—D{F AT EE1E

ZDOETIE, Apache Web #—/3—T Sun Crypto Accelerator 1000 7~ — % fé [ fJ g
(2T 2BV THRB LE T,

ZOFE, RO THRSNET,

m 41 *X— D [Apache Web H—3— D A Al ek

n 4 =20 TFEREOIER]

Apache Web 4 —/\—®D{# AR RE1L

Apache Web Server 1.3.12 (%, Solaris 8 7/01 A<=V —7 1 > ZEBREII B L TV E
3, ZOFETIL, Apache Web Server 1.3.12 2/ L Cat# L £3, Apache Web

P N—DEHIFIEIZOWTIE, Apache Web h— _"—D~ =27 L& ZBRL T2
Sy,

Apache Web ¥ —/\—Z{FHA[EEIZT 3

. httpd BRI 7 A ILEERLET,

Solaris ¥ A7 A ClE, #% . httpd.conf-example 7 7 A /LA /etc/apache T «
L7 RIIZHVET, ZOT77ANETyTL— e LTHEITEET, kDL
2, 77 AV Ear—LEd,
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# cp httpd.conf-example /etc/apache/httpd.conf

7 7 A4 )VD ServerName D%, AT L —N—LTEIMIFET,
2. sslconfig ZHRLET,

# /opt/SUNWconn/crypto/bin/sslconfig

3. Apache Web #—/3\—T SSL #ERT 5 & S ITHKT H-HIZ. 2 ZERLFET,

Sun Crypto Accelerator Installation

This script will install the Sun Crypto Accelerator
cryptographic modules for iPlanet Web Server

or Apache.

Please select the type of web server you wish to configure
to use the Sun Crypto Accelerator:

1. Configure iPlanet Web Server for SSL

2. Configure Apache for SSL

3. Work with iPlanet and Apache keys

Your selection (0 to quit):

4. Apache DNNALF ) T 7AUDEETS5T14 LI M) EEELET,
Solaris 3 A7 AL Tld, #%. /usr/apache ¥4 L7 b UIZH Y £1,

Please enter the directory where the Apache
binaries and libraries exist [/usr/apache]: /usr/apache

5. Apache DR 77 M ILDUEZEELET,
Solaris > A7 A Tl%, #% . /usr/apache 7 4 L7 b TT,

Please enter the directory where the Apache
configuration files exist [/etc/apache]: /etc/apache
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6. YXATLIZRSABRTEERLET,

T THEART EER LARWESIX, HE T sslconfig A L T2 AR T O L
NHYET,

Do you wish to create a new RSA keypair and certificate request?
[Y/N] :

ZOEMIC No & AN LTESBEIE, 42— 0 [EEAEZZERT 5] ICERET,

7. BERMITDTALY F)EEELES,
FDOT 4 L7 NUDBFEELZWESE, (ERESNET,

Where would you like the keys stored? [/etc/apache/keys]:
/etc/apache/keys

8. BMEMODEARLHEERLET,
ZDAFNTIE, T 7 A VB LUGEAEER T 7 A /L, FEAET 7 A4 V&2 B WX 5]
TE5Xoc, BA3BERMMITONET,

Please choose a base name for the key and request file:

9. 512~ 2048 Ew FOEHE TREFEELET,
ZEAED Web r— =T 7V r—2 5 0 TlE, 1024 E v R THSIZIRITTT S,
MG U T, KON @IRT 52 L TEFT,

What size would you like the RSA key to be [1024]? 1024
Generating RSA private key, 1024 bit long modulus
.......... R

...... R

e is 65537 (0x10001)
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10. PEM SR 7 L—X#ERLET,

ZDONRAT L—X1%, HBEMERET DO LET, B2 AT L— %%

RTDMERH Y ETH, BARNEIICLTIEEN, NRTL—=XEEND L,

BT 7 BATE 22D £,

Enter PEM pass phrase:

Verifying password - Enter PEM pass phrase:

FE - ANLEARAT =X RHZ TEMLERHY £T, SATL—X%END
VBT 7 BATE RS RV E, NAT L—=XE2EBNEE. IhEmFK
TLHETHY EH A,

——

R BAE D 1ERK

Z DFiTIE, Apache Web #—/3—T Sun Crypto Accelerator 1000 7~ — % fi [ /]2

(T DI SEAEOIERITIEIC SV THA L £,

v SERAEZERT S

1.

ARDEI TR L= ZEEAL T, SEAEEREERLET,

FEFERXRT—REANLT, BIZT 7 ERTALERHD ET, FOH%, ROK
7 4 —)b Ry e Eme A LET,

» Country Name : 2 3070 ISO FHIFL G, Z OfFHITFEAFICRE#H S ET, A
INIMETT,

= State or Province Name : (&) #f O EMOFEF RO EXL A2 AT 5
2, BEUAR ) 2#ZAN LT Return ¥—%# L £,

» Locality : ({E&) Mk OFTEHON « X - BT - K, ATV D581, fEH
iR E N E T,

» Organizational Name : FEBAFZFEH & 41 2 #fk O 4 Fr

» Organizational Unit Name : ({T:) FEF 2 FLHE S 4L 235 044 Fr

= SSL Server Name : 77 VY CTAS)T25 Web A hD RAA 4
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s Email Address : ;EBH & D ERE DR S

Enter PEM pass phrase:

You are about to be asked to enter information that will be
incorporated into your certificate request.

What you are about to enter is what is called a Distinguished Name
or a DN.

There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter ’.’, the field will be left blank.

Country Name (2 letter code) [US]:US

State or Province Name (full name) [Some-State]:.

Locality Name (eg, city) []:.

Organization Name (eg, company) []:Fictional Company, Inc.
Organizational Unit Name (eg, section) []:Online Sales Division
SSL Server Name (eg, www.company.com) []:www.fictional-company.com
Email Address []:admin@fictional-company.com

2. 8 RICHE > T, /etc/apache/httpd.conf 774 ILEEEBLET,
BB LOGEAE Y 7 A VI D IE AR RS ET, E72. Sun Crypto Accelerator
1000 THEH T 5722 /etc/apache/httpd.conf 7 7 A NV EEH T 5 HFELERE
nNEI,

The
The

You

You
SSL
way
the

keyfile is stored in /etc/apache/keys/ap6-key.pem.
certificate request is in /etc/apache/keys/ap6-certreq.pem.

will need to edit /etc/apache/httpd.conf for the following items:

must specify the ports that Apache will listen to for
connections, as well as for non-SSL connections. One
to accomplish this is to add the following lines in
Listen section:

Listen 80
Listen 443

In the LoadModule section, add the following:
LoadModule ssl module /usr/apache/libexec/mod _ssl.so.1.3.12
In the AddModule section, add the following:

AddModule mod ssl.c
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3. VirtualHost DREEZEIRLEMH1-FAIL. SSLEngine LU
SSLCertificateFile, SSLCertificateKeyFile D&T a4 LI T4 T%
httpd.conf 774 JL®D SSLPassPhraseDialog T4 L2 T4 TDFT CLIZIEEL
F9,

You may need a virtual host directive similar to
what is shown below:

<VirtualHost default :443>
SSLEngine on
SSLCertificateFile /etc/apache/keys/ap6-cert.pem
SSLCertificateKeyFile /etc/apache/keys/apé6-key.pem
</VirtualHost>

You must add the following line after all of your VirtualHost
definitions:

SSLPassPhraseDialog exec:/opt/SUNWconn/crypto/bin/sslpassword

Other SSL-related directives and their explanations
can be found in the Sun Crypto Accelerator documentation.

Other Apache-related directives may need to be configured
in order to start your Apache web server. Please refer

to your Apache documentation.

<Press ENTER to continue>

43 “—VOFIE 6 T No & AS) LI Bharid, WICHERH & RT3 Bk R SV E
‘j‘o

Since you did not create keys, you will need to
make sure that you have a key file and a certificate
file in place before enabling SSL for Apache.

You can create a new key file and certificate request
by selecting the "Generate a keypair and request a
certificate for Apache" option after choosing

"Work with iPlanet and Apache keys" from the
sslconfig main menu.

4. sslconfig T3 HiHEF. 0 ZEERLET,
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. /etc/apache/keys/base_name-certreq.pem (base_name |, 43 R—T DFE 8
THELERE) M oIIAEEREAY A —ZFE—L T, RBER/ITRELFET,

EERAEAER IS, SEBZE T 7 1)L /etc/apache/keys/base_name-cert .pem
FHEML T, SEAEER—XFLET,
. Apache Web 4 —/\—%BELZY,

Z ZTlL. Apache DA F VT 4 L7 bYW Jusr/apache/bin Th D I & itz
ELTWET, EEONRLFIUT L7 NIRRT, ELWT 4 L7 N4
AL TLIEE W,

# /usr/apache/bin/apachectl start

. PEM IRRA D L—XDAAZEROBTAOVT R LT, PEM/SXTL—XEAHAL
iTO

.S TRD URL #RRL T, SSL AEDEF L Web —/\—ZREELFET,
https://server_name:server_port/

77 4 v kD server_port 1%, 443 T,
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W
10

B L VESED

ZOFETIX, Sun Crypto Accelerator 1000 ¥ 7 k7 =7 OZWi7 A kI X OFEF B
OWTHBALEY, Zo=ET, RO THKSNET,

m 49 =D [SunVIS Bl 7 b7 =7 |
m 53 ~X—® [Sun Crypto Accelerator 1000 o F& 5B 5 )

SunVTSEZrvY 2 b7

SunVTS T A b dcatest I%, SunVIS 5% FOa 7HIHEH L 2 —F —f L ¥ 7 2 — X
THEIEL. Sun Crypto Accelerator 1000 A — KD Z K& 1T\ £ 7, decatest (X, Sun
Crypto Accelerator 1000 CD (273 77— SUNWdcav & L TSN TV ET, £
7=. Solaris VTS @ = 7 il & = — ' —A o % 7 =— X%, Solaris D7 I X |
CD /8y & —3 SUNWvts LY SUNWvtsx & L TIER S TWET,

IIHOBWT A FOFEITHIERL LOEHRFIEZOWTIL, SunVIS OD~v==7 /L%
ZRLTL &V, SunVIS O~ ==7/1ix, D Solaris U V — A ® Solaris ®
H7°U * > b CD @ Solaris on Sun Hardware AnswerBook (2 ¥k &L TVVEd,

F - SunVTS Gi Solaris ®% 7V X~ CD 75 SunVIS /N r—T% A A h—)b
LA EAcE 1,
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V¥ dcatest E%ﬁ"f%
1. R—/8—a2—H%—7T, SunVTS #&HLFT,

# /opt/SUNWvts/bin/sunvts

SunVTS OEENFIEIZHSOWTIE, [SunVTS 2—H—<=a27 1] 2R L TP
W,

ZOHEDFINETIE, CDE 2 —H—A X2 7 =2— A% H L T SunVTS N X 1T
WABZ EERHEIZLTWET,

2. SUnVTS WD A A >4 > KT, [System Mapl #% lLogical] €E— FIZEREL
ij—o

B. FzvIRYVIRDFzvIENLT, IRTOTRAMEFERARAIZLET,

4. TOtherDevices] OF z vy Rvy X%EERL., [OtherDevices] @ +] RE2 %
4 1) w4 LT, OtherDevices FIL—TDTRTHDTFRACERELET,

5. OtherDevices Z')L— 7 M dcatest UADF v IR I ADF v &5 LET,
m dcatest NERINTWDIEAIL., FIE 6 I2EARET,

m dcatest NFEREINTWARWEASIE., TCommands] Fu vy 7F&A T A =2 —n
5 [Reprobe system| ZE#IRL T, A7 L& 7' m—7 LT dcatest R L E
j‘o

BRI FIBIZOWTIEZ, SUnVIS O~==2T7 V2SR L T EE N, Fu—7 03

T LT dcatest BRFE/REINEZH, FlE6 ITEARAET,

6. dcatest DA VRAVRE 129y oL, AUV IBELKUV KRSy S LT ITest
Parameter Options] #&~FLET,
DAY 3 L, deatest IZFEUBEBRLTCWET, FEMIL. 51 X—T 0
[dcatest DT A MRTRAEF T a0 ZBRLTLIIZE N,

7. BRI ARTET L5, deatest MERLFA VRAZ VREEET HH . [Within
Instance Applyl 2w LT . Fxv¥y LT dcatest DAV RFZVRETART
FELZET,

ZHCE-T, Ry 77 w7 U4 FURHAL LA, Sun Diagnostic D A A > 4
RUICRY £75
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10.

11.

dcatest DA VRRAVRE 1DV ) vI L, BEUVVYIBLUVUFRFT v S LT MTest
Execution Options] #&RxLE7,

[Options] Ny 77 v 7% 27 v 7 LThb [Test Executions] %7 U v 7 LTh,

[Test Execution Options| 13X RENET, ZOF T v a E, TTOT A MIE
B 5 — kA7 SunVTS HlHI T4, 3L, SunVIS D~ =27 L2 SR TS
Wy,

BIRDNIARTET LS. TApplyl 22U v I LTRYyT7v T4 Fo%FHL.
Sun Diagnostic DA A >4 >V FIICRY T,

BRLETRAMEERITTHHEEF. IStart) 20y ILFET,
FTRTDTAEHIET BHH;EF, TStopl 20 vILFET,

dcatest DT A KNS AZA T 3y

F 7112, dcatest DT A MRT A XA T g ZRUET, FFMIE, 50 =20
[dcatest 231795 OFNE6 2B LT EEVW, T A MHOR— ROFEFEN,
Ry 7T v 7Y 4 Ko [Configuration] fEIKIC#K RS E T,

x® 7-1 dcatest DT A MG A XL T a

FFoavsN Bzl

Test Sel FATSINDH T T A NOMAE LR ERET 2 10 EHOME, E0
I, TRTCOTFARNEBRIRTAZ LI ET, 77 R M
X, 2 0BRFEREH VL THATHET, 0T TR iR
W25, TOVTTAMNIEY Y ToONZEBEA LE
To BEOVTT A N EBRT 25681E. ERATLIH T T AN
T L TONTEMEOGHEADLET, T 740 FOBREIR,
0T,

Info Print 1 (INFO ¥ A7) A ve—YOMNEGERITEHCLE
To T 7 AN NOBREIF. AHHTT,
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#* 7212, dcatest V7T A FOFBHE TR LET,

w72 dcatest 7T A b

FRA KL #iE ERBA

ALL 0 TRTOF A N HFELT

SHOWINFO 1 T AMEROTIZ, INFO # A 7DRA =L L
TR FTRBIOEEEZH NI LET,

3DES 2 3DES IZ L D REF— X DWEEbET A S LET,

RSA 4 RSA AL L OIEAEEZT A R LET,

DSA 32 DSA v 7 =F ¥ —KEET AN LET,

Random 64 FURLBIOBT v X LFTDERET AL
F9, INFO XA TDAytE—T & LTEMRSINT
Bz M LET,

YT TAMIE S TERSNIEA v =V, SunVIS BiD AL D 4 RUD
[Test Messages| fHIICF/RSNET, 7T A Mo TERSND A vE—Y

X, ROZA A3 ohE T,

m INFO # A 7' A vt—Uik, EBRTRVEREZZML £9.  [Test Parameters]
Ry 7T w704 FUT Mnfo_Print] 473 a U BADT/R> TOLHEEIT,

[Test Messages| #HIZ#/~ & 41, Information Log |ZFék SV E T,

m FATAL =7 —2 A 7 A vE—Uid, WIZFREh, Test Error Log $ LY
Information Log |27k S L E 7,

m VERBOSE # A 7' A vt —Ii%, 77 A FOESLZBIFLET, [Test
Execution] Ny 77 v 77U ¢ KT [VERBOSE] 47> a VISEMNTR->TWH
LA T RARINET, VERBOSE £ vE—idn ZJIZiikshEdA,

VERBOSE # X O Info Print 47V a v #8245 L, dcatest @ FATAL
T =Ry —VEFRBLOGHET DT A MEHHNIE—RICTHIENTEE
j‘o

dcatest aAY Y FTHEX

dcatest # CDE 8®Ei/) D T3/, a~» RTOHLFETTAEEIT. 2~ NTO
LFHINCT R COBIERETI2HLERNHY £,
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32 'y hE— RTlE, dcatest ~D XA |L /opt/SUNWvts/bin/ T7, 64 v |
E— R TiE, dcatest ~D /XA |L /opt/SUNWvts/bin/sparcv9/ T,

RIZ, 2 By bE—FDa~<y FEXOHZRLET,

/opt/SUNWvts/bin/dcatest -f [Standard Command-Line Arguments)
[-o [dev=dcan] [, testsel=n] [,infodis]]

AR o< 2 RITEIBDOERIZHOWVWTIE, [SunVISTA MY 77 Ly Aw=a 7
NVl B L TLEEV, deatest (TEEEE— FOT AN TH DB, -f ZRET
HZRERH Y FET, HHEORX v —VEFERT DA -u 2. VERBOSE (F£#)
Ao —VEFRTHERT -v 2 ELET, AR CAFEINTHENL TWAHIE
BiZ, A7 varox N E2RLET, 7V a vy OEBEEK LGS, £0OHE
HIZOWTIET 7 4V hOEMEIZ /R D 5 (£ 73 22 MH),

*= 7-3 dcatest T~ R{THESC

CIE: EiAA

dev=dcan FARNTHEBDOA AR A% dcal, dca2 R ED X S IZHEE
LET, FHEELARWEAIE, dcad ICF 7 4L bk ESNET,

testsel=n FETTAHYV 7T 2 R EEE, n 2l 0 ~ 127 O#iFF TRIEAIEE
LET, HBELARWEAI, 01T 74/ bRESNET,

infodis INFO # A4 7 A v 2=V %N T 2BE8ICHEE, BELRWE

41Z. Info_Print Enabled |25 7 #+/V FRESNET,

Sun Crypto Accelerator 1000 O [EE & Hf

Sun Crypto Accelerator 1000 23 A7 LD T /3A A= ICFHEH SN TN D0 E I 1 E
I+ 7% 45 41%. OpenBoot PROM (OBP) 712>~ kG, show-devs 2~ > K% A

HNLTT AL A= E2FRLES, KROHID X S 72 Sun Crypto Accelerator 1000 A~ —
RIZBT 24T, T30 A—=BICRRINET,

ok show-devs

/pcie@lf,0/pci@l/pcil08e, 5455@2
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ZOFITIE, pecilose, 5455 2% Sun Crypto Accelerator 1000 78— RO 7 /34 A3
2D EF, ZOR=NZET7 7 =20 =T BR0icH, OBP L~L OB WL T
TEH A,

Sun Crypto Accelerator 1000 78— FiZid, W 5{LDi&F#E %2~ LED L7213 Do A
V=235 FE A, R— N ETHSLERERDERIUE SN TN L0 E D
MEMHERT 25E1E. kstat(IM) 2~ REMEH L TT A AR EZ R R L E
‘j‘o

# kstat -m dca -i 0 -n dca0

module: dca instance: 0
name: dcal class: misc
3desbytes 3040
3desjobs 5
crtime 65.342725895
dsasign 0
dsaverify 0
rngbytes 10592
rngjobs 187
rngshalbytes 16328
rngshaljobs 327
rsaprivate 9
rsapublic 0
snaptime 106956.467004482

kstat fflz 2R T 5 2 LIk > T, BESLERE 2L 272 7 2 Sun Crypto
Accelerator 1000 A — RIZEHE SN TWAHE 9 n3binh £, FEoOREE &b
2 T¥a 7] OENZE L, Sun Crypto Accelerator 1000 78— RIZRE(E S L7z 51k
EEERD A — RTEBILENTWD Z N0 9, R— N SLIEEERN
EESNTORWEGEE, Web Hr— =0 BRI 2 8 L T2 a0,

SR A E TR SN TOD N TE RN L bbb £4, 7o, BRN
FATSINT & YT VAT DA TWAHTEDIZ, LR 5{LER T
b BRDLGATREEINDLZ ENHY £T,

kstat(IM) I & o TES 20— F 3 LR T A SOREHEZ RS 2 LB T 0
Ft A, RO, 74— R HE— NEREBICTHE0I0 FT A ATRES A
E3., BERBLOEBOLAHIL, BRSNS AREERDY T,
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T8 A

iPlanet Web #—/\—T® Sun
Crypto Accelerator 1000 ;R— F®
&I

Z OffEkTIE, iPlanet Web H— /S —THEHL S 11 % Sun Crypto Accelerator 1000 A~ —
RDtF =2 T 4 —HREOHEIC>WTHH L £,

F - ER ST A, SHEHOY OV AT AEREOT AT N EERTA
VENRH Y £77,

ZOff gL, RO TR S L E T,

m 55 =T &R L O]

m 64 =YD [FIRORRIER L OE R

B 68 X—TD 22—V =T h o FORELLOEH]

A Fs N =
*E ch 3:3 J: UFH EE
fEl IS L OV —F—1%, PKCS#11 A > ¥ 7 =— A %41 L C Sun Crypto Accelerator

1000 & #1595 iPlanet Web — =72 8D 7 7Y &r—3 3 A% U CERCT 2 032
B ET,

Sun Crypto Accelerator 1000 ® = > 7 % 2 MId Ha—P—I%, W5 {kiEEfo—F
DA—HF =TT, Fa—F—3EHOHRELFTATEET, 1 AOa—F =3 [hF
Aoy e TBEAO) #7328 (S ESERMRAEERT D), HERORETAL T,
B AERTL 2L bTEET, £, @AM HA) MREAS T 5720
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CEBORPVEREELHV ET, 2= —) F7F T2—F =TI b &
WO HEEE, 10k UNIX 2—%#—7 % 7 >k Tid7/2 <, Sun Crypto Accelerator
1000 P —H#—ZfF L £7, UNIX O=x—H#—4 & Sun Crypto Accelerator 1000 ©
=P —ZIE, WESTBEEMTIEH Y FEA,

IR IT 2 — W — & Z O@EFM OB A—T 4 >3 T, fEkICIE. Bko 2 —P—
EEDDHIENTEET, HRICL - Ta—P =% —FT g3 ] Lﬁj\?ﬁ‘éﬂ

X, B CEOAREMERFFCEDL L NH ZETT, kv, EkoNE
A I EBINET,

BRI A A =T, 1 A2 —F—=NEE SN 1 SDOEBICIER S E
o Tl 2 1 HDOfEEk Twebserver] &2 DfEKAND 1 A= —4— Inobody|
MBIRDWERH Y £T, ZDHE, 2—¥— nobody] 1% 1 DD TH— 31—
ROT 7L AEHEL, BES LI LNTEET,

BMOFIH AR L T, 2—F—BLOEREM Z =T 1> a ATHBIT L2 &1

by FWTHISTEEY, L0 BRI TIX,  financel . [legall |
lengineering| 72 E BEOBERPER SN E T, KBTI —HOAATZE M RE

EnFEJ, e xE, I finance] D= —4— Twebserv) 1%, Ak
lengineering] @ [webserv] &3#Rpe5a—F =T WD FTT,

Sun Crypto Accelerator 1000 Dl L = —HF —DEFHIZIT, FHY —/L secadm
EEERALET,

BEEB LA —F—. iPlanet Web H—/\—

iPlanet Web 4 —/3—"C Sun Crypto Accelerator 1000 23 F #9424 29~ 2 M EE )
bOGE. ERNEY 7 b =27 T = RXR=ATER A= Ry =7 TEHIND
ExRRTIOIC [ h—r %] MERShET,

Sun Crypto Accelerator 1000 Ti%, =—H¥#—=7H v b LA L (@) ~— 2 T
OfHF T h =27 YA MER S E T, BRORER LA > 2 b= OFITIE,

lwebserver] & 1 AdD=—#— [nobody) 2MERE4LE L7z, iPlanet Web #—
N—(%, #Eik webserver] ®=—— [nobody] WA 28tE ST 57201

mobody@webserver] &5 h—2 >4z LEJ, 2—+%— Inobody] d/3%
T — R (secadm Z#fFH L Ca—H—%{Ek L7z & ZITRE) 1T, iEAZEOERFE /21X
REHEOA 2 A~ —/1, iPlanet Web ¥ — S — 2283 % 72 8 OFBFEI U 3 % 0 2
BV ET,
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ko osLUvRxAy FT77AIL

iPlanet Web #— 3 —{Z, F—27 U ZMH L TEFMICT 7 A LET, T, A
By FELTHHONTHNET, Ay 877 A/1E, Sun Crypto Accelerator 1000
DEBEN, WESNLT TV r—va VHFED b—7 U120 R CET 729
DIETT,

AZn sy N7 7 A NVPEE LR WSS Sun Crypto Accelerator 1000 ¥ 7 k7 = 7713,
F T FO—HD r—727 % iPlanet Web — X—(ZIEL 9, ZDHEA.
nobodye@realm-name &9 A HIO 120D h—27 U3 BRI LITESNET,

1

engineering 5 & U\ finance, legal &9 3 DDA H Y £9, KD h—2 273
iPlanet Web #——{ZE s £ 7,
m nobody@engineering

m nobody@finance
m nobody@legal

ZIEL, TbD =7 A HAREICT 21213, A= —+% — Tnobody] 73
FETDRBERDHY 7,

AOy T 7A)

T 7 F N N OREE N UEEREEZITOHEIEL. A2y 7 7 A VRRBETT,

Ay 77 AT, 12 ED b= VAN 1T EINLETIA N 7 AV
T9, iPlanet Web — 33—, ZO7 7 A /W EINTWNWD h—7 2T Z2EL
FT, WIZ, Ay N7 7 A NVOREFEZEREOSWIRIC R LET,

1. 7 7 A /L $HOME/ .SUNWconn_crypto slots

ZDO7 7 AiE, iPlanet Web #—/\—%3479 % UNIX = —H —DF— 4T 1 L
7 NUIAFET D2HE NS Y £7, iPlanet Web — 13— (%, "—2bFT s L7 RV
ZFRFZ2O0 UNIX 2 =% —TIITSNDH 2 b H 0 £, ZOHA. ZoHiEEE
ITCEERA,
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2. 774/ /etc/opt/SUNWconn/crypto/slots

/etc/opt/SUNWeconn/crypto/slots 7 7 A Wi/ a— V5 7 4 )L N C, 22—
P—=DHR—L7F 4 L2 FVIZ .SUNWconn_crypto_slots 7 7 A LAMFE(E L 720
BRI EINET,

Wiz, Ay 77 A LVONKEOHIZRLET,

webserv@engineering
webservefinance

RARD 2 207 7 A ABFELBEWEAIL, 57—V Th—7 B2 v |
Ty AN TALET 740 bOFEMEASNET,

iPlanet Web #—/S—OHERICEET 5 F—7 A OFEMIL, B3 EE2ZRLTES
Wy,

secadm DE A

secadm 7’1 77 A%, Sun Crypto Accelerator 1000 (Z =1~ > F{TA ¥ 7 = — A%
L Ed,

secadm 7B 7T LDT 7 AEFEGHITT HITIE, B/ SAIZ Sun Crypto
Accelerator 1000 DY —/7 4 L7 MU ZEELET, WIIHZRLET,

$ PATH=$PATH:/opt/SUNWconn/crypto/bin
$ export PATH

WIZ, secadm 2~ ROML AR LET,

secadm [-h]

secadm [-y] [-£ filename]

secadm [-y] [-r realm-name] [-u username | -s admin-name] command

2= KX, /opt/SUNWconn/crypto/bin/ 74 L7 hUIZH D 7,
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#F A-11T, secadm V—ILDOA T g v E R LET,

* A-1 secadm A7 3 v

*FFvay =0

-h secadm DA~ RNV T OFRRBIOT

- £ filename filename 7> D 1 DL LD 2~ v ROFEHIALE LOWE T

- realm-name vy rZnavwy RE—RESTHEHALES, -r 47 v a szl
W5 &, secadm ITFRE SNz 2~ K&K realm-name THE
ITLET,

-s admin-name vy navwy RE—REFTHEHALES, -s A7 v a vzl

M4 5L, secadm v 7' A %I admin-name Z{EH LT, ¥
AT LEHE L L TCu A v LET, admin-name 1%, UID 0 (¥
) ® UNIX = —H— (root 72 &) THALENRH Y 3, 5E
Sfca~y RRFEITESNDHIC, v A4 VM ThilET,

-u username vy navwy RE—REFTCHERALES, -ud v a vzl
M+ % L. secadm IX username cu 74 LEd, FHEINI-
awy RRETEINDHENT, v A dfThbnEd,

-y WHEIET R T MERR LU THEREZERT HI_RTHa~w Y RiC
% LC, BREIIC Tyes) &IRELET,

BEE—F

secadm |d, 3FHDOE— RTETTEET, ZThHDE— NI, FlZavr FRL
DEHIT secadm ITESINDMIC L > TRV ET, E—NdE, oI ravwr R
ET—RBLOT7 7 A LE— K, ®AFFHE—FBHY 9, FET— FIi3blc o,z
U— RBRMETT,

SUTNLATY RE—FK

v nawy RE— KT, 9 Tha~vy NFAAL v FEEBELEH LT
secadm WEITTHa~r FERELET, L 2X, koa~<wr FNiE, HFETDHT
NRTOEMEFRR LD LI, a2 ROy Frr7 MIREY £,

S secadm show realm
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RKOBITIE, AT LEFHE TR Z A > L, #HIK engineering |2 — 3 — webserv %
TERCL £7,

$ secadm -r engineering -s root create user=webserv
Password:

Initial password:

Confirm password:

User webserv created successfully.

Password:] O7' 07 Tk, VAT LEBREDNAT— &2 AT 5 0EN D
W E£9 . [nitial password:] 35X [Confirm password:] O~ =27 ML, #HiL
HERL LT =P =D /AT — RE AT HMERDH Y 7,

YN ATy RE—= RTOHMNE, I TEEOH DA MY —aicih s d,
ZomE, BFEHED UNIX & = v _R—=2OHEZHEM LT, V¥ L7 FTEET,

TJ74ILE—F

77 A NVE—RTIL, secadm B 12U EDa<wy FEHEHrALT7 7 A VEEELE
T, TDOT7AME, 1ITIZDE 1 20a~r RBMEESNETFA N7 7 AL TH
LMERHVET, a3 A MI. #) XFTHBLES, 77 A VE— RO
arREEIND L, secadm it HEDOA T a LV HEIHEELEZT T
g FITRIEAEE L 4, RIZ, deluser.scr N~ REFEITL, TC
D7a T MR LT yes EINET HHIERLET,

S secadm -f deluser.scr -y

XEERE— K

JFEHE— R TlE. ftp(l) EREDA v X 72— A5 R LET, ZOAf X T =—
AT, 1 EIZl>0a<vy FEANTEET, MEEE— TR, -y A7 v a3 vix
PFAR—bhENTHERA,
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secadm ~NDIAI Y FOA R

secadm 7’1 7 7 AlZiE, Sun Crypto Accelerator 1000 78— R & xt569 % 7= 12 Mk
TOMEOHDLa~vy REENPHV ET, a~vr ML, IO E T (—

BICHATE 720030578 ZHLTANLET, [show] ROV IC Tshy 1E
ﬁﬁﬁ TEETA, MoJ 1 Mogin) F7=iX lMogout) DFFEMEND D7, BIFETIE
HYFEEA,

WIT, XFHNEEM L 2NGE0a~y FANOBZRLET,

secadm{root@engineering}# show user

User Status

webserv enabled
alice enabled
bob enabled

shus ® 5512, 2% KOLFAO—HEA) LT b, 7 UHEE BT 5 2 25
TEET
BUEWRE Y REHTS &, 20wy FAFIRTHS L0 5 RIASERS
nET,

secadm{root@engineering}# lo
Ambiguous command: lo

secadm Z{#EMA L 1=325E

Z<Davy K FHCa—F—=Th v FREEHR D 2~ F) TR, VAT LERE
FloiFa—P—L LTORBRERSLETT, BROIER, 22— =717 FOEK,
A=Y =T hT FOREMMLE LOEDL, EHRE 2 —F =T v FOHIBREZAT S
5%, Sun Crypto Accelerator 1000 (2% L T A7 AEFHHE & L T OGN LET
T =P —ORRAT—RELEHLY, 2—F=DBIAL TV L#LT V=7 b &
—EBERRLIZVTH5A1F, 2—F—L LTCORMENLETT, R A2IL, VAT A
BHABL 2= =l TE a3~ FaRLET,

{18 A iPlanet Web 4—/3—T® Sun Crypto Accelerator 1000 /R— F D EE 61



= A-2 avr < hlys 2

avw Uk SOEE E'iE R ——
create user=username L HY VAT NERE
create realm=realm-name &Y A1AY-4 VAT NEBE
delete user=username 7L HY VAT NEHE
delete realm=realm-name &Y 2L VAT NEHE
disable user=username el HY VAT NEHE
enable user=username el HY VAT NEE
exit L L T_T

login HY L 2
logout L L JT

passwd oY oY a—H—

set realm=realm-name 2L el I _T

show class el 2L J_T

show key L oY Z—H—

show realm L L T_T

show user L HY VAT NEE
su HY 2L AT NEHE
quit L L ERaNE

unset realm el el T RT

AT LEWE & LCREET 5121%, UID 0 (root 72 &) @ UNIX &t —# —4£ % A Sy
L., 77 M LTEDNRRAT— REANTILERSY £9, 2—F—I2iL,
A—P—Z R L L SICRELTENAT— FRLETY, VAT AEHE LI
a—WF—Tr I rT5H e, ETHEBEEZRIRTHILEND D 77,

2—PF—Tr I A T HEHEIE. RO KA LET,

secadm{realm-name}> login user=username
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VAT LEHE T A T GEIF ROEIICADLET,

secadm({realm-name} > su

=P —F [ F VAT LAERE TS AT 5L, secadm Y u T MIBER VA
YLTWh =Y —RERINET, 2—F—Ta s/ LTnED, VAT LEH
FTaTA L LTWDLENE, IR NOREBEOTFCREISNET, 22— —Dl;
BIRILHEI () BFREN, AT AEFHEORAII NNy 2 i s #) NERENE
9, BE, 2=V —FE VAT AEHE TR/ L LTWT, 02— —F 7=
IV AT LAEBE T A ThHE, HLa s A Ik LR CHIEDOE I
KbnEd, wichlZnrLET,

secadm> set realm=engineering
secadm{engineering}> login user=webserv
Password:

secadm{webserv@engineering}> su

System Administration Login Required
Login: root

Password:

secadm{root@engineering}# logout
secadm{engineering}s>

aOAY Y ROANILTDORT

secadm (21X, ~VTHEBENHAAENTWET, ~VTEFERTDHIIE, av B
IRl T 12 XFERANTLHMERDHY T, a~vr ROXTFHNEEK LW TAT
L. ZOTOEZNC 1?7) BEET DL, a2 ROMIRFERINET, K2, #
ERLET,

secadm> create ?
Usage: create {user=<username> | realm=<realm-names}

secadm> show ?

Sub-Command Description

class Show all realm classes

key Show all key objects in a realm
realm Show all realms

user Show all system accounts
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) ZANTHL, ROLIIT, Aea~y FOXFIN R TRRENET,

secadm> ?
Sub-Command

Description

create Create users and accounts
delete Delete users and accounts
disable Disable a user
enable Enable a user
exit Exit secadm
login Login as a user
logout Logout current session
passwd Change password for a user
set Set current working realm
show Show system settings
su Authenticate as the System Administrator
quit Exit secadm
unset Unset secadm operating parameters
Ay FTE— R TV T2RRT 25613 (FEEL TV =i -oTiE 7] X
FRRENTLE) ZENHVET, 1?2 CFEOMIC, a2 Ry /LlOT R r—
TXF AT LTLIES N,
(o) 3 —
secadm AT S LDIET
secadm ##& T3 5121F, quit BEWexit ® 220 a~<wr RAMEHTE £,
CIRL-D ¥—3—4 A TH, secadm & T D5 LN TEET,
——

A S s \ =

HEIBOEERLUVEHE

FEIRIT. BEM OV RD MY T, fEEKICIE. WHEB L O —F—2REEMT B

TWET, fEkIT., SREBERERET AT R, a—F—Th v et

Vxl NeEFIETATEOOFERIZRDET, ZICL - T, #OFTEHE CTHEIESNT

WHRWT Z ) r—ya IR LT, @Rz dr2encaEd, Emlici, &

D2ODALVFR—F NBH Y FT,

m #4777 b iPlanet Web — "~/ X D7 7 r— g VIS LTD
HEERORWHETT,
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| ] :l%‘“}j_ 773'7/}‘ %ﬂi@% ﬂ?‘éuwﬁki()ﬁ?ﬁ?%%ﬁ5?&%7’7)
F—va it LET,

DI L 1 OOMEBITIMEE T A, EE Ok A FRk LT, SHEEICMmE o—fHo
2P =T AT MNERETHZENTEET, HEZEX, TV r—varPha—
P— webserv TRAES L., HHTEEOFICT 7 ¥ AT 20N H L5565, £ OfElK
WCa2—HF =T I b webserv WHEETHHLERH Y £,

PRI D VE R

BIEOIER T, HEORWEEA T V=7 hOBMILERT L7 NI BLOT 7
AN, ZOMOEREER L ET, EHIKEZIERTLHAIL. FEE N create realm
av REERALT, ERT28EOARTZIBET 2 MLERS Y £3, BUEREFLT
LB DDLT, Zoav s REEFKT T2, A7 2EEE ORFEN
VBT, RRAT—ROANERDEZ T 7P yRFRENTZS, UNIX DY 2T A
FBHEDONRRAT—REANLET, WOI AN LET,

secadm> create realm=engineering
System Administrator Login Required
Login: root

Password:

Realm engineering successfully created.

T, ARiCE b AR 2 EnTEET, L 2L Eﬁf’%@&%ﬁfcﬁ(‘f
DXFIEREMMOMEKEZRET HZ L LARETT, ZOHA, HEkC
[finance] B X lengineering] &WIHLBIEAMITET, WK :H /Tbi@‘

secadm> create realm=finance
System Administrator Login Required
Login: root

Password:

Realm finance successfully created
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RAEDIERMBEOKE

secadm Tit, 1EIZ 1 SOfEEOEHB L N2 —Y =T h o T E2EH T E

T, EEB I 2= =T H T FERDIIFEAED I R TIE, RN HE % 3
WTHMERH Y T, KOFIIRT L DIZ, set realm 2~ FEFETL T, 8K
IR L ET,

secadm> set realm=finance
secadm{finance}>

PR ZIEIRT 2 & secadm 7'u 7 MIHIRINTH EN 2GS F RSN ET,

BIEOSER COEEE K T T 25461, BUEOMEEFRICH LWMELZRET 50,
WOREL MR LET, BUEOEEEREZER ETIIMRT 52 LIck- T, Z0DE
WCBAERMF SN TWA—F—F I AT AEHEIZEEMNICe /Ty FEnE
9, I ERLET,

secadm{finance}> set realm=engineering
secadm{engineering}> unset realm
secadm>

BETOI—Y—DER

VB % 2 —#—41%, Sun Crypto Accelerator 1000 @ K X A N2 TR I E
T, FEERIZ Web —_—DUE AT 9 UNIX O—H—£ L [A—ThHLEILIH Y

Fth, 2P =T DA, ETEURFEHREZERL T, 27 2EHE T
TA T HMENDY 9, RITHIZRLET,

secadm> set realm=engineering
secadm{engineering}> su

System Administrator Login Required
Login: root

Password:

secadm{root@engineering}#
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BIC 2= =23 1T AT RERSGE L, 84 nobody) ZM4 5L, Am vk

77 ANVDOREFAMTEET, KROFITIE, I lengineering] |22 —H—
mobody ) #f{Em L. # 3-1 ® user@realm-name D EFIZHE- T
mobody@engineering] (Zxf§ 5/ AV — R&&ELET,

secadm{root@engineering}# create user=nobody
Initial password:

Confirm password:

User nobody successfully created.

Web #— \—OEBIFHIFEIEEZTT I BRIC, ZONAT— REEHTILERD Y
‘j‘o

FE - ANLEARNAT—REZRZTEBLMERH D £+, XAUV—RE2END &, #
T 7 EATERL RV ET, RATV—RE2ENTBE. INERKET 5 HE
XH FHEA,

EED—ERT

show realm=realm-name 2~ > FEETTH &, EIKICEAT AERP —ETRRE
nE7,

secadm> show realm
Realm Name
engineering
finance
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DY SRAD—EFK TR

LD 7 T AL, HENEL T V2 PR X ——T AT, RBIET—X EE
B9 2 ka2 T 2B Y 2 — /L CF, BIfE. Sun Crypto Accelerator 1000 T
YR— SN TWDHEED 7 7 AL, SUNW_filesys 721 TY, ¥R—FEIHTWVD
TRTOEBD 7 T A% —E THTTHII1L, showclass a~ > FEMFEHLET,

secadm> show class
Realm Class

R D HIlFR

delete realm 2~ ¥ FIZ, HIRT 2EMOLRTLFRE L TEITT D &, s A IR
TEET, Z0a~vr FEFETT5 L, HEOHIREZ RS 272012, yes/no KD
secadm 71 U7 M RFIRSIVE T, SEHBOERR L RIERIC, 203~ REETT
LENC, VAT AEHE L L TORGENMLETY, £72, FHPOERITHIRTE %
T A, FEIRA~OBEEMRT 51213, Web h— N—EEH— N— F73F DM
EEIETOVLERDDEAENH Y 7,

A—H—ThOUV rOERESELUVEE

a—HP=TH U ME, 7Y — 3 H Sun Crypto Accelerator 1000 (ZF8FE S+
LIODHIETY, o, ZHAIZE 2T, 1 DOBEBNTRAKNITLZ L TEE
T 1o0a—F—=Th v b THASNLHEIL, £ O2—F —OFEEII X L CRERE
INTWRNWT TV r—vay, $REEIO—F—CHIEINTZT 7Y r— =3
UANET 7 EATEER A, ZITHERT Y FTE, EERBRISN, VAT
LEHEN secadmsu A~ RTEDFHICE 7 A LTV DHRERDH D £7,
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A—H—DERK
create user AX Y FEEFTLT, 2—F—2ERHLET,

Z O a<y RiZit, create user=username O T —F —ZEZIBETILEND
DET,

secadm{root@engineering}# create user=username
Initial password:

Confirm password:

User username created successfully.

FE - ANLEARNATU—REZRZTEBMERH D £+, XAUV—RE2END &, #
T 7 BATERLRVEST, NAT— REENT-LAIC., 2nEBRET5H

HETZHY £EA,
A—HY—D—ERT

VAT LEEE TR, HENO 22— —%F ~ETERTEET, VAT LEIHE
IZ. showuser 2~ REZETTAMLERH Y £94, ZDa~wr RTEH, BWEBIRS
NTWAEO 22— =72 IR —ETRRENET,

showuser AVv Y FEEFTLEYS,

secadm{root@engineering}# show user

User Status

webserv enabled
alice enabled
bob enabled

A—H—NRRAT—FDERE

secadm login 2~ REHEHAL TR A LTS 2—F =T 0N, ZO2—HF—
DNRAT—=REEFCTEET, FTLWWRRT— RFERETHIE, WEDORRAT—F
Ao TWALERHY £,
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® passwd AVX Y FEEFTLET,

secadm{usernameerealm-name} > passwd

Enter current password:

Enter Password:

Confirm Password:

Password successfully changed for user username.

FE - ANLEARAT—RZ2RHZTEBMERDY £+, SAUV—FR2END &, #
T 7 BATERL RV EST, NRAT— REENT-LAIC., 2NEBRETEH
EiIH Y A,

A—HF—0FEMIEE-FEDL
SRAT WEBHELH, 2 B fINE T 5 LA TEET, TN
R A AR IR SR T

0 1—YH—TFThoU rHEMT BHEX. disable user=username AX > FE# AN
L/ij-o

secadm{root@engineering}# disable user=username
User is now disabled.

e ——T U FTORGEL, T_XTRHMLET, =720, gk 2EH
HHThbnE¥, 2=V =T H U FRFOENRD L, TOa2—F—0FaT5
TRTCOENT, BIFENTZT TV r—2 a3 k> THRT 7 B AREEIZR Y £,

0 1—YH—TFhoU rEAMZITHEHEE(X. enable user=username AX > KE#AHL
ij_o

secadm{root@engineering}# enable user=username
User is now enabled.
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A—H—DHI
HIffd 21— —%EELT deleteuser ATV FEEFTLET,
AT NEBEN, HIRTA—F—T T NAEFIEETALERHY 3,

Zoawy RedTL L, 2= F—ICHET #ITHRES N ET, 2=V —zHIER
FTHHNT, VAT LEBEFITH LT, R DT D yes/no JEAD secadm 71 v
FRFRRENET,

secadm{root@engineering}# delete user=username
Delete user webserv? [Y/N]: y
User username deleted successfully.
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$§xB

RZaT7ILR—=2

Z OfHERTIE. Sun Crypto Accelerator 1000 ¥ 7 b7 = 7 IZAHB D~ =2 7 L_"—Y
EDOWTHI L ET,

a2 TN —UE, ROavwy REFEH L THERTEET,

man -M /opt/SUNWconn/man page

#B-1lc, HAMER~ =2 T A=V 52 R UET,

* B-1 Sun Crypto Accelerator 1000 D~ == 7 /L~_—

Y=aT7NR—=T EE

cryptio (7d) cryptio 73 A RT A NL, I TnHA— Ry = TS
77871 —2~OT7 78 RAEHI L ET, cryptio KT AN
WZiE, 770V 5= a v BEOI—FNV T FA4 TV RO LI
e —ERIT 72T D0 oEhENTY T U =T Bk

=TT,

dca (7d) dca TNAARTANT, L OBB(LTa"t ZDY —7 K5
ANRT, BHEINTWDHIN— R =TT 7T L —Z~D
T RAERIELET,

dca RIANIIE, TV r—2a v BIOI—F LTI, T
MRRDH SN —ERICT 78 AT BB Y 7
F = T NMEE T,
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* B-1 Sun Crypto Accelerator 1000 D~ = = 7 /L_—

I-aT7IR=T

518

kel (7d)

kepi (74)

secadm(1lm)

secd (1m)

sslconfig(1lm)

kcl TRAARTANE, vV F ALy R{b&aivizu — RaEgss
N—=FIVEY 2=/ T, FrORELTa g X KT A &Y
A—rLZET,

kel RIANRNZE, 77V r—va v BIOD—NV T T4 T
RSB ENTZY—ERIIT 7R TEHEOOMBILENZY 7
N =T BT,

kepi TANA A RFANE, v VF ALy RMEE 72— Ralke
BRAH—=FNEY 22—V, FUOREEALTaN, D RT A\
PR—FLET,

kepi RIANRTIE, 77V r—varBIRT—FV7 AT
YIRS NI —ERICT VR AT L0 0OEBLENT Y
7N =T BRBETT,

secadm I%. Sun Crypto Accelerator DEIL—7 ¢ U7 ¢ —T
7, secadm =¥ RiX, Sun Crypto Accelerator |29 2 ik
BLOT AT b, 8T —F_X—2% FEICEIET 2HEICHH
LET,

secadm %, FENVLE BB LEEHRZRNET,

secd T —E VL, secadm T/ U r—m LTk L T, BEHT
IR AY—ERERMLET,

sslconfig I, Sun Crypto Accelerator 1000 DAL —TF ¢ U
T4 =TT,
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F8xC

Apache Web H—/\—® SSL %7

—

TA4LIT4T

Z OfF#ETIE, Sun Crypto Accelerator 1000 ¥ 7 v = 7 % f#i 3% Apache Web
Y= =T SSL YR — hERETLODT 4 LI T 4 TERLET, TA4L7T 4
7l http.conf 7 7 A MICERE L EY, #FMlllL, Apache D~==T7 VEZML T
<TEEVY,

1. sSLPassPhraseDialog exec:program
aAVTXAR Tu—)L

ZOT 4 VI T 4 7IE, HBE LT program HFETLTHET 7 A VDAY — REIL
#£9 %5 Z L% Apache Web #r— "— (2@ L £ ¥, program (X, INE LT/ RADT —
REfEHER I~ L ET,

BEOET 7 A VPIHEL, ENORIEDO/ SR Y — REROEEIL, program 13
—ERTEITSNET (NUE SN SR T — Nid, program % FONFEITT HR1IC
RS ET),

program 1%, 2 DDO5EEEE L TETINET, 1 DHOGEIT Y ——4 T,
servername:port DJFATHE L E7, 72& 2T,

www . fictional -company.com:443 O X HIZHE L ET (R— |k 443 (%, SSL
N—2D Web Hr—"—THH S5 —KRNRHA—FTT), 2 5HOF L, #
7 7 A NOFEOTS (keytype) TT . keytype 1Z1%. RSA F721% DSA DWW
RETEET,

F - 07U T T AIVAT LAOBBPICFATENDL 2D, IV —08 tty T
A ATIROVEEICHILTE S (ttyBe) OHEIE, MEIRY) L O ICHF LTI
EU,
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kx5 7 e/ A /opt/SUNWconn/crypto/bin/sslpassword i,
program DFATFRRET 7 A L& LTHEMTE £, 207 m s 7 ATIIHBICA
AU—=FDANERDLT 0T ERERSNET, A LIEARY — FOFRIE
kS ES,

F7-. sslpassword 7R 7 7 ATIE, 77 ANNLRATY— RE BEIICHRERET
L2l AxHTEET, ZhiE, Web ¥— S —DEENRFIC 22— — L Dtk 4 [k
TOLACHEAENET, #Y 7 A VDR AT— R,
/etc/apache/servername : port .keytype .pass &V O ARID T 7 A LN TR S
NET, ZOT77ANPFELRWNEEIX, 77 A0
/etc/apache/default.pass WMEHINET, TNHD/XRAT— 7 7 A LiZ
. RSN TRV ASZAT — R A S TWETS,

E - Web —R_—%F175 2% UNIX =2 —H =72 FBXAT— K7 7 A )L EGEHRIAD
LI, TIEAMETT 7 ANEREL T ESY, Zoa—F—%, HEED
Apache ® User 74 L7 7 4 7 TRE SN TN 2 —HF—LFE L Th D HLEN
3?) D ij‘o

TOF 4V T4 T REEINTWARWESIZ, 744 8T, WO T2 7 b
BN S ET, VAT AEBIROXIEEICET 2 MEZ T 212X, 77 +
R TIEZRLS, BEEN TV D sslpassword 7'r 7T AOEH A BEID L E T,

2. SSLEngine (on|off)
IUTHXFAN e —rb KRR B

ZOF 4V T 4%, SSL 7 u b a A HTREIC T A0 LY, @E
X, 2OTFT 4 V7T 4 70k, OV — 38— SSL A{H A REIZ T D 72012, RAER
ARNCHERENET, ROEXD, —HACERIRET,

<VirtualHost default :443>
SSLEngine on
</VirtualHost>

ZhuE, A— b 43 (O HTTPS A — b) T+ 2+ ToH—"—7T, SSL %
EATAEIICHEELTWET, ZOT 4 LI T 4 TRRESNTWRWERIT, T
TV N TH TR F£9,
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3. SSLProtocol [+-]protocol
AT HRA N Ta—rb R A R

DT AVIT 4T T, = N"—=RNSSL hFr ¥ varTfTEZ e Fan
ERELET,

FC-1iz, FHMER e halr—ETERELTHALET,

#* C-1 SSL 7'm h =

Jakra SiBA

SSLwv2 HE LOIEHETH D Netscape D) SSL 7' k@b

SSLv3 SSL u R LOFHF A= g v, <ML TWAIEEA YD
D Web 77 0¥ THR—FENTWNET,

TLSv1 SSLv3 I[CEH &Mz 7=H D, BSE IETF TEELNED ST
9, BEEA T, SKBEoNET T IFICEsTHR—FEN
TWEJ,

all ER NN VAR =Y %2 )

TITAH) FLBEIAT A TefALT, 7u ha iz BINE 2 IHiERTE
F7. L AT SSLv2 DY AR— b EHEHARAICT 256, ROX T4 L7
T4 7 afEELET,

SSLProtocol all -SSLv2

ZHUE, ROLIITHEBETHDO LR LEKRTT,

SSLProtocol +SSLv3 +TLSv1l

4. ssLCipherSuite cipher-spec
aVTXA R Tu—sUL, (AR A M, T 40127 MU, .htaccess

SSLCipherSuite 7 4 V7 7 1 71X, EA FIEE/: SSL ORE5-33 L OMESENENL % 3%
ETDHEOIHEHLEST, Fa—Lar 72 MERIIMEERA haryr$ 2 b
TiE, &AIO SSL Ny Ry =—7 THEASNET, T4 L7 M) TEDar 7
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hCIE, AR SRS Z AT 572010, SSL OFX YT — 3 UAREIIICAT
bET, FrIvz—a sid, BERPFEAAENTZH LT, IWENKEFEEIND
ANCEITSNET,

cipher-spec (213, &K C2 \R T2, an TRYI>THRELET,

% C-2 A ATHE R SSL DI &

55T Jotral  BOXMH B ES1t MAC &%
DES-CBC3-SHA SSLv3 RSA RSA 3DES (168 ©'~ )  SHA1
DES-CBC3-MD5 SSLv2 RSA RSA 3DES (168 £~ )  MD5
RC4-SHA SSLv3 RSA RSA ARCFOUR SHA1
(128 £~ 1)
RC4-MD5 SSLv3 RSA RSA ARCFOUR MD5
(128 £~ 1)
RC4 -MD5 SSLv2 RSA RSA ARCFOUR MD5
(128 £ )
RC2-CBC-MD5 SSLv2 RSA RSA ARCTWO
(128 £~ 1)
DES-CBC-SHA SSLv3 RSA RSA DES (56 £ ) SHA1
RC4-64-MD5 SSLv2 RSA RSA ARCFOUR MD5
64 v 1)
DES-CBC-MD5 SSLv2 RSA RSA DES (56 £ v |) MD5
EXP-DES-CBC-SHA SSLv3 RSA (512 £ )  RSA DES (40 £ ) SHA1 i@
EXP-RC2-CBC-MD5 SSLv2 RSA(512 v ) RSA ARCTWO SHA1  #ith
[CUR=E )
EXP-RC2-CBC-MD5 SSLv3 RSA (512 £~ k)  RSA ARCTWO SHA1  #iith
(R
EXP-RC4-MD5 SSLv3 RSA (512 & ) RSA ARCFOUR MD5  #itH
(40 v 1K)
EXP-RC4-MD5 SSLv2 RSA (512 & ) RSA ARCFOUR MD5  #itH
4o evv )
NULL-SHA SSLv3 RSA RSA 2L SHA1
NULL-MD5 SSLv3 RSA RSA L MD5
ADH-DES-CBC3-SHA SSLv3 DH 2L 3DES (168 £ )  SHAlL
ADH-DES-CBC-SHA SSLv3 DH L DES (56 £ v |) SHA1
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%= C-2

i I REZR SSL ORE 5 (i &)

54T Jobral  BOXH B ES1t MAC &%
ADH-RC4-MD5 SSLv3 DH 2L ARCFOUR MD5

(128 £ )
EDH-RSA-DES-CBC3-SHA SSLv3 DH RSA 3DES (168 ©'~ 1)  SHA1
EDH-DSS-DES-CBC3-SHA SSLv3 DH DSS 3DES (168 ©'~ )  SHA1
EDH-RSA-DES-CBC-SHA SSLv3 DH RSA DES (56 £ ) SHA1
EDH-DSS-DES-CBC-SHA SSLv3 DH DSS DES (56 £ ) SHA1

EXP-EDH-RSA-DES-CBC-SHA SSLv3

EXP-EDH-DSS-DES-CBC-SHA SSLv3

EXP-ADH-DES-CBC-SHA

EXP-ADH-RC4 -MD5

SSLv3
SSLv3

DES (40 £ v 1) SHAL it
DES (40 £ v 1) SHA1  #ith
DES (40 £ v 1) SHA1  #ith

ARCFOUR MD5 L
(40 v k)

DH(GI12 £y k) RSA
DH(I2 v v )  DSS
DHGIR2 ey k) 7oL
DHGR2Ev F) AL

# C-2 T. DH IZ Diffie-Hellman %, DSS |3 Digital Signature Standard % L %

£
K C3IZ, ~7 DX EE I N—TTH b ESNLMLE R LE
R

% C-3 SSL D #14

Bl 4 ]

SSLv2 SSL N— =3 2.0 DT R TOREE

SSLv3 SSL N— =3 3.0 DT R TORE

EXP WA L — ROFTRTORE

EXPORT40 40 £y bOFT T ol ARE

EXPORT56 56 £y b OFT T ol ARE

LOW TR DIRUEE S (DES. 40 B> k RC4)

MEDIUM 128 £y DT R TOKE

HIGH Triple DES Z {14 %4~ TOmE =

RSA RSA #ZHAEN T 2T X COME5

DH Diffie-Hellman 43 #t 2 /32 T X CTOIs 5

EDH Ephemeral Diffie-Hellman #A2 #1264 2 3 TOK 5

{182 C Apache Web H—/\—®D SSLBET ALY T4 T
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%= C-3 SSL D54 (e X)

e ]

ADH &4 @ Diffie-Hellman $#A3HA A 95 T X TOHE =
DSS DSS @Bk &35 3 T OmE =

NULL S L& LR R T oS

T OBESEIRMLIT, £ C-4 R F 2N L TRIETE 7,

%= C-4 5 OB SENENL & 3R T3 5 Rk 0T

XF Bl

<none> U R MIHEEZBN

! U A MM BERICHEZZHIFR (OB TE 2R
ﬁ
Ei

+ U2 MRS EBIML, BIEDONEIZBE) (BIIARL S T35 A]
BEMEDH D)

‘ ) A P BEFEEHIER (RO 2 MBINTE %)

cipher-spec DT 7 4 v MEZRITR LET,
SSLCipherSuite ALL:!ADH:RC4+RSA:+HIGH:+MEDIUM: +LOW:+SSLv2 : +EXP

T7¢/vbf X, B4 O FREEEH TV Diffie-Hellman L4034~ TOHE573
RESNTHWET, ZOFT, 7 ARCFOUR:J'thU\ RSA ([ZHESEHEDN 52 B,
BN L— R BN L — RONEIZHF 5035 E SN TWET,

5. sSLCertificateFile file
IUTHXFAN e KRR B

ZDOT 4 VT 4 TE. —3—0D PEM &5k X509 GEHE T 7 A /L OAT
BEERELET,

6. SSLCertificateKeyFile file
IUTHRRA N Ta—rb R A R

ZDOTFT 4 V7T 471k, SSLCertificateFile 74 L 27T 4 7 Tk ﬁéh?ﬁ.&%
G T B, = 3—D PEM FF 5 {bLTERDOIEAXEE T 7 A L OALEE IR E
j‘o
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7.

10.

SSLCertificateChainFile file
IUTHRAN = EF A R

ZOTA4VIT 4 TNE PN OREHAE SR E KT D, PEM £ 5L OE
HEMEE SN 7 7 A VO EERELET, b—\—DFEHENRZ 747 b
DR D RBRERINC Lo THBEBESL SNTEbOTRWEEIL, 7747 MTLd
Y= N—DFEAFEORFEE BT 27D s E T,

7 I 4T v NIBFE (SSLverifyClient) M H &S d 4. HENOFEHEL, 7
FTAT v NRGEE LT%%%}J&J‘}%& éﬂi#

SSLCACertificateFile file
IUTHRRAN = R A R

ZOT 4 VT 4 7VE, AR (CA) OFEAEY X MRBE SN T 7 A VOALE
EHELET, 7947 MRFRICHERA SN ET,

SSLCARevocationFile file
ACTHXRAR T r—sb AEA R B

ZOT 4V I T 471, CAOGEHERVBE LY A "R ESNTZ 7 7 A VOLEE
:J: Li? 74T }‘nun :'fiﬁﬁéﬂij‘o

SSLverifyClient level
aVTXA R Tu—sL, AR A M, T 4L 27 MU, .htaccess

DOTAVIT 47N, == KFT T4 T }‘@nunﬁ%*ﬁibi?@;
W, e avw—AT SV r—a TN ES Y FEAN, ELDOT TV r—a
THEASHET),

# C-5 12, level Dz RLUET,
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%= C-5 SSL D7 T AT v N ORFE L~

LRIL B

none 7747 FOFEHETSLER L

optional IIA4T v NI RREHENMERGAEND D

require 7 TA4T v MIBRRRERAE S L

optional no ca 7 747 v MIGERAENLERGENRH LN, AR THDHLEIT
720

B, none F£721% require BWEASINET, T 74/ FDOFREIX, none T,
11. sSLVerifyDepth depth
aVTXA R Tu—sL, (AR A M, T 4L 27 U, .htaccess

DT AVIT AT, 7747 v MOGERAZEICK L TH—"—03FF [ 5 EAE
HEEHDORKOWEEFRELE T, E0 1%, BOBAMNZMRAELIRGTHL Z
EEREWRL, E11E, 77472 NFEHED SSLCACertificateFile 4 LT
P N—NEHERH L TND CAILL > TELEINDIMENSHDZ LEERLE
T, 2 DL EREES NS AIE. CA DRTEHFILET,

12. SSLLog filename
IUTHRRAN = R A R

ZOT 4 V7T 4 7E, SSL EAOEmMPTEINDIu S 77 ANV ERELET,
DT 4 VI T4 TERELRWE, T 740 Tk, SSL EA ORISR S

FH¥ A,
13. SSLLogLevel level
IUTHXFAN e KRR B

DT 4 VT 4 7E, SSLu ST v A NMCRESN DB MOFEMSZEELE
4, # C612, level DfEEZRLET,
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#*& C-6 SSL D1 2 L~UL Dl

fiE ]

none FRERLZRV, 2L, =T — X v —V3HEED Apache =7 —
TR EN D,

warn ERX -V EED

info BHRA v E—VEED

trace BEfA Yy E—VEETD

debug TRy T A y—TV &

14. sSL.Options [+-] option
arTFEAN: = KA, 4127 MU, .htaccess

DT 4 VI T 47k, SSLERADOA T a v ERELET, A7V a ORI
TA(+) a2 EBEOREISEMIS I, ~A1 TR (1) FEfT 5 & BUE
ORENPLHIBRENE T, 77 R2FHRE~A T AZFEEF TR0 E, bot bIRE
WA 7ya Ml sSnET,

#C7IlZ, AFvarERLET,

%= C-7 A ATHE A SSL DA 7> 3 >

*FIvay Bzl

StdEnvvars CGI/SSI BRBEABICBEHE I 21EHED SSL MER SN E T, Z oA
Toa ik, MEBICERELS S X 5,

ExportCertData  ERIEZAM SSL_SERVER CERT 33 LT SSL CLIENT CERT,
SSL_CLIENT CERT CHAINK (n=0,1,..) BT AR— b3 E
T, TNHOEIZIE, 2747 v hBILOY——txt4 5
PEM FF 5L OFEAER G ENE T,

FakeBasicAuth 7 T4 7T v MEHEORRRA (DN) 2 HTTP O FEAFRGEL — W —
BB E L, T IZERRER TORE T, Zhick - T,
SSL 7 A7 v FEFEEHEMA LT, 22— =2 XA T— KD AN
ZRDFINC, IEHED Apache 7 7 & Al E LA TE £,
Apache SAT— K7 7 A VNDOZNHD2—HF—DxT > h YT
i 2 L SN T=/8 A U — K xx§312ZMTZzkVA 29 5 LN
HYFET, T, [password] ZHEH1k (crypt(3c)) L7=b D
<7,
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& C-7 I ATEE7e SSL DA 7T 3 v (fiX)

+Foav Bl

StrictRequire SSLRequireSSL &L VI N D satisfy Any 72 EDIFHD
TAVIT 4 TRHBHELATH,. SSLRequireSSL (2 L - THA
INET VR AEEIELET,

15. SSLRequireSSL
aVTXAR: T 4127 bV, .htaccess

ZDOT 4 VI T 471, HTTPS M SN2 WBEIZRY . g0 T L7 v Y
DT 7 AEEIELET, BIESNTWRWT 7 B 2R E 3RS LI T ian
TIEANRT 4 V7 ) ONFEHEHTE DREIZRSTWDLEER Y, #oloi
Wz A7 DI T& £,
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8k D

Sun Crypto Accelerator 1000 78— K
THEATLE7 IV TI—2 a2 DEE

Z OfHETIE, Sun Crypto Accelerator 1000 (242 Y 7 h 7 = 72OV TRHI L
F9, ZOY 7 Fv =T X, Sun Crypto Accelerator D5l & 41 7= K5 S LAAE & Fll FH
%78, OpenSSL HIADT 7'V r— a o OMEIMEM T £,

7 = Sun Crypto Accelerator 1000 ¥ 7 bV = 7B L ON— KU =T &2 EfHT 257 7Y
T a v OEICHET 2 ERIT. BRO X FERGE TR SN THET, 20
"WEO—HE LTERIIR-FENDHbOTEDHY FEAL, ZOFERIT. 25
DEDIZFHR L TOWETH, RIETH Y £, VPR R—FFT2Y Y 22—
Va UBREREE T, TIASBICBIN GO CIEE N,

RN SUNWerysl Ny 7r—V% A VA D=L ERERHY £, Z0yr—
Wi, MBERA X =T 7 ANBILOYTA T T INEENTHET,

TV r—adt, avoM T T TR ET,

/opt/SUNWconn/crypto/include @ OpenSSL ~ v ¥ — % $57E L CTHERK T~ 5
BHY FET,

-I /opt/SUNWconn/crypto/include
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Fo, VoA —T#Y R T4 77 UV ~OSRERETHILERHV ET, 1FEAL
@ OpenSSL HHDT 7Y r— 3 X, liberypto.a 83XV libssl.a 747 7
VOELONEITHFEZSRLET, VYOI A 77V bIEETHHLERD
DEFT, V=77 70%, ROXIITHEELET,

-L/opt/SUNWconn/crypto/lib -R/opt/SUNWconn/crypto/lib \
-lcrypto -1lssl -lcryptography -lnvpair

ZOFED AL RANH, T T OpenSSL 7 7Y r— = Tk L TR TH
L EIFRY FH A, ZHEITHBAYIZ, A~y 2 OpenSSL 74 77 U THET 50
EbdHVET, Ay 2 OpenSSL 74 77 UL, www.openssl.org NH X T
m—RFTEET,
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FEKE

Sun Crypto Accelerator 1000 7K— k<
D&

Z OfHERTIE. Sun Crypto Accelerator 1000 R — RICBIT 2 & & S F e ftAko Bz
OWTHAL £,

ZOfFERIL, O TR E L E T,

n 87 =T YRR HE)

B 8RX—=TD [ ¥ T = —ADER]

m 88 =T [EHEM

m 89 N—T 0 [BEBEIAR)

I8 B 7 ~T 5k

% E-1 WELR) 72T ik

stk KEFE A— RILKRE
k& 6.875 1 »F  174.625 mm
] 42 A4 »F 106.680 mm
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AR T —ADEH

* E-2 A BT 2 — ADIEE

taE %
PCl 7 17 33 MHz %721 66 MHz
RANA K 33MHz £7213 66 MHz 7 1 v 7 L— hEB L33V £721E5V
Tz —RA DE YR — T2 PCI21
PCI D /3 Al 2ty hEIT64 By b
|

BREMN

*® E-3 RPN

T RIEE
BREHEEE IOWe@5V
700 mW @ 3.3V
R A i 5V +/-5%
33V+/-5%
B VERFEE 2A@18V
150 mA @ 3.3V
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IR AL AR

% E-4 BRETILAR

S EN{EREF DALHR REFRFOLER
1R 0 ~ 70°C (32 ~ 160°F) -65 ~ +150°C (-85 ~ 300°F)
GEPSRiYES 5~ 85 % &/ L 0~ 95 % &/ L
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FExF

YULUHNDTAEUR

Y7 MU =T O—EICIE, YO T =L XD ERENT A A EFEO
WA SNET, U T M2 ORI, ZUSHE ) BERDH Y £T,

Oo0enSSL DS 14 2 ADfERE

OpenSSL ©Y —/L % v ME, 22D F7 A4 & ZDOHIK FiZdH V. OpenSSL 7 A & A
BELOA Y VF LD SSLeay 7 A L2 ADMGOLEMMEHASNET, Z0bLic,
EEREOTA B ALELZTHLET, ZD2250T 4 v AT, EEITIT BSD ERD
F =T )= AT A7 ATT, OpenSSL O 7 A & v AT 2 BN & 2561,
openssl-core@openssl.org ICBRHWE DL E X0,

OpenSSL License
Copyright (c) 1998-2001 The OpenSSL Project. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are
permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list
of conditions and the following disclaimer in the documentation and/or other
materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display
the following acknowledgment: "This product includes software developed by the
OpenSSL Project for use in the OpenSSL Toolkit. (http://www.openssl.org/)"
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4. The names "OpenSSL Toolkit" and "OpenSSL Project” must not be used to endorse
or promote products derived from this software without prior written permission.
For written permission, please contact openssl-core@openssl.org.

5. Products derived from this software may not be called "OpenSSL" nor may
"OpenSSL" appear in their names without prior written permission of the OpenSSL
Project.

6. Redistributions of any form whatsoever must retain the following
acknowledgment: "This product includes software developed by the OpenSSL
Project for use in the OpenSSL Toolkit (http:/ /www.openssl.org/)"

THIS SOFTWARE IS PROVIDED BY THE OpenSSL PROJECT “AS IS" AND ANY
EXPRESSED OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO,
THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE OpenSSL
PROJECT OR ITS CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS
OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE,
EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

This product includes cryptographic software written by Eric Young
(eay@cryptsoft.com). This product includes software written by Tim Hudson
(th@cryptsoft.com).

Original SSLeay License
Copyright (C) 1995-1998 Eric Young (eay@cryptsoft.com) All rights reserved.

This package is an SSL implementation written by Eric Young (eay@cryptsoft.com).
The implementation was written so as to conform with Netscapes SSL.

This library is free for commercial and non-commercial use as long as the following
conditions are aheared to. The following conditions apply to all code found in this
distribution, be it the RC4, RSA, lhash, DES, etc., code; not just the SSL code. The SSL
documentation included with this distribution is covered by the same copyright terms
except that the holder is Tim Hudson (tjh@cryptsoft.com).
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Copyright remains Eric Young's, and as such any Copyright notices in the code are not
to be removed.

If this package is used in a product, Eric Young should be given attribution as the
author of the parts of the library used. This can be in the form of a textual message at
program startup or in documentation (online or textual) provided with the package.

Redistribution and use in source and binary forms, with or without modification, are
permitted provided that the following conditions are met:

1. Redistributions of source code must retain the copyright notice, this list of
conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list
of conditions and the following disclaimer in the documentation and/or other
materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display
the following acknowledgement: "This product includes cryptographic software
written by Eric Young (eay@cryptsoft.com)" The word 'cryptographic' can be left
out if the rouines from the library being used are not cryptographic related :-).

4. If you include any Windows specific code (or a derivative thereof) from the apps
directory (application code) you must include an acknowledgement: "This product
includes software written by Tim Hudson (tjh@cryptsoft.com)"

THIS SOFTWARE IS PROVIDED BY ERIC YOUNG TASIS" AND ANY EXPRESS OR
IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE AUTHOR OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT
NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS
OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED
AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN
ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

The licence and distribution terms for any publically available version or derivative of
this code cannot be changed. i.e. this code cannot simply be copied and put under
another distribution licence [including the GNU Public Licence.]
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“lan Fleming was a UNIX fan!
How do I know? Well, James Bond
had the (license to kill) number 007,
i.e. he could execute anyone."

-- Unknown

MOD_SSL OS54t R

mod_ssl /Xy 7 —i%, BSD ERXDO T A B ZOHIFI T CRAAESNDED T, A—F
V=AY 7 N TIZHEENET, MR T A v AEHRIZ, kD LBV TT,

Copyright (c) 1998-2000 Ralf S. Engelschall. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are

permitted provided that the following conditions are met:

1.

Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disclaimer.

. Redistributions in binary form must reproduce the above copyright notice, this list

of conditions and the following disclaimer in the documentation and/or other
materials provided with the distribution.

All advertising materials mentioning features or use of this software must display
the following acknowledgment: "This product includes software developed by Ralf
S. Engelschall <rse@engelschall.com> for use in the mod_ssl project

(http:/ /www.modssl.org/)."

The names "mod_ssl" must not be used to endorse or promote products derived
from this software without prior written permission. For written permission, please
contact rse@engelschall.com.

. Products derived from this software may not be called "'mod_ssl" nor may

"mod_ssl" appear in their names without prior written permission of Ralf S.
Engelschall.

Redistributions of any form whatsoever must retain the following
acknowledgment: "This product includes software developed by

Ralf S. Engelschall <rse@engelschall.com> for use in the mod_ssl project
(http:/ /www.modssl.org/)."
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THIS SOFTWARE IS PROVIDED BY RALF S. ENGELSCHALL “AS IS" AND ANY
EXPRESSED OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO,
THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL RALF S.
ENGELSCHALL OR HIS CONTRIBUTORS BE LIABLE FOR ANY DIRECT,
INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE)ARISING IN ANY WAY OUT OF
THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH
DAMAGE.
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