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Declaration of Conformity

EMC

Compliance Model Number: =~ DEIMOS

Product Family Name: Sun Crypto Accelerator 1000 (X6762A)

European Union

This equipment complies with the following requirements of the EMC Directive 89/336/EEC:

EN55022:1998 / CISPR22:1997 Class A
EN55024:1998 Required Limits (as applicable):

EN61000-4-2 4 kV (Direct), 8 kV (Air)
EN61000-4-3 3V/m
EN61000-4-4 1 kV AC Power Lines, 0.5 kV Signal and DC Power Lines
EN61000-4-5 1 kV AC Line-Line and Outdoor Signal Lines
2 kV AC Line-Gnd, 0.5 kV DC Power Lines
EN61000-4-6 3V
EN61000-4-8 1A/m
EN61000-4-11 Pass
EN61000-3-2:1995 + A1, A2, Al4 Pass
EN61000-3-3:1995 Pass

Safety
This equipment complies with the following requirements of the Low Voltage Directive 73/23/EEC:

EC Type Examination Certificates:
EN 60950:2000, 3rd Edition
IEC 60950:1999, 3rd Edition

Supplementary Information

This product was tested and complies with all the requirements for the CE Mark.

/S/ /5/

Dennis P. Symanski DATE Peter Arkless

Manager, Compliance Engineering
Sun Microsystems, Inc.

901 San Antonio Road, MPK15-102
Palo Alto, CA 94303-4900 U.S.A.
Tel: 650-786-3255

Fax: 650-786-3723

Quality Manager

Sun Microsystems Scotland, Limited
Springfield, Linlithgow

West Lothian, EH49 7LR

Scotland, United Kingdom

Tel: 0506-670000  Fax: 0506-760011

DATE
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Regulatory Compliance Statements

Your Sun product is marked to indicate its compliance class:

¢ Federal Communications Commission (FCC) — USA

* Industry Canada Equipment Standard for Digital Equipment (ICES-003) — Canada
* Voluntary Control Council for Interference (VCCI) — Japan

* Bureau of Standards Metrology and Inspection (BSMI) — Taiwan

Please read the appropriate section that corresponds to the marking on your Sun product before attempting to install the
product.

FCC Class A Notice

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions:

1. This device may not cause harmful interference.
2. This device must accept any interference received, including interference that may cause undesired operation.

Note: This equipment has been tested and found to comply with the limits for a Class A digital device, pursuant to Part 15 of
the FCC Rules. These limits are designed to provide reasonable protection against harmful interference when the equipment
is operated in a commercial environment. This equipment generates, uses, and can radiate radio frequency energy, and if it is
not installed and used in accordance with the instruction manual, it may cause harmful interference to radio communications.
Operation of this equipment in a residential area is likely to cause harmful interference, in which case the user will be required
to correct the interference at his own expense.

Shielded Cables: Connections between the workstation and peripherals must be made using shielded cables to comply with
FCC radio frequency emission limits. Networking connections can be made using unshielded twisted-pair (UTP) cables.

Modifications: Any modifications made to this device that are not approved by Sun Microsystems, Inc. may void the
authority granted to the user by the FCC to operate this equipment.

FCC Class B Notice

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions:

1. This device may not cause harmful interference.
2. This device must accept any interference received, including interference that may cause undesired operation.

Note: This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to Part 15 of
the FCC Rules. These limits are designed to provide reasonable protection against harmful interference in a residential
installation. This equipment generates, uses and can radiate radio frequency energy and, if not installed and used in
accordance with the instructions, may cause harmful interference to radio communications. However, there is no guarantee
that interference will not occur in a particular installation. If this equipment does cause harmful interference to radio or
television reception, which can be determined by turning the equipment off and on, the user is encouraged to try to correct the
interference by one or more of the following measures:

* Reorient or relocate the receiving antenna.

* Increase the separation between the equipment and receiver.

* Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.

* Consult the dealer or an experienced radio/television technician for help.

Shielded Cables: Connections between the workstation and peripherals must be made using shielded cables in order to

maintain compliance with FCC radio frequency emission limits. Networking connections can be made using unshielded
twisted pair (UTP) cables.

Modifications: Any modifications made to this device that are not approved by Sun Microsystems, Inc. may void the
authority granted to the user by the FCC to operate this equipment.



ICES-003 Class A Notice - Avis NMB-003, Classe A

This Class A digital apparatus complies with Canadian ICES-003.

ICES-003 Class B Notice - Avis NMB-003, Classe B

This Class B digital apparatus complies with Canadian ICES-003.
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BSMI Class A Notice

The following statement is applicable to products shipped to Taiwan and marked as Class A on the product compliance
label.
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°

% You have mail.

°

% su

Password:

B A AR 6 .
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LM, BN o XA

Shell $&7~
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R

C shell

C shell @2 H )~

Bourne shell 1 Korn shell

Bourne shell 1 Korn shell # %% 7
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machine_name#
$
#
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110383-01 libnvpair

108528-05 KU-05 (nvpair 3Zff)
112438-01 /dev/random

S

FEE — WIREITSET Apache 1.3.12 Web JR45 3, #0520 225545 5y 109234-02
BN o

% 1-4 FIHIFBE] T HERE N IEAMEF o
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MRS s HRGEREMBEWIE TSR, WP, REURIREIFFTIF AL

Bloe.

. B AR PCI GRS (RAFE 64 i 66 MHz IHGEE) -
L CRBh R e B T, B -SRI H 2m R .
. {1 Phillips 822 JJ#1 F PCI #HikYEH LIiRe2 .

TRAFUFIR 22 DL AE D 3R 5 v i SO

. HiigPRf Sun Crypto MY 1000 BrirLgk, FFH NS IUE, #HA PCI #HHY,

RIG W T S 5e Bk ES

. EHER BRI, EEnER IR I RS
. 1t ok ¥/RFFbHI A show-devs T4, RAEHUN 38R IEM:

ok show-devs

/pci@lf,2000/pcil08e, 5455@1
/pci@lf, 4000/pcil08e, 5455@5

/pci@lf,2000/pcilose, 5455en TR B C 22 M O R iR,
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Sun Crypto JI# 4% 1000 2 A}

Sun Crypto JIFE#E 1000 % AR Sun Crypto 2% 4% 1000 CD $#24t. 7
SunSolve Web 3l sl FEAEAMESF: AREMELE, S W 4 50 “LFHEIEA
FEF” .

BRI AT
. ¥§ Sun Crypto 7 1000 CD i A 15 BGeEALHIER CD-ROM Hiah% .

n W RS IEAEIZAT Sun Enterprise Volume Manager™, ‘&5 [ 86 CD-ROM %%
F| /cdrom/cdromo HiF.
W RGAKIZIT Volume Manager, 4% LT J5i%%E N CD-ROM:

# mkdir /cdrom
# mount -F hsfs -o ro /dev/dsk/c0t6d0s2 /cdrom
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k22 AL /cdrom/cdrom0 H a7 B LAR SCAFHNH .

XHFHER HE

Copyright 2 I JEA LA

FR_Copyright 125 B RO S A

Docs Sun Crypto JI#E#% 1000 Bz fH F He

Packages 7% Sun Crypto J##F 1000 HfF40:
SUNWcrypr Cryptography Kernel Components
SUNWcrypu Cryptographic Administration Utility and Libraries
SUNWcrysu SSL Support for Apache (optional)
SUNWcrypm Cryptographic Administration Manual Pages
SUNWdcar DCA Crypto Accelerator (Root)
SUNWdcamn DCA Crypto Accelerator Manual Page
SUNWdcav SunVTS Test of DCA Crypto Accelerator (optional)
SUNWcrysl SSL Development Tools and Libraries for Apache

(optional)

ARG Apache HITE Web JIR%5-#8 1) %2 3¢ SUNWerysu A4,

IAETHRIE B e 2] Apache Web IRE#15— CIRCRE) FRAR %%% SUNWerysl
A

ANAEHRIEAT SunVTS™ IR I 223% SUNWdcav B, Z22H SUNWdcav #A-HL,
AT SunVTS 4.4, 4.5 5 4.6,

2. il A DL T AR R R

# cd /cdrom/cdrom0/Packages
# pkgadd -4 .

3. LA IEM L, T pkginfo w4

# pkginfo SUNWcrypr SUNWcrypu SUNWcrysl SUNWcrysu SUNWcrypm SUNWdcar SUNWdcamn
SUNWdcav

system SUNWcrypr Cryptography Kernel Components

system SUNWcrypu Cryptographic Administration Utility and Libraries

system SUNWcrysl SSL Development Tools and Libraries

system SUNWcrysu SSL Support for Apache

system SUNWcrypm Cryptographic Administration Manual Pages

system SUNWdcar DCA Crypto Accelerator (Root)
system SUNWdcamn DCA Crypto Accelerator Manual Page
system SUNWdcav SunVTS Test of DCA Crypto Accelerator

10
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4. (k) SRS CHMM DT, ELliafr preconf W%

# prtconf
pcilo8e, 5455, instance #0
pcilo8e, 5455, instance #1

5. (%) &fr modinfo iy, THEMMERE .

# modinfo | grep Crypto
130 1033e946 6dfo 79
131 1030240c 2d93 -
132 10313acs8 131e -
135 103178be 8684 82

cryptio (Cryptographic IOCTL v1.58)
kcl (Cryptographic Library v1.64)

kcpi (Crypto Provider Interface v1.27)
dca (PCI Crypto Accelerator v1.156)

B R R R

Hi&, HATECIEFH Sun Crypto Jlig# 1000 AT INEEAEZ G, Ao ndka R
kcl Fl cryptio.

ER IRl

%21 HH1 7 Sun Crypto NI & 1000 P A ERIA 22k T 81 L) H 5%

%241  Sun Crypto JIH# 2 1000 H

BR HE
/etc/opt/SUNWconn/crypto/realms AR P B
/opt/SUNWconn/crypto/bin R w47 S
/opt/SUNWconn/crypto/lib N R T R

/opt/SUNWconn/crypto/sbin

T A B (1 P HRAT S

P 2-1 SR KRR LY H SRS J2 IR G o

¥ 2EF ZEFMIFE Sun Crypto MMiEEE 1000 R

1



B 21

12

/etc /opt
/opt
/SUNWconn
/SUNWconn
/crypto /crypto
/rialms
nE%A
/?in /include /%ib /Tan /ibin /ssl
|
MR FEZE N FAEFE FHmn STRER Apache
ATAT S ATHIT SO BEXH

Sun Crypto i #% 1000 H LA
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R AR, W AE R AR AT 2 i e BRI 0 ROR B Ak, AT DL L
IR BTGIEMER AT A RO O UG H], BZk iE Web JIRS5 4%
/A BRI 5525

& — MER Sun Crypto Inid#s 1000 #ft2 a1, bz 2 5 Sun Crypto
DI 1000 AR —EAEH 1) Web RS54, 0], 1X58 Web 4523 #544 Joik TAE .

JIHY Js 4 4k
. MR, Uil secadm SR

# /opt/SUNWconn/crypto/bin/secadm
secadm>

. i secadm SRR INER T4 U o

secadm> delete realm=realm-name
Delete realm realm-name? [Y/N]: Y
System Administrator Login Required
Login: root

Password:

Realm realm-name deleted successfully.

ERMIERITA 5ot s AR U, AR SR
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o gy, Wi pkgrm a4 SUMBR P BB E A o
I AF AL L s U MR o AT IBR AL, T2 oA OGRS, %
DBEIRAT b T IR A

WAL T AT AL, N3N P EA Tk

# pkgrm SUNWcrysl SUNWdcav SUNWdcar SUNWcrysu SUNWcrypu SUNWcrypr
SUNWdcamn SUNWcrypm

R — MR Sun Crypto Jii#% 1000 ff) SunVTS ik (SUNwdcav) Jii, WIg
SunVTS CifEiaT, WALl SunVTS FFx b 2 ge, LR Al HIAMat. A0 1edifs
B S R SunVTS S0k,
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o

4 iPlanet Web Hik &5 %5 5 Bk

AREEN AU 3 Sun Crypto i % 1000 #5 iPlanet Web 45 #% — IR .
AFEALAE LR LAY

- %15 Jﬁ\‘ “%E%”

m 518 5U “JiH] iPlanet Web %5 %5 ik ”

m G516 BT AU IFIFEA

2R

B

7EJ3 H iPlanet Web JIi45#% (iWS) 2, SZOREHALLAZT . % 31 XA
WRDHAT T A . A R A B B ST, U R N A A D, 1S
4 % 31,

%31 Planet Web k4525 E 5K [ 2515

EADE i) EA

iWS B iR 55 #s Ji3)) iPlanet i #L R4S 3R I 75 2. XA AE R E iPlanet 143 Hc

Web [l 55 &% Al 15 £ PELZ AR FIBAT I FEIE SRAUE 51 LA A 22 B 0E 13 1 I 3 N #8 m 2%

£ R 2, 1 iPlanet Web RS54, 1258 A SURR b 485 P00 SCA 85 i 0
B % 1

RO 5 AT secadm BURBRAER T2 . X4 UNIX LD,

user@realm-name e R B3 Sun Crypto JIE#S 1000 BLBLm 75 2L, A H

secadm Qg4 7 B 3 I 2% 50

15
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1 3 I H 7 Ak

YA I iPlanet Web il 9% s — 2], 05 WO E I AR S A R A G AR IX b
M WA ZRBEE 22 /b — AU — N o ARG HE 5 B, TS TR A.

1 5 I T e

- ICREEM R IX R R Sun Crypto Mg #s 1000 T H H % A B2 K812

filin:

$ PATH=$PATH:/opt/SUNWconn/crypto/bin
$ export PATH

. ikl secadm SR

$ secadm

. M secadm SR GUEE 4 :

secadm> create realm=realm-name
System Administrator Login Required
Login: root

Password:

Realm realm-name created successfully.

Sun Crypto fni® 2§ 1000 &= 4<FA P15/ « 2002 £ 3 A




4. DB i

XL A AAE Sun Crypto JHig#s 1000 FYBHHERA, 1 HAVR L Web 55 #s 2t/
SEBRSATI UNIX P A AR R o ST 2 0, IS AR A 2056 B 2 i (1 T A 45

QU 2, A B E B A A A

secadm> set realm=realm-name
secadm{realm-name}> su

System Administrator Login Required
Login: root

Password:

secadm{ rooterealm-name} #

a. WERAGR AU ETDLEE DI “nobody”™ Ak #e ik FLIGRY
ke GRAMERL, WS WA 55 W il St - )

secadm{roote@realm-name}# create user=nobody
Initial password:

Confirm password:

User nobody created successfully.

1F Web 4% 28 )8 sh3 AT SR I, D200 FH 25 . IX 2 user@realm-name

B

& — BHNCAER AR E S BATHERS, HUCTEUT RSN Y. R RIS IR

5. i’ secadms

secadm> exit

¥ 3= JAiPlanet Web lREBERIR 17



Ja H iPlanet Web Jk 55 28 Mt iA

Y] iPlanet Web 454, BObZsg LA N PR, TP s 2 AT VR4 U] o
1. ‘%%% iPlanet Web fl45 %%

(RN R R €/

WESRIES .

3T

. it & iPlanet Web fil %5 #5.

ISR

A & - LN PR E P AT A0, AT e EU R G .

R EATH iPlanet Web Server 4.1, 524 4 &,
R iPlanet Web Server 6.0, 524 5 &,
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o

ZAEFIHCE iPlanet Web Server 4.1

A A U] 2 2EFIC S iPlanet Web Servers 4.1

ARFTEAFELLUR LY
m 519 T ““3 iPlanet Web Server 4.1”
m 26 1 “Mfid® iPlanet Web Server 4.1”

745 iPlanet Web Server 4.1

DA LA 48401 2235 iPlanet Web Server 4.1, X480 BRNIIE AR @ IF AT A%
i/ iPlanet Web 5525 (T E40(E ., 1521 iPlanet Web JIk 455 SCRY .

74 iPlanet Web Server 4.1

. ‘g% iPlanet Web Server 4.1 ¥t

AL B URL $£3)1% Web JIk 555 #cfl-:

http://www.iplanet.com

. e Web IR554% -

AR T —NMEF U, AT LR E R Web RS FHRAT AR FIBCE . IR 18R
INBIE4 M /usr/netscape/server4

7t iPlanet Web JIi45#5 2 A1 Z BN 8 12 . AR A X SO BR AR 42 . iR s e
B ARRIMAIE, 500 d e g E.

19
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. BT RERYT
- IR AP R

BRUATRHsAh, o7 W, ] DR SZ BRI .
a. WLHEA ves WIRIEZVF T &Ko

b. & AZBEN hostname.domain.

c. HiA iWS PRI S5 25 # 0D K o

d. &R, b g,

1 gt m A5 Bk 12

- BRI S5 S o

m )34 iPlanet Web Server 4.1, i&ffH LI Find (A LR startconsole 1EH
setup THRKIZAT)

# /usr/netscape/server4/https-admserv/start
iPlanet-WebServer-Enterprise/4.1SP9 BB1-08/23/2001 05:50
startup: listening to http://hostname.domain, port 8888 as root

Wi 77 B I EERE I ) URL LU BRI 55 45

. WEATIF Web BIBLEIFHIA LT MR 1 8h iPlanet $5 PRI 5535«

http://hostname.domain : admin_port

BRI —ANE L ZORE A ID MU 155 RIS AT 23R P ] 1L 61K WS
BRIk 55 4% T A4 R B

EE — WHAE iPlanet Web AR 45 %% 2285 1A 4l B 7 BRIAME, W& ™ ID 2R iWS 4
FHR 4528 H P 2%\ admin.

Ol “OK - () 7 o

Sun Crypto fni® 2§ 1000 &= 4<FA P15/ « 2002 £ 3 A




4. QI Web NIl 55 25 il 15 Bt e o
IIFR 24~ Web Jlads a5 S2) Ji 2 ke A Web JIRS5 % S22 il ..

R - RS A RS 9S RISAT SSL, WML E AT M R A B AP
{58, 12 iPlanet SCRY,

a. WdE PRS2 “Servers (IRSSEN) ” IR,
b. EFMRIFAY, Ahadi “Manage (F¥BI) 7 #&#l.

c. fESEIEWEMHL i “Security (R4r) ” BIiK, A% “Create Database
(BIEB%) » eiio

d. FEMAXIEHE TR A %1 (Web RS A5 T E8A0A) » Bafidi “OK (FE) o
HE—A2DH 8 NI . iPlanet Web 4545 L2 MU ATIN, L2154
PR R Bl 3 F8 s A R (1 S o

5. $ATEL FIIAS K Sun Crypto Hiidgs 1000 43 :

# /opt/SUNWconn/crypto/bin/sslconfig

PEIAHR R 3k 4% Web IR454%. ‘&0 iPlanet Web #4545k Apache Web Ji 5548 225%
Sun Crypto Jii# s 1000 I kit BIASR 5 2 SOHTHC E S0 LR Al Sun Crypto Jnid
2% 1000 #x.

6. #A 1 KALE iPlanet Web JIRS5Z3UANE SSL, #RNitk “Enter” o

Sun Crypto Accelerator Installation

This script will install the Sun Crypto Accelerator
cryptographic modules for iPlanet Web Server

or Apache.

Please select the type of web server you wish to configure
to use the Sun Crypto Accelerator:

1. Configure iPlanet Web Server for SSL

2. Configure Apache for SSL

3. Work with iPlanet and Apache keys

Your selection (0 to quit): 1

¥F4E RIEFE S iPlanet Web Server 4.1 21
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7. PRt A Web IS5 8HLH WML, RA1% “Enter” .

Please enter the full path of the web server
root directory [/usr/netscape/server4]: /usr/netscape/server4

8. WREARLL, WERRIHEA v IFHE “Enter” .

This script will update your iPlanet Web Server installation
in /usr/netscape/server4 to use the Sun Crypto Accelerator
You will need to restart your admin server after this has
completed.

Ok to proceed? y

Using database directory /usr/netscape/server4/alias...
Module "Sun Crypto Accelerator" added to database.
/usr/netscape/server4 has been configured to use

the Sun Crypto Accelerator.

<Press ENTER to continues

9. #EA 0 iBili.

v AR S5 AU

1. il A CUF i A 0 S A5 PR 55 25 -

# /usr/netscape/server4/https-admserv/stop
# /usr/netscape/server4/https-admserv/start

2. BEHRMRSSEHETS, WG H M “Security (R4r) 7 #EHi+.
FEEN<2s 78 “Create Trust Database (G)#A[{E84%E) ” & H .

Sun Crypto fni® 2§ 1000 &= 4<FA P15/ « 2002 £ 3 A



3. TR /ML “Request Certificate CifiRUE-1S) ” Hid.

~| MNetscape: Web Server, Enterprise Edition | “ \J
File Edit Wiew Go Communicator Help

- i a a4 =2 i} =3 & &

|| Back Forward Reload Home Search Metscape Print  Security stop
j\t'Bookmarkscﬁ cote:

‘\ﬂi?éewer a1 in I~ Server Manager

/Preferences . /Proarams' /Serviets| MTOTTL /Status' /Stules. /ContentMqmt' ;Web Publishing ' [ Search

Create Database
FRequest a Certificate Request a Server Certificate

]

i
| Centificate renewal
__Ma” e Cerfificaiee You can also see a list of available certificate authorities.

Install Certificate (# Mew certificate
Lhange Password
Manage Certificates.

Submit to Certificate Authority via:

(@ cA Email Address: |I

. CAURL :|j

Select the module to use with this certificate.

Cryptographic Module: y =)

Key Pair File Password: |:

{Before requesting a certificate, you should read the overview of the certificate process, and then go through the detailed steps
ion creating a correct distinguished name which you should enter below. You will also generate the proper authorization letter
H that you will use to obtain your certificate from a certification authority.

Requestor name: ‘

Telephone number: |f

Commen name: ‘

Email address: ‘

| EE| e e |

4. LTS RIS A DU R UE B 1K -

. kFE “New Certificate (Hr@tiEls) ”

LT DL B B SR 2L B AT 3k Web U5 1) FRE B HLAA B LR, 35k
“CA URL” &0, 70, 5% “CA Email Address (CA TR HbL) 7, 2
Ay YA H T S R R UE 1 SR ) T B A e N ML

. PR B o
FESE TR, SEASURE A B R4 H . S0P Em o, 2
Sun Crypto it 1000, AEFE—MEAA user@realm-name FIRELR.

1t “Key Pair File Password C#PIXSCIF#RD) ~ MHGHED, AP &9
user@realm-name L

o

o

o

¥ 4E REFMEE iPlanet Web Server 4.1 23
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d. HUL R B IE R R
Requestor Name: 53K IR 15
Telephone Number: i#5:K# I &5
Common Name: {EKUi# WX Y38 hostname.domain HEENT] Web 3 £k
Email Address: 1 3K& FIHEREE
Organization: 1E-+ EA B Organization [{H
Organizational Unit: (A6 B AEUEF A W] Organizational Unit 1
Locality: Ak iy, HEEL. AEBREZ/ HX, At raiuE1s Ll
P
State: (TWIE) A7 BUh M FI4FK
» Country: AN TFRIAIAME S / HIX 1SO RS, EUER RS, s
T
e. ~HEAPIfIfEE, ili “OK” f&Hl$#%.
5. FDHUE- B L BRE TS .
m WIRSEPREAEPIE R K %4 CA URL, WREPiFR S A8l RIS AL
w WAL “CA Email Address (CA L lSPfdtahl) 7, 357 br A S il v 7 s
PER S TEHUE TSGR, AR LA UE T A LAY
6. — HARUETS s WRe I bl — 2 S 20 S Lo
R UEB S UEFERAR, 5w LA A 4 fit

Sun Crypto fni® 2§ 1000 &= 4<FA P15/ « 2002 £ 3 A



v ARG ARl TS
1. fEZ ML “Install Certificate (CZZEUET) ” Bt
— HAE P YU (K35 Sk IS RAEP, IS H 23 7E iPlanet Web IRZ52%H .

2. WP “Security (&4)” #EWiF, RNTE/HE LS “Install Certificate (ZIIE
1) 7 whi.

= Netscape: Web Server, Enterprise Edition =
File Edit Wiew Go Communicator Help

|- = 3 4 =2 =+ & @

B Eack Forward  Reload Home Search MNetscape Print Security Stop

j . Bookmarks &  CoTo /]

Web Server 4.1 integrate I~ Server Manager

/ Preferences | Programs | 7% /Stalus /Styles / ContentMgmt  Web Publishing  Search

=

Creste Database
Fecuest a Certificate Install a Server Certificate

Install Certificate
Certificate For:
Change Passward (® This Server
Martage Certificate .. Server Certificate Chain

| Trusted Certificate Authority (CA)

ificates
Migrate Certificate

Select the module to use with this certificate.

Cryptographic Module: nohody @engineering

Key Pair File Passwor: |

Enter Certificate Name OMLY if certificate is not for "This Server’.

Certificate Name: |

(® Message is in this file:

| Message text (with headers):

o= 2|

|l

3. BURARM, RAGUETS:

Certificate For: This Server

Cryptographic Module: L+ IEHK) user@realm-name %K.

Key Pair File Password: A4 AT AL B AN user@realm-name Sk # 14 .

Certificate Name: fERZHIHH T, HalIEEANE, WREFRIELTR, %45
P Web 45 #s 2EAlH SSL S RFISAT I FH R U ) UE TS R BH I 44 55

¥ 4E REFMEE iPlanet Web Server 4.1 25



4. %Pt “Message text (with headers) CHFFREEMHEESCA) 7 5 KSR i LRIV UETS -
5. WMl sUKHR “OK  (#ia2) ” &8, FENIE IS HIRIE DRI E] “Message

G Herpo
Bt 2 A s UE S B — BRI R

6. WIRE AN IER, di “Add Server Certificate (FMINRSSEFUET) ” &l

BRI 2 Whos B R, AN HO R sl IR S5 A . Web JIR55 35— ELAR T 5 AR I
AR A B SS A o RN IS BT, Al Web g5 a3 1] SSL, 2% Web k55
AREATARNECE . A U DRI E Web g5 s

26

fid ‘& iPlanet Web Server 4.1

BESR U422k Web [R5 @ IR S5 aR il 15, 000 Web JIR45 @ EATHC & LAfEH] SSL.

fit'® iPlanet Web Server 4.1

AR LR RN Web IR55 5B Huli “Manage (G531 ” .

IRINIEOL T, BNAZANT ) “Preferences (SE0%FR) ” Wi+ . R %
f, ERHIZEIR,

- AESEE VUG il “Preferences (BRARE) 7 Bl ko 1Ei% 00/ MILEHE

“Encryption On/Off CMIFSJF/3) » 8. Fm#ERE A “On OF) 7.
SXof AT P 18 ity 11 - B B BT A BRIA MK SSL ity 145 443, W2, 1 B g 1S .

. il “OK (Bfe) ” #:4l.
.l “Save (PRAF) ” TR HIX e .

DIECX Web IRST85 TR, EW] KIFE LR MiafT.

N BURESY) I TE

/usr/netscape/server4/https-hostname/config/magnus.conf 3f}:

CERTDefaultNickname user@realm-name:Server-Cert

Horr hostname 3 Web RS 2525

BAIANE T, BAEDIR 2 FIP IR 3 A HiE a4 Server-Cert. WRGEHUET
HH 20, EBIEEEE8EN server-Cert,

Sun Crypto fni® 2§ 1000 &= 4<FA P15/ « 2002 £ 3 A



. RPN SRS, AR RTIZ AT B “Apply (BT ” #%#l.

SRS A ek A R 55 I FH X L B

. Miili “Load Configuration Files (HIEACE SCIF) » HHI W ZERIR; magnus . conf
SO s s K

U SRAE 45 25 I Bl “ Apply Changes” %4, W&l —ANE L, RN
. bf COARTT DO RN, DR E7E e A B OO AT RE a3 1) @ 2% I A 7 ) I B At
PRI

m U4l “Load Configuration Files CI#AcE S0 7.

m SCJA3I Web fii454%, ARGl “Apply Changes (N IHMO ” #5401,

. 1t Web IR5575 00 L, BN LW “On/Off OF/3%) ” Bit:. MiAMSSa %
i, i “OK (Bhwe) 7 #&Hlo

BoRERE AN A%, B “Module Internal” #&7R0, Jy Web Ik #31T
G B R 21T

HIL “Module user@realm-name” $E7~0F, FANEATH secadm 1E realm-name 01
IS T

LSS R I URL ERYEE PR A EDH SSL #Hit Web 5575 :

https: //hostname.domain:server_port/

W BRIA server_port iy 443,

¥ 4E REFMEE iPlanet Web Server 4.1 27
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o

ZHEFC 'S iPlanet Web Server 6.0

AREENFUAT ST Sun Crypto i #% 1000 £ 55 iPlanet 6.0 Web I 45 #% — [ .
AFFRLL R LAY

—_

m 5529 1“2 iPlanet Web Server 6.0”
m 36 1 “Mid® iPlanet Web Server 6.0”

224 iPlanet Web Server 6.0

LUR LA R i 22 e FIRC & iPlanet Web 5545 . X EEB BRI IR € T AT . 17
KAFH iPlanet Web IR 23 1IFEAIME B, 1SR iPlanet Web R4 #% 3044,

74 iPlanet Web Server 6.0

. % iPlanet Web Server 6.0 &/t

BT URL $£E)1% Web JIg 55 #8514 -
http://www.iplanet.com

. % Web JIR55 4% -

BEARGE T — AT R, AT A2 X Web RS B3 AT A RIMECE . RS2 ER
NH1E£4 0 Jusr/iplanet/servers

7t iPlanet Web IR 2548 238 W12 2 BOABR AR . AP0 p i XSS BN R AT . SRS e
KBRS, KO e T30

29
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. BT RERYT
- IR AP R

BRUATRHsAh, o7 W, ] DR SZ BRI .
a. WLHEA ves WIRIEZVF T &Ko

b. & AZBEN hostname.domain.

c. HiA iWS PRI S5 25 # 0D K o

d. &R, b g,

1 gt m A5 Bk 12

- BRI S5 S o

ZLJH3)) iPlanet Web IR %5#%, i LL Fird (A &% startconsole 1E4 setup
THRKIZAT) -

# /usr/iplanet/servers/https-admserv/start
iPlanet-WebServer-Enterprise/6.0SP1 B08/20/2001 00:58

warning: daemon is running as super-user

[LS 1s1] http://hostname.domain/port 8888 ready to accept requests
startup: server started successfully

Wi 7 7 B I EERE I ) URL LU BRI 55 45

. JEFTIF Web BIBEES HE5 A LL F 2K K8l iPlanet 9015575 «

http://hostname.domain : admin_port

BEEDSAH —ANE D, ZESREA P ID RIS, 355 AN ALEIS AT 2P 3 A B B 11 WS
BN A A P AR,

AE — WHAE iPlanet Web JIR%5 28 2225 HRME A T BRUE, WIS M P ID 2% iWS &
PRARSS 23 H P A% admin.

Ll “OK () 7 o
. Bl Web IR 55 %5 e B0 nT 15 8ot s o

BRAFXTZ A Web IR 55 &5 61R T 224 RS Web JIR 554 52 55 2 i 742

Sun Crypto finiE#% 1000 #RL&EMMAF$ER « 2002 £ 3 A



FE - BRI E PRIRS2S FIB4T SSL, W B S EE A A R, e
M5 E, 1S iPlanet 3RS,

a. "R 2P “Servers (IRS52%) 7 & f o
b. MRS %, A “Manage (G5B 7 48l

c. TESEL WM hili “Security (¢4)” Wik, RN%EHE “Create Database
(BI B ) » i

d. FEMAXIEHE T AA %1 (Web RS A5TE80A) » Badi “OK (FE) -
HE—A DA 8 NI . iPlanet Web JR45#% L2 MU ATIN, L2 154
PR A Bl 3 8 s A R (1 S

5. $47EL FIHIZA K3 ] Sun Crypto Jiidi%s 1000 4 :

# /opt/SUNWconn/crypto/bin/sslconfig

AR IEIE R Web 4545 . ‘&4 iPlanet Web fli4545 5k Apache Web JIl 254 4 25¢
Sun Crypto NI & 1000 Ik, JASR 522 OB BCE SCAFLUR T Sun Crypto g
2% 1000 #x.

6. BEA 1 KHLE iPlanet Web iR55 75 UME SSL, RNtk “Enter” o

Sun Crypto Accelerator Installation

This script will install the Sun Crypto Accelerator
cryptographic modules for iPlanet Web Server

or Apache.

Please select the type of web server you wish to configure
to use the Sun Crypto Accelerator:

1. Configure iPlanet Web Server for SSL

2. Configure Apache for SSL

3. Work with iPlanet and Apache keys

Your selection (0 to quit): 1

¥ 5EF ZRIEFME S iPlanet Web Server 6.0 31




7. PRt A Web IS5 8HLH WML, RA1% “Enter” .

Please enter the full path of the web server
root directory [/usr/iplanet/servers]: /usr/iplanet/servers

8. WREARLL, WERRIHEA v IFHE “Enter” .

This script will update your iPlanet Web Server installation
in /usr/iplanet/servers to use the Sun Crypto Accelerator
You will need to restart your admin server after this has
completed.

Ok to proceed? y

Using database directory /usr/iplanet/servers/alias...
Module "Sun Crypto Accelerator" added to database.
/usr/iplanet/servers has been configured to use

the Sun Crypto Accelerator.

<Press ENTER to continues

9. #EA 0 iBili.
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v R S5 AL

1. @A CLF e ah A B 55 25 -

# /usr/iplanet/servers/https-admserv/stop
# /usr/iplanet/servers/https-admserv/start

2. WK UL, WSS sl “Security (64r) 7 EHF.
FEEN2s 78 “Create Trust Database CHradtn] FHERAE) ” & H .

3. fEZ U MR “Request Certificate (iRIEAS) » H5#%.

= Netscape: wWeb Server, Enterprise Edition ==
File Edit Wiew G0 Communicator Help
< = 3 4 = o &+ & EH
| Back Forward Reload Home Search Metscape Print  Security Stop
] w§ Bookmarks & GoTa 7l
‘ﬂi’;&ém"” integrate I Server Manager
[Preferences| MR (logs\ /Monitor| (VirtualServer Class',  Leqacy Serviets | /|
B
Fequest a Certificate o
Request a Server Certificate

8 New certificate.

Manacje Certificates : e
_ Certificate renswal.
Betuest Yerisian
Certificat
Install VeriSion

Submit to Certificate Authority via:
age CALICKLYS (® cA Email Address: ‘I
T

You can also see a list of available certificate authorities.

Select the module to use with this certificate.

cryptographic Hodule: nobody @ engineering ~

Key Pair File Password: ‘:

Before requesting a certificate, you should read the overview of the
certificate process, and then go through the detailed steps on creating a
correct distinguished name which you should enter below. You will also

nanarata tha nranar autharizatinn lattar that vyon will nea ta nhtbain voor

A5 B aP 2|

)

¥ 55 REMEE iPlanet Web Server 6.0 33
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4. ML F s RS R AU RIE K .
a. %P “New Certificate (Hrdtir1s) ”
G B A] DL E BRI SR K% B AT i Web 57 0] RAE AL G ML, i ikEE
“CA URL” &I, =W, {5k “CA Email Address (CA HLTHIsfEHlb) 7, 3k
Pl F 7 WA I S SR A HL T IR A N L

b. R B o

TR MRS, AU B O H . S0P Em a2
Sun Crypto fii# s 1000, AUESE—ME A user@realm-name [RFLLR .

c. {f£ “Key Pair File Password (&P SCPE%Y) 7 XHGHE, SR i %910
user@realm-name $EfIE%R,

d. WU P BRI ER s A
Requestor Name: 53K IR 15 H
Telephone Number: 1=K [FIIHE &R (5 S
Common Name: {55 # PRI hostname.domain TN Web ¥l i
Email Address: 1K KRGS
Organization: i+ A ¥ Organization [1{A
Organizational Unit: (A6 FAEUEF A W] Organizational Unit 1
Locality: (FJEE) I AR, AEEEZ / Hlx, g gt feir 15 By
P
State: (FIE) AFBhMIAs 2Rk
» Country: HMNFREAL R E S/ #IX 1SO AU, fEiE+ Ly USRI, bl
T
e. ~HHEAPARER, Mili “OK (Fi) ” el #s.
5. FDHE-BHUS A BRETS -
n WGUEPCRHIE IR R Ri%4y CA URL, WHEiERS A8l kiER AL .
w WAL “CA Email Address (CA L lBPfdtahl) 7, 3§47 bR Sl v 7 s
PERES TEHUE TSGR, AR R LA UE A LAY
6. —HARUETS, TR E bk ST be - o
W ARG UE TR AN, DASCA: 2 s it

Sun Crypto fni® 2§ 1000 &= 4<FA P15/ « 2002 £ 3 A



v ARG ARl TS
1. fEZ ML “Install Certificate (CZZEUET) ” Bt
— HAE P YU (K35 Sk IS RAEP, IS H 23 7E iPlanet Web IRZ52%H .

2. WP “Security (&4)” #EWiF, RNTE/HE LS “Install Certificate (ZIIE
1) 7 whi.

= Netscape: wWeb Server, Enterprise Edition |- ]a
File Edit Wiew GCo Communicator Help

< = a & = om o & #

i Back Forward  Reload Home Search Metscape Print  Security Stop
] ¥ Bockmarks & GoTo} 4I4II

‘\En!ijl-;&;ewnr 6.0 integrate I~ Server Manager

/ Preferences ™ /Logs /Moniter /Virtua ServerClass| /Java Legacy Sewlets Seanh

=

Create Database
Request a Certificate Install a Server Certificate

Install Certificate

Certificate For:

Charie Password (® This Server

. Server Certificate Chain

. Trusted Certificate Authority {CA)

i

Manane Certificate:

Feauest VeriSign
Certificate

Select the module to use with this cerlificate.
Install VeriSian
Certificate

tol hic Module: nobody @engineering i
Install CRU/CKL's Croptograp Hedy J

Manane CRLICKL'S

Key Pair File Password: ‘
Micrate Certificate

Enter Certificate Name ONLY if certificate is not for "This Server’.

Certificate Name: ‘I

(@ Message is in this file:

. Message text {with headers):

1 e | e @ or @ 2|

3. BN, R
m Certificate For: This Server
m Cryptographic Module: LI user@realm-name.
m Key Pair File Password: AT LA AL B A user@realm-name L% o

m Certificate Name: ERZHIEN T, EAlLIEHEAE, WEREFRMLIR, ZEHK
P Web 45 #s 2EAlH SSL S RFISAT I FH R U ) UE TS R BH I 44 55

¥ 55 REFMEE iPlanet Web Server 6.0 35



. P “Message text (with headers) (HFbR@RIHECA) 5 KSR i LI UETS .
RO “OK (Be) ” %L, R EMUE- U S RIRIE DRI E] “Message

G Herpo
Bt 2 A s UE S B — BRI R

. ISR A NIRRT, iR “Add Server Certificate (MRS ZSUETS) ” $&4l-

BRI 2 Whos B R, AN HO R sl IR S5 A . Web JIR55 35— ELAR T 5 AR I
AR A B SS A o RN IS BT, Al Web g5 a3 1] SSL, 2% Web k55
AREATARNECE . A U DRI E Web g5 s

36

fid ‘& iPlanet Web Server 6.0

BESR U422k Web [R5 @ IR S5 aR il 15, 000 Web JIR45 @ EATHC & LAfEH] SSL.

fit ‘& iPlanet Web Server 6.0

CAESEE WL i “Preferences (BHGEFR) ” Wi F. ®FELHE LN “Edit

Listen Sockets (gt Wiy ” %,
FAESH T Web R4 282 BI BT A WUrER .

a. Wbl prrBe:
» Port: WENEEIZATIAM SSL 1] Web 5548 0% 1 CEH i 11 443) o
s Security: WEHAN “On (JF) 7,

b. Wili “OK (W) ” HHH M HIX S

7t “Edit Listen Sockets (4% IiWUTEH7) 7 w227 Beh, RN % SR
—/~ “Attributes (JEME) 7 8.

. Yl “Attributes  (JBPE) ” #84%.
. HiA user@realm-name ¥R REGE LW user@realm-name AT -
. NG BT Pk SSL .

T LLERE “Cipher Default” % & . SSL2 8¢ SSL3/TLS. Default XA WnEINK
B e IR RAUR HI .

. N user@realm-name EEEELS, JGUR : Server-cert (WURAE, W]k EERY

HBR) o
“Certificate Name” “7-BUNEIRAAI N 1] user@realm-name By )54
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10.

AR CEFEUE B SA M 2 A vE R, Wil “OK (Bie) » H&Hl.
Wl B “Apply OHD 7 %k, MILXEew, AR Balikss .
. il “Load Configuration Files CJM#ACE SCPE) ” B4 W X L gk o

TR SE 1) 2 ALV 50 Web JIRS5 45 L6 0T L

U SRAE 45 25 S I Bl “ Apply Changes (NSO 7 $4, WI&3H—ANE 1,
PRI S EE AN LU AR, DR $ AT S N AT e 2l 38 ) 7L

3 ) U A R R A R A -

m UChHd “Load Configuration Files CINZHCE S0 7.

m G5 Web k554, Gl “Apply Changes” 4.

. AR SHE P BRAE RIS, IS5 A o

Rafnffe gt ANEi. Wl “Module Internal” $275iY, ) Web k5545 1T
fE A e .

HEL “Module user@realm-name” /N, HANEMEH secadm 1€ realm-name P43
JH T B R

jl it #e % Pl URL FERIBLES P2 R SSL ¥ Web Jlii 5535 :
https://hostname.domain:server_port/
R BRIA server_port y 443.
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o

JA H Apache Web Il 55 %%

AREA G U3 Sun Crypto 2% 1000 475 Apache Web JIl 45 25— [ .

AFAFELLR L
m 939 51 “J3H Apache Web JIiR%5#%”
m 542 B0 “AIEHIE”

JA Hl Apache Web JIl 55 %%

Apache Web Server 1.3.12 Bfi Solaris 8 7/01 #/EEE— i@k, LLF UL AT w4
Apache Web JIR5# A . AR Apache Web %52 11E4I(5 B, 11524 Apache
Web 554 SR .

JAH Apache Web J[R55#%

. @l htepd BEESCHE.

XFTF Solaris £4t, httpd.conf-example XFlHA/E /etc/apache H. EATLL
W SO FAE RO EAT 4 52 1«

# cp httpd.conf-example /etc/apache/httpd.conf

A RS 28 2 B 3 1) ServerName.
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2. 33 sslconfige

# /opt/SUNWconn/crypto/bin/sslconfig

3. %# 2, HLE Apache Web #5525 LA SSL:

Sun Crypto Accelerator Installation

This script will install the Sun Crypto Accelerator
cryptographic modules for iPlanet Web Server

or Apache.

Please select the type of web server you wish to configure
to use the Sun Crypto Accelerator:

1. Configure iPlanet Web Server for SSL

2. Configure Apache for SSL

3. Work with iPlanet and Apache keys

Your selection (0 to quit):

4. $ft Apache —“HEBISCHERTER H 5o
7t Solaris &4t b, WH 4 /usr/apache.

Please enter the directory where the Apache
binaries and libraries exist [/usr/apache]: /usr/apache

5. $iflt Apache HYMCE SCHERTERIOLE -
1 Solaris &% I, %4 /etc/apache.

Please enter the directory where the Apache
configuration files exist [/etc/apache]: /etc/apache

6. MERYOIHE RSA B9
WMREFEACE, LU BIRIPIRAEH sslconfig A2 H.

Do you wish to create a new RSA keypair and certificate request?
[Y/N] :

RGNS I A% “No”, WBk4 5 42 70 “BIguEH” .
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7. ROV H %
WAL HSRAAE, TG

Where would you like the keys stored? [/etc/apache/keys]:
/etc/apache/keys

8. R BT R A AR H R
LA PR A i AN [ PR 28 A ) 3 IS UEAS T SRS AR J (e A5 30

Please choose a base name for the key and request file:

9. R HPIKEEST 512 1 2048 {2 ]

YT KZH Web %548 VR P T, 1024 7 O &2 wes, A Es, wbliz
P A

What size would you like the RSA key to be [1024]7? 1024
Generating RSA private key, 1024 bit long modulus
.......... +Htt+t

...... +Htt+t

e is 65537 (0x10001)

10. GIEEEN) PEM %19,
LG DR s i B el Sk 4s H 0y, B sid sy, Aok Ik
.

Enter PEM pass phrase:
Verifying password - Enter PEM pass phrase:

BE — WINCER A E . B EW, BRI SRS . RIS IR
3.

% 6% 2/ Apache Web fR%3E 41
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IR+

DU N R4 0] 618 Apache Web Jli45-#5 £ | Sun Crypto Jnig#s 1000 4 I 75 1)
WP,

v GIEE1

1. JHESWIRI B 3% PR G UE A5 1 R o

TR AU N B LLUT ) %4 . AR5 AR 7 BUR AL IE A {5 B

» Country Name: H1#>7 R R E 5K / X 1SO A, EIEP LT LAAE,
W B

» State or Province Name: (i) AFBUHMATHIAAK (SN . AR5 %[0
KR

» Locality: C(FJik) drir. HEEL. AWREZ/ HIX, At raiuE1s Lyl
P

» Organizational Name: 145 b W] Organization {H

» Organizational Unit Name: (FJE) B7EUEF A W] Organizational Unit
e

» SSL Server Name: 7BV [ 55 a5 HEEA ) Web 3 1zl

» Email Address: #R#EMIKRGE R

Enter PEM pass phrase:

You are about to be asked to enter information that will be
incorporated into your certificate request.

What you are about to enter is what is called a Distinguished Name
or a DN.

There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter ’.’, the field will be left blank.

Country Name (2 letter code) [US]:US

State or Province Name (full name) [Some-State]:.

Locality Name (eg, city) []:.

Organization Name (eg, company) []:Fictional Company, Inc.
Organizational Unit Name (eg, section) []:Online Sales Division
SSL Server Name (eg, www.company.com) []:www.fictional-company.com
Email Address []:admin@fictional-company.com
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2. W& /etc/apache/httpd. conf 4k
Bifi B 2 S8 A T S HAE B SR R B . e T/ S &k
/etc/apache/httpd.conf AFPME S Sun Crypto IniEes 1000 —#A#H .

The keyfile is stored in /etc/apache/keys/ap6-key.pem.
The certificate request is in /etc/apache/keys/ap6-certreq.pem.

You will need to edit /etc/apache/httpd.conf for the following items:
You must specify the ports that Apache will listen to for

SSL connections, as well as for non-SSL connections. One

way to accomplish this is to add the following lines in

the Listen section:

Listen 80
Listen 443

In the LoadModule section, add the following:
LoadModule ssl module /usr/apache/libexec/mod_ssl.so.1.3.12
In the AddModule section, add the following:

AddModule mod_ssl.c

% 6= 2/ Apache Web fR%8 43



3. WREPEAR 2 VirtualHost, WP SSLEngine, SSLCertificateFile fll
SSLCertificateKeyFile f§4 ¥ 1> httpd.conf Xk, 1E
SSLPassPhraseDialog 482 Io

You may need a virtual host directive similar to
what is shown below:

<VirtualHost _default :443>
SSLEngine on
SSLCertificateFile /etc/apache/keys/ap6-cert.pem
SSLCertificateKeyFile /etc/apache/keys/apé6-key.pem
</VirtualHost>

You must add the following line after all of your VirtualHost
definitions:

SSLPassPhraseDialog exec:/opt/SUNWconn/crypto/bin/sslpassword

Other SSL-related directives and their explanations
can be found in the Sun Crypto Accelerator documentation.

Other Apache-related directives may need to be configured
in order to start your Apache web server. Please refer

to your Apache documentation.

<Press ENTER to continues

AR ER 6 I R D 1, 32 T R AR A LS W] A il 5 BRI HL e AR R

Since you did not create keys, you will need to
make sure that you have a key file and a certificate
file in place before enabling SSL for Apache.

You can create a new key file and certificate request
by selecting the "Generate a keypair and request a
certificate for Apache" option after choosing

"Work with iPlanet and Apache keys" from the
sslconfig main menu.

4. 1RSSR sslconfig kR 0 i

5. M\ /etc/apache/keys/base_name-certreq.pem (I base name {EE5% 8 ik
) SR bR R UE 15 R IR SR UE AL
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. —HAERUET, EEIEUE B 3Cf: /ete/apache/keys/base_name-cert . pem FFPf

FRUE- TR 2% R 15 SC kb o
. K38l Apache Web IR 5525 o

EIECE Y Apache — @I SCfF H3% A /usr/apache /bine WA EAJE M — 3k

SCAEH S, B IERTH X

# /usr/apache/bin/apachectl start

. RoRE, ERA RN PEM %19,

. WL EE R Pl URL fERSEES TR R SSL il Web IR5525

https: //server_name:server_port/
R BRIA server_port 24 443,

%68

& Apache Web BR% 8
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o

W i 12 Wi R B

AREENH Sun Crypto JIIE &% 1000 12 Wl R bs e . o DU LY
m 547 Ti “SunVTS 2 Wi t;”
m 51 5 “Sun Crypto Jlif#F 1000 HebsHERR

SunV'TS & W 414

SunVTS X dcatest fE Sun Crypto /7% 1000 CD Y] suNwdcav WHifeft. &
HAL SunVTS WHAEEAFRIH] 2 441 (41 Solaris #h78 CD L suNwvts
SuNWvtsx 4L , LA Sun Crypto HIFE S 1000 FRFZ AL HT .

RS AT A IS IX S WA e, 35S0 SunVTS SCRY . X 86k a] ALE T
BN RSN Solaris K17 Solaris £+ 78 CD _Ef#) Solaris on Sun Hardware
AnswerBook F13k15 .

EE - LB Solaris Supplement CD _|-%2%% 7 SunVTS 15, A fiiH
SunVTS X 7.

47
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10.
11.

24T dcatest
LB P &1 )34 SunVTsS,

# /opt/SUNWvts/bin/sunvts

H XK SunVTS FIEAN B, 152 1H SunVTS User’s Guide.
PRSI e D24 ] CDE f /" AT B3 T SunVTS.

{£ SunVTS Diagnostic E#E 1M1, % “System Map (FRZMLGH) » ¥ A
“Logical (iZ#) ” B,

TBRALSEREHE , B8 AT B

%FE “OtherDevices (HBik#y) ” ZikhE, AHHEHE “OtherDevices (L 'Ei%k

%) W'SHE, R “OtherDevices (I'eiss) ” 4lbraifa .

B “OtherDevices (I gi¥#%) ” 41k dcatest LIAMYE EHE.

m WRER dcatest, MEFELE 6.

n WRANEIR dcatest, WERGHRELIFREIE . ATLLEFE “Commands (i
2D 7 THETH) Reprobe R4t .

HREVIVE, ESH SunVTS X, W FESE NI 2 R deatest I, 4REPHAT

WK 6,

Hili dcatest W—AS8, RGBT HEZ BB LA R “Test Parameter

Options (MXSEEH) ” o

V& T deatest HIXELEITAELE 49 W “deatest FIMNRSHEED” F-F LU .

WEATHATIE RG> ili “Within Instance Apply (FES:BIMNRIHD » BLdiek

dcatest kL. HHMidi “Across All Instances Apply (¥Wifi LBIRAI) »
UL dcatest WFifa kP56

BT ZEAE S, P HER K, IR[F] “Sun Diagnostic (Sun 2Wi) 7 EH# .

ki decatest —A9:01, Rnfit i IEHE A bREL R “Test Execution
Options (MIAHATIESD) ” o

7R “Test Execution Options G HATIEID 7 i1 5 — M7k 2 il “Options
GEIRD 7 g AE, SRS FdT “Test Executions CIAIAAT) 7 o IXSEHEIF L £ 50
FiA MR IE ] SunVTS #40F. f0EAIE R, 1S 0 SunVTS 30k .

AR EREG, Muli “Apply OMHD ”, SRIVE DS, BN “Sun Diagnostic
(Sun &) ” &,

fuli “Start OFMR) 7 @7 Prkdlliie
il “Stop (F#1k) 7 #RBAT MR

Sun Crypto fni® 2§ 1000 &= 4<FA P15/ « 2002 £ 3 A




dcatest WIS EE%E i

%71 WoRT deatest MMRXSHULIT, W4 48 11 “IZAT dcatest” THFR 6 Jir
W WARBERAEFARHER) “ Configuration (@EEL) 7 X R

%741 dcatest IS EELEDN

EIRE L]

Test_Sel i€ EHEAT I AL 5 (0 R . RS 0, JWIESE AT
e BT B — LD 2 A E. AT LR A A 73K 20 BT
(1 A LI 57 I o FT LU AN D 25 T T B 2 £ 8 A A
BWELATIR. BRINBENR 0.

Info_ Print A B A (INFO 2650 i E. BRINE N “Enable
Gay”

# 72 UHT decatest FlliK.

%72 dcatest FIlliRk

iR ZFR S5 L

ALL 0 PAT T IR

SHOWINFO 1 vt INFO 28 2, 7EMBUE BN SR R R %
3DES 2 I 3DES kit ns .

RSA 4 W RSA 2~ IR NE Y

DSA 32 MK DSA 2 AU .

Random 64 DR BENLA DY BENL S RS2 . it INFO 28 8, R

AR5 1Y

FIRRAE K3 BAE “SunVTS Diagnostic (Sun VIC 2Wi) 7 EE 1) “Test
Messages (U RO 7 DX R A BT SRZ R A 7 4 -

m INFO KW E (WHRAE “Test Parameters CIMRZ%) ” #HAHE 5 Info_Print

I, W HEIEEEE B 75 “Test Messages GHINAVEED 7 X3 -7
“Information Log (fF & HZE) 7 Hridsx.

m FATAL #5528 B L BoRIHAE “Error Log (5% H &) ” 1 “Information Log

FRHE 7 tidsk.

m VERBOSE 2845 GHEE FMRREREERER) {XAE “Test Execution GIA#AT) 7
7 O rp ) VERBOSE &35 i 7n e VERBOSE W BANEEATAT H & rhid % .

BIRFNESE decatest FATAL #5307 B ER B 0] LLE T 25 ] VERBOSE #i
Info Print MEIUIEF.

FT7E WEISHFHRER
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dcatest M ATIEVE

QD%WU\ﬁBé\ﬁﬁﬂxJ\_ﬁ dcatest, A% CDE M5, MTASEERT LATE 21T
FrERPIEE .,

1E 32 fitizH, dcatest IS E /opt/SUNWvts/bin/. fE 64 fitkzH,
dcatest M2 /opt/SUNWvts/bin/sparcv9/.

THIERT 32 P ar & iEk:

/opt/SUNWvts/bin/dcatest -£f [Standard Command-Line Arguments]
[-o [dev=dcan] [,testsel=n] [,infodis]]

BRI MER AT SHUNE X, 1EZ 1 SunVTS Test Reference Manual. HT dcatest
T ANIIRERINE, Pl dE - €0 ] -u TR AR, & -v &
7K VERBOSE & L7765 & I H &R Tk 4 H o AR, WA AT ik
TERINAT A, ke 7-3 i ids

%73 dcatest WTIEVE

S8 L]

dev=dcan 18 BRI & 526, 40 dea0 8¢ dca2. MRAEIEEN, WEGA
24 dca0.

testsel=n e EPATIH IR o, n aTRUEAT 0 F1 127 Z A . W
RAGHEEN, WA 0.

infodis RAZER INFO 2K B, WIAHRELEN . WERAEEEN, BRI Y

Info_Print Enabled.
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Sun Crypto I #% 1000 kB

5 Sun Crypto NI #s 1000 W& 2 H/E RGP 4, i OpenBoot PROM
(OBP) /57 4b8E N show-devs LLR/RISHIR . EWNVAZE RS SR P ERLEBT T
LA BI F LT . SR 945 E Sun Crypto fiies 1000 AR 1M 5.

ok show-devs

/pci@lf, 0/pci@l/pcilO8e,5455@2

7E b, peilose, 5455 4578 Sun Crypto Jiiiss 1000 A8 & 442 . %R _ERA
[, Pk OBP gz Wik 5 AT H

Sun Crypto NS 1000 AL £ KA L i ahiky sk e Hes 4% oy 7 0 s £
Wit R 7925 AR AT, I kstat(IM) fird s i & ks

# kstat -m dca -i 0 -n dca0

module: dca instance: 0
name: dca0 class: misc
3desbytes 3040
3desjobs 5
crtime 65.342725895
dsasign 0
dsaverify 0
rngbytes 10592
rngjobs 187
rngshalbytes 16328
rngshaljobs 327
rsaprivate 9
rsapublic 0
snaptime 106956.467004482

ETE HEDEHAHR 51




WK kstat fF BRRMFE W R “AEL” £ IEK%ES] Sun Crypto HIE A 1000 4.
AL BB T AR A AR, R BOEAE I A 1% F) Sun Crypto g 1000 B InE
PENVAR SR o A RS I ARV SR AR B, SRR Web [ 45445 i e B 50k 45 1)
Web JIR55 5 HCE «

GECTEVRIA SR I R T DT, U R A B A W R I 00 T R et
7T DA o BT

AERE R kstat(IM) R FEIZL / SRR FFGE . XS AR AR AL RS TR 1Y
NI SCRE o 2 SURISE B 44 B2 B TR T AR AL o
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e A

H iPlanet Web Ik 55 %5 & Bl
Sun Crypto 4% 1000 AR

AW bR T A H iPlanet Web il 45454 2 Sun Crypto fIIE#E 1000 B ZAR 1) 22
Sy

AR - AU, AL LT R R G B O B U5 AU

ZNUEROECTY ISR

m 553 U0 “HES IR

m 561 U “RCE M B UL

w 565 BT “REEIFEE K

W A AR

WA B PKCS#11 #2110 (Ul iPlanet Web Ili45%%) 5 Sun Crypto Jii##% 1000 j
15 O R 3 B AR R

Sun Crypto NI & 1000 FREEHEH] & 2 A5 05 v B ME— A7 o A4 w] L
AEZANEY WTARKEE, WP &REZAEY], W 7 9 “HR” %Y
R PRI RIZLZD o 3T ral vk (HA) BiE, Bk, EE: AiE
CHPT B “H Pk 2R Sun Crypto Jii#s 1000 H 7, miEEfESE ) UNIX
M/t UNIX JH P4 F1 Sun Crypto HI## 1000 7 44 2 81 BAT [ i 1) —— 5V K &R .

QUL I R L BORMKZ A0 2K . AT AR5 AN o 20U P k4T 232K
FRIDIE A TT LA AN U (% B M — P 44 52 ] o SRR AT K 40U P 2 0 ) 1B AT A B
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i AR 2R A LA BN B P I BN . 0, SRR D AT DA B AU,
“webserver”, ZGUH T HA RN “nobody” . IXFE, JIFT “nobody” RIR7E
T FAAN AT A I S e R 45 e s A U 145 7

AT DA SRR e A AT P A s Rl A T a0 2. B AR TS ] DAL £ N4
W, W “gml” . YR M CTRE . BN EAEME L T . B, Shdn
WA “webserv” 5 TSR I “webserv” ZARMHFIKF .

HH T H secadm T Sun Crypto NI #s 1000 4538 H F o

AR, FH PR iPlanet Web IR %58

iPlanet Web Jt 55 #5525 H] Sun Crypto NI #E 1000 & FEFI BN, (M “brid4”
FTRAZ AR B EAEA I A G A s A e e B o

Sun Crypto Jiii# s 1000 41 ik 7 A& 4, LUK “@” 775 Gile R Edbrid 4. £ L
TR MY 22 heos i rh, G T AN “webserver”, ‘B RA A “nobody” .
iPlanet Web M4 %% H A5 4, “webserver” I/ “nobody” MIZHIMIkRic 4 N
“nobody@webserver” . RUET . RAE T EEGUELLE 3)) iPlanet Web k4551,
WAE I nobody (%S (BIAEH] secadm G I B E 1D o

ARAC AT SCAF

iPlanet Web It 55 &4l bric  CIRFOGSRIE) Ui s B0k . 4Rl /2 Sun Crypto
I3 &% 1000 A5 BE Gy PR ) 25 7€ I R 7 S 58 e e A il I B

UWERAFAEAE IR S, Sun Crypto Jnidi#s 1000 #ffmt <17 iPlanet Web 55 &
P HERARIC . XA SO0 T, A RS I hrid, drid ol

nobodye@realm-name.

N
B TR GRIANER =AML 17 iPlanet Web 95 #s42 it LU ARid:

m nobody@engineering
m nobody@finance
m nobody@legal

(o, ZAGXLEAFRR AT AT ], HIJ “nobody ™ WAZAE RN H AR A7 AE
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GHEPEES

SR EOATE O, A B RE SC  SERSC RS ATl (T A
(RSCATCAT . iPlanet Web JIRS5 # A S BEAST A i1 iOAR Il . Fif e 48RS SR J7 vk 4
T CRMSEMUFEHESD -
1. 3(ff $HOME/.SUNWconn crypto slots
KRS LZTATF iPlanet Web Al 45 #1247 T 19 UNIX HI )32 B3, iPlanet
Web AR %%l LI AT 25 H 3600 UNIX H P B0 K847, HEXPEHN Ny
PIFAE I .

2. XM /etc/opt/SUNWconn/crypto/slots

/etc/opt/SUNWconn/crypto/slots XA RERINM:, H/ EHRHALT
fE .SUNWconn crypto slots CPFHMAE I,

IR R SO A AR

webserv@engineering
webservefinance

R HRA T4 AR SOPE, AR 54 5T “ARICAEERESCrE” s A I ERIA
Tt

45 iPlanet Web iRk 45 83 BCE A K MARIC A IO TEAIE R, TS ILE 3 .

Mk A iPlanet Web AR 4528232 Sun Crypto /Ni&gE 1000 #f 55
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i secadm

secadm F2/74ME T Sun Crypto HIE#S 1000 [fy 21711,

N TAET Vi secadm Py, THEGIIEREIET 7 Sun Crypto JiiE s 1000 T A
Haxk, f#ilan:

$ PATH=$PATH:/opt/SUNWconn/crypto/bin
$ export PATH

secadm T ELIE:

secadm [-h]

secadm [-y] [-£ filename]

secadm [-y] [-r realm-name] [-u username | -s admin-name] command

W4T /opt/SUNWeonn/crypto/bin/ HiEH.

# A1 /R T secadm T E &0

%A1 secadm &I

IR ax

-h WoR secadm M@ A BIHIEH .

- £ filename M filename BEN—DERE A2 IR

-1 realm-name HF A AN, - EIEA secadm £ realm-name AT
AL A2

-s admin-name AT HmAR. -s I secadm ¥ admin-name £ 1 & %4

DIRGEH DB ER. admin-name V52 UID0 (%) UNIX F
(Ul root) o BFAEPATHALN My 2 2 HTHEAT

-u username T AR, -u T4 secadm UL username G435k, &
SEAEPAT R iy 2 2 AT AT -
% AT A 108 8 FH SRS /s SR A A 1) i & sl ] 2“0
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2 (SN

secadm AJ DA% =P 02T . XS0 B Z RE T2 T 4L 4 secadm. =
G N i By R O e W e W LB e W S L e W - S = P N O 2 '

Fh i A 2

4
fE AT SR, HPEARIE T T AT TFOSEIR 1T secadm IaATI AT 4.
i, LAR i A o AT A7AE U 1) 7 R [P 6 4 shell $&754%

$ secadm show realm

DA i & LURGU B 53 B 0 AT B ok AR R AE TREAU P B ] )™ webservo

$ secadm -r engineering -s root create user=webserv
Password:

Initial password:

Confirm password:

User webserv created successfully.

FEE: fE “Password: C#RY) 7 PLonAbfim A K 5 EOR RS B0 0, 1fifE
“Initial password: (¥JUH#HS) 7 Fl “Confirm password: (N 65) 7 LA
RS, ESROH QU ] .

B iy A 0 BT A i EHARE A RRHE R . (IR T bR dE UNIX shell 1977357 LG
U HY REA T T [

AR

IR, AP IRE— secadm M EEEL—AN R Z AN A B0 ST
ASCII XA, FATEEG M4, ERLEBZN ‘4”7 5. WREE 730
W, secadm NIZEH)GIENZ G ZWATM 1TS54 THIE1T deluser.scr H)
A I T RS Rl

$ secadm -f deluser.scr -y

Mk A iPlanet Web AR4583% 32 Sun Crypto Ni&gE 1000 #f 57



AH R

AL HAEA A RN RELT £ep(1) FEH, — KT — g S AA
SCFF -y 3BT

H secadm Wi A2

secadm &/ A —115 Sun Crypto hHig#F 1000 HidEA7 A8 B a8 5 o A
— i AR R A i CLATRENS SALAT G nT REIEIX 20 TPk, ME— Ui
WD) o ATRMEH] “sh” A0 “show”, {H “lo” WM, B ERER LIRS
“login”, WATLIFKIR “logout” .

T S T A P A A\ i R O

secadm{root@engineering}# show user

User Status

webserv enabled
alice enabled
bob enabled

WA AR o fr 4, 1 shous ATLLSREMARIONE L.
SO fir &0 L R M W

secadm{root@engineering}# lo
Ambiguous command: lo
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/] secadm FEATHIE

V2%, FEi A A HE T A B (10 iy & BRI LUR G BE D3] 7 S0 R BEAT IR

iF. RS E S Sun Crypto NS 1000 HEATHE, A AEHAT il Gl 4T

QU K™ R ANk LU UM P i 7 K8 . O 1 ST
P R AZ T P IS B, I ZRA T SR HEATIRAIE . % A2 7R T RGUE HLO1 AT LA
AP ARy iy 4 55 AT LU AR 4 o

®A2 WK

we b RBEIEH ERIEAR
create user=username ¥ = ARG B
create realm=realm-name & & RGN
delete user=username ¥ P R
delete realm=realm-name & & RGE B
disable user=username ¥ = RGE B
enable user=username ¥ P RGE MR
exit & & 47
login = G M
logout T xT A
passwd P P HF
set realm=realm-name ¥ & ol
show class €T I o
show key J & P
show realm I T 4
show user T 2 REEH R
su j G ARG B
quit I I Eoes
unset realm T I 4

TUAGE I R G OIHMTIAE, SOt UNIX )4, B UID 0 (40 root) FF7E
FORKHZAE ST QI R, RO IR E S . LRSI R B el T
PR BN, DA BR AT .

LUH S By 8%, THBE

secadm{realm-name}> login user=username

Misk A iPlanet Web BR 5528 E 12 Sun Crypto fliE&E 1000 )
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LAURGEA B B Ko, T BREA -

secadm{realm-name} > su

LA P S0y BR G  BE 03 S S5, secadm 71T 4 WoR ST SR . P&
KA E ARG B BUE SR A DOIAE T3 AT I a — A7 4. RS S (>),
ARG AT TAT (#)o WEREAHT LU S slR ST B 3 B X, SCARLLYS
— T B R G T O A s, M SBCREAE BT X S I 2R 25 e AS . n:

secadm> set realm=engineering
secadm{engineering}> login user=webserv
Password:

secadm{webserv@engineering}> su

System Administration Login Required
Login: root

Password:

secadm{root@engineering}# logout
secadm{engineering}>

/2= AN
AT B
secadm 4 EAMIIINGL, BHAEL), EUIAERE AL M 1 o FITHA
<27 g, RO G, T HZATIOEFRE AR <27, LM% 4
e

secadm> create ?
Usage: create {user=<username> | realm=<realm-name>}

secadm> show ?

Sub-Command Description

class Show all realm classes

key Show all key objects in a realm
realm Show all realms

user Show all system accounts
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A 27 et e s K. Bl

secadm> ?
Sub-Command

Description

create Create users and accounts

delete Delete users and accounts

disable Disable a user

enable Enable a user

exit Exit secadm

login Login as a user

logout Logout current session

passwd Change password for a user

set Set current working realm

show Show system settings

su Authenticate as the System Administrator

quit Exit secadm

unset Unset secadm operating parameters
U RARLE A AT B PAR A Wy, e ZidAE “?7 FRTA I I IEAEAL B shell K
fFRER o RAEPRAE )5 Z AT T A& shell % U745
BH secadm FEfP
" LME A NS M secadm IBH: quit Al exit. AT CTRL-D ZH-&8E M
secadm EH .

I

Ny a === St AN >
T BRI A T A da

AU AR A 2E . A PR ORI P SAUEAR O . ATUISANVE IR A A, i 3R
FK A BT B T e XA DS B AEA LT & 5 00 360 1R N RS 7 P R o
A PN By

m NS TREANNHET (U iPlanet Web JIRS2%) 1A% K B2 41

m SR Xkt N R R e AU a4 B T 2.

B TR BN, HEAT LI 2N, FANURESA A i —d )k . il

an, RN webserv G400 36T I 75 B U A2 A0k i 4l U bk
webserv WIRLEZAIEE P,
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1 g Ry

BRI AE T — M KIS A S 5 10 Bk SCHEREL e SR, ZEA0 A0
W, FHEHRWITH create realm 2 IFHeLEaIE MK 2 FK . TTiL MirFea
FIIETS, RGE HE AT IR A ey & i Dh 58 e PRSI, A UNIX
RGE I .

secadm> create realm=engineering
System Administrator Login Required
Login: root

Password:

Realm engineering successfully created.

AT AU A 44, DB . B, S AARRIERTT Cang ol TR D ik
B, fEIXMEILR, RS A finance Ml engineering. fl1:

secadm> create realm=finance

System Administrator Login Required
Login: root

Password:

Realm finance successfully created
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2 AR 45U

secadm — A BEY B — MU AR R A BHAT T Pk o DK 2 By SR T ik P 1) i
A BOREIEEFE DI, ZHEFYUR, THHIA set realm 4, W HHIFR:

secadm> set realm=finance
secadm{finance}>

EFRAU)S, secadm IRINITAERFE S Hh BoRig 4

QSR ANRE TR 210 B e A0, 8T DLKE 27 1 LA A s Dy B (E B A
B Bl B 2 A AR AR shiA 8z Ak 2 g AT P R R G B .
#in:

secadm{finance}> set realm=engineering
secadm{engineering}> unset realm
secadm>

F R P 3 e A0k

O 1 P 445 Sun Crypto M 1000 FSEsh BERR, 1 FLAC 5 Web 5 BLEE
SERREAT A UNIX JH P AR 2RO 2 6, 39 B2 AU e 10 ST
DURSEAP  k BI

secadm> set realm=engineering
secadm{engineering}> su

System Administrator Login Required
Login: root

Password:

secadm{root@engineering}#

UER AN B AN 7, AT LUE R AR KA, “nobody ™ SREE S B EAR R SCAT
MI{E “engineering” YU EIE T “nobody” Jf4 “nobody@engineering”
BOE THM (5% 3-1 P SCH user@realm-name) o

secadm{root@engineering}# create user=nobody
Initial password:

Confirm password:

User nobody successfully created.
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1t Web g5 5 g IIRIBEAT IR, A 200 A P e 5

3.

iii B& — WIS B, BT SIS . R ICEE R

A1) H 45U

AT LU N show realm=realm-name #iy 44\ G 40 )5 B .

secadm> show realm
Realm Name
engineering
finance

B H AR

AR S R A I AU G 4] A SR A G P P R B 1 5 0 A R
Sun Crypto & 1000 24§ SCHF (U HE— U E SUNW_Filesys UK. LA
R AU, A show class W4

secadm> show class
Realm Class

I3 o 4k

ATLUES A delete realm & Jffe (it SRR 1 AUEA% M BR 40K A i i & I
secadm PR EGE / A S E MR U, L QIR WU —FE, R ST B ILA R RAT L
i L HTHEATIIE . 94, SETCIRM R IEAE AL (4. S A5 |, Sl A
Web J 4525 A1 / B4 B 2545 o
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» | Y A A hY
wE I EHEH K

H Pk - $2HE R -HFE P X Sun Crypto i 1000 BEATHAIER J7vE, b Feft 7784
XS — PP 2 — AN PR I 1S ek AR A T I IE R N H R R U )
W I LS — 7 5403 1) ] AR 4 T 56 IE N AR R Vi il o F TR X s dp 4,
IR, T HRSEE I secadm su Ay 28 2L,

i

® K create user A GIEIH S,
M A BSR4 %M create user=username ¥

secadm{root@engineering}# create user=username
Initial password:

Confirm password:

User username created successfully.

B — AN A E . B, BRI SRS . RIS R
3.

ZHHT

ARG B T LIS AU T . RV BLDLLAUA Y show user iy By
LA 2 RTIE R U

® %I show user %,

secadm{root@engineering}# show user

User Status

webserv enabled
alice enabled
bob enabled
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AT secadm login iy 85 (1 AN I AT LU SGZ T (K13 i A28 56 I 4
R, SRJA A REB BB .

® K passwd %

secadm{username@realm-name} > passwd

Enter current password:

Enter Password:

Confirm Password:

Password successfully changed for user username.

iif B& — WAL E . B, BT SIS . BRI ICEE R
3,

Je T B2 T

ST RGE BT LUR HEEE A o BRAE 00N, BEASH #REAE 2R AR R 81
fefop

o TASHIH Ky, %A disable user=username iAo

secadm{root@engineering}# disable user=username
User is now disabled.

X AR KL P BEAT AL (K P AT 2R R (EE s P s AR AS o LM 5 32X
Az SFTE K, D AT (K BAT s TR SRR R Y PR )

® Tk, iEHIA enable user=username i’

secadm{root@engineering}# enable user=username
User is now enabled.
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WA T

o il EMERA ) K delete user W4
FGE L L DA SRR B R 4 bk S 4
5 A B R A S B S . secadm $s R T R A G B 2 BT REAT
&/ BN

secadm{root@engineering}# delete user=username
Delete user webserv? [Y/N]: y
User username deleted successfully.
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M 3%

Manual 7T

At E A4 Sun Crypto M # 1000 K AFFE I H) man GO 3L .
ATLAEHI LA T fir & B T L

man -M /opt/SUNWconn/man page

% B-1 FHFHANH T AT man .

#B1 Sun Crypto I 1000 man 5

man T

5t B

cryptio(7d)

dca (7d)

kel (74d)

kepi (7d)

cryptio WA IKANTE T HI T BEHEAS H R 11 I I 25 i Uy 1r #2256 o
cryptio WENFE RN AUE 25 W HTRE e A% 0 5 7 RE I 0 J2
1t A BEVI W BT S AR 4

deca BLAMENFEF L —A> Sun AR AR M IKEN AR, TR
FEACHEAT: I 5% V7 1) 278

dea WRANFE) P E R U UH % N AR P AL O % PR E M 4 R, A
BEVT 1) BT A e 25

kel B BN Pt — > 2 LRI AN B L, S Sun I $4Y
[T SRR

kel BRANFE) P E R U UH % N AR 7 A% 0 % PR E 4 R, A
BEVT 1) o S IR e 55 -

kepi BAIRENFETF 2 — 2 LRI INEAZ OB, O Sun g
PER IR SRR R A S R

kepi XENTE R A ZUH % N RE P R O % P RE I 0 J A, 4
BEVT 1) o IR e 55 -
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#B-1 Sun Crypto flIZ#2F 1000 man 7T

man B L]

secadm (1m) secadm & Sun Crypto JEZAEHSLHEF. secadm A HFTF
B 5 Sun Crypto AR JCHIMC A K 7 FRETs 2040 e
secadm H T BURURK Y n 2 B A B .

secd (1m) secd THRTH THME secadm NIRRT EL U [0 %5 o
sslconfig(1m) sslconfig #& Sun Crypto JIEEZF 1000 HCE 5 HFLE .
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M 3%

Apache Web flk 55 #& 1] SSL FC B 15

ARPfsEFH T4 Sun Crypto JiE 2% 1000 # AL & Apache Web R4 4511 SSL (¥
454 . NAE http.conf CAFHELERE S . AXIEHMEE, 120 Apache SCHY.
1. sSLPassPhraseDialog exec:program
WEE: A5
AF54 10 Apache Web JIk %5238 HINAZ AT FR & program, LCLSCHE H ORI %05 o
program NAZAFCHE I KA i th B bRl R b
WA AL LRI 30, W program RPAT—IR CESe S 8 21
BEANERY, RS EFTIZAT program. )
program HPATIETI AN SE: 5 —ANSHOL MG AFR, K servername:port g2\
(4 www.fictional-company.com:443) . (i 443 J&3T SSL ) Web %%
A o ) B AN SHOE B S P IS R (keytype).  keytype RTLLZ
RSA % DSA.

AR - BT DER G A SN PAT AT, I LA by Hogb AT vevt,  DARAHE T & A
e try WAMEOL (I tty(3c) Krizn] false) .

Pt IFE ¥ /opt/SUNWeconn/crypto/bin/sslpassword A H T program ¥
TPAT A . AREF B SRR BRSNS, 1 BAER RIS BoR#6,
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RN, FriEft) sslpassword FJ¥2 B a8 R 3O %8S, TTLAE Web IR%5 2%
JEA BN G B P AS EL . B RS P ) R A
/etc/apache/servername : port . keytype .pass AR . WERASCAFALELE,
NFH /etc/apache/default.pass fF. XL SO PN AN S AR I 1)
wh, AT,

AR — WSO ZE AR BEAT RGP, AT Web JIkg5 48 UL G 41247 1K) UNIX )™
ATLVBEECASSC AR o %0 7 B2 HIARHER) Apache User $R-AHCEMIF—H ).

2.

WERARSRE, WECARAE AT NP @I Sun &7 AMEHBRAERAE, 1
HEFH BT sslpassword F21F, DA R G0)H s AYAE . ) fl,

SSLEngine (on|off)

W &R, BRI

AR TR SSL Wrille EHAE BTN AL, B — /MBI 55 & 8
SSL. I —Fis 2

<VirtualHost _default :443>
SSLEngine on
</VirtualHost>

B TR ] 443 (BRYERT HTTPS 3 1) BT R4 #elic & SSL MIfEH . W ATE
1E, WIZEBRATE DL FBEEH .

3.

SSLProtocol [+-]protocol

g AR BT

AFEL MR EAEREAT SSL 9455 Ab RN I 55 s AT AR B 3L
AR C-1 A T LLBEI -

#c1  SSL P

iy HEA

SSLv2 Netscape [¥ 545 S br#E SSL %

SSLv3 SSL MMM SEHTAA, &K 2 HURAT I Web 31 B 38 SCHRE M B

TLSvV1 MHTIEAE B IETF MEAGT ssLv3 IBEHAMAR, 1EARSC 'S I 3R e
F 51 AL B AR

Ex:| JA BT 1l
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ATEMERIIN S (+) BT (-) B neRiBR . flhn, SEEEHIN SSLv2 S, Tl L

R4

SSLProtocol all -SSLv2

BRI A RS AR

SSLProtocol +SSLv3 +TLSvl

4.

SSLCipherSuite cipher-spec
W 4R, BTN, A3, .htaccess

SSLCipherSuite fit-4 1] -HeE w] LU IWELYE SSL i & FL kIl £ 42 Jm M B ol i

PLENIEE D, EAEWIIR SSL BT . 76 H sk,

R IR R 0 o TR P R AR T EO SR i AR Wi B T A
cipher-spec 5% C-2 " I—AHI B 5 B M5

% c-2 WM SSL

‘BAT L SSL

FoiRIC il EAXI] F s MAC ES.)
DES-CBC3-SHA SSLv3  RSA RSA 3DES (168 i) SHA1
DES-CBC3-MD5 SSLv2  RSA RSA 3DES (168 1) MD5
RC4 -SHA SSLv3 RSA RSA ARCFOUR SHA1
(128 £i7)
RC4-MD5 SSLv3 RSA RSA ARCFOUR MD5
(128 fi7)
RC4-MD5 SSLv2 RSA RSA ARCFOUR MD5
(128 £i7)
RC2-CBC-MD5 SSLv2 RSA RSA ARCTWO
(128 fi7)
DES-CBC-SHA SSLv3  RSA RSA DES (56 i) SHA1
RC4-64-MD5 SSLv2 RSA RSA ARCFOUR MD5
(64 £7)
DES-CBC-MD5 SSLv2  RSA RSA DES (56 {i7.) MD5
EXP-DES-CBC-SHA SSLv3  RSA RSA DES (40 fi7) SHA1 FH
(512 1)
EXP-RC2-CBC-MD5 SSLv2 RSA RSA ARCTWO (40 f7) SHA1 5
(512 £i)

M C Apache Web BR$85RY SSL ie B %
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wc2 Al SSL #h

FBHRiC iy HPRX R E 53 oz MAC ESid]

EXP-RC2-CBC-MD5 SSLv3 RSA RSA ARCTWO (40 f7)  SHA1 S5
(512 1)

EXP-RC4-MD5 SSLv3 RSA RSA ARCFOUR MD5 S
(512 1) (40 7>

EXP-RC4-MD5 SSLv2  RSA RSA ARCFOUR MD5 SH
(512 1) (40 §7)

NULL-SHA SSLv3  RSA RSA R SHA1

NULL-MD5 SSLv3  RSA RSA ¥ MD5

ADH-DES-CBC3-SHA SSLv3 DH ¥& 3DES (168 17.) SHA1

ADH-DES-CBC-SHA SSLvd  DH ¥& DES (56 i) SHA1

ADH-RC4-MD5 SSLv3 DH Jc ARCFOUR MD5

(128 i)

EDH-RSA-DES-CBC3-SHA SSLv3 DH RSA 3DES (168 17) SHA1

EDH-DSS-DES-CBC3-SHA SSLv3  DH DSS 3DES (168 {i7) SHA1

EDH-RSA-DES-CBC-SHA SSLv3  DH RSA DES (56 i) SHA1

EDH-DSS-DES-CBC-SHA SSLv3 DH DSS DES (56 i) SHA1

EXP-EDH-RSA-DES-CBC-SHA SSLv3 DH RSA DES (40 1) SHA1 5
(512 1)

EXP-EDH-DSS-DES-CBC-SHA  SSLv3  DH DSS DES (40 fi7) SHA1 FH
(512 1)

EXP-ADH-DES-CBC-SHA SSLv3 DH ¥& DES (40 f7) SHA1 5
(512 1)

EXP-ADH-RC4-MD5 SSLvd  DH o ARCFOUR MD5 FH
(512 1) (40 7))

fr# c2 71, DH 7§ Diffie-Hellman,
% C-3 FI U T HEAEAALL 72 43 LR 4

DSS 85725 44 bt

®c3 SSL A%

& HEA

SSLv2 FA SSL RA 2.0 E s
SSLv3 B SSL A 3.0 %75
EXP A S HH )
EXPORT40 PTAT 40 f7 T H 2 0
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%c3 SSL %

5l& HEA

EXPORT56 PTAT 56 i T H 2% i

LoW BARKJEN T (DES, 40 {7 RC4)

MEDIUM BT 128 {5

HIGH B {# i Triple DES %5

RSA FT A RSA S 5AAC #e [ 4 14

DH BiAq i H Diffie-Hellman 25828 41 (1125 15
EDH B3 4li 1l Ephemeral Diffie-Hellman %845 #i (1) %%
ADH B 1t I 4 Diffie-Hellman 254128 #e 1) %65
DSS B 1 DSS % 5 H) % 05

NULL BT AN e T e ) 2 1

ATLMEE T 2 C-a mh 80 R 00 B ARS8 000

®C4  PUET E LI IR AT

FH EA

<none> KBTI I E) 71 2 o

!
+

B2 e A N B S B — %l AR R
TR AN PR PR LR (AT REZR BRSO
MBI I ER SRS (AT LAR R TE S & hids D

cipher-spec FBRINE 2

SSLCipherSuite ALL:!ADH:RC4+RSA:+HIGH:+MEDIUM: +LOW:+SSLVv2 :+EXP
UEER I RC B BREE 4 CREGIE) 1) Diffie-Hellman 447 %75, ¥ ARCFOUR
HIRSA BN EIEI, RIGECEESNER XN TRIRKE RS .
SSLCertificateFile file

WEE: A2)m. I

AFe4 T4 RS #5452 PEM i f¥) X.509 E 5 SCPFIRIAT
SSLCertificateKeyFile file

W A BRI

A4 H T RS #2182 PEM 4alS A NS SO S . et T H
SSLCertificateFile AN EHIIF.
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7. SSLCertificateChainFile file
W A B
AFG L T8 2 A5 M IR 554 45 8 A2 1K PEM. 4 il 45 19 SCAF IO A7 B T LU H]
Eiﬁ]ﬁb%)ﬂ PUAEHR S5 A UE 5 A 125 LA T R 2 BOBATUAL T4 25 44 I B R 55 4%
{EHZ T HLGIE (SSLverifyClient) B, [RIBE & bk o (e 5% T2 P ALK
WEA R
8. SSLCACertificateFile file
W AR BRI
?IFTE%‘FHT?E%@@%%%WEUM‘@ (CA) IETIHFE . & HURIE A T 10 SR
DA
9. SSLCARevocationFile file
B AR I
ARSI THRE WS CAUEBIHIPIRIFE . 2 WL UER {3 ] SO A &
10. sSLVerifyClient level
WhE: )5, BN, H3. .htaccess

AARAENR a8 LECE 7% HURIE . (VR IEWNEOUT, EAE T RIS A
Fepr g i, AHAESCE MR e AR . )

level I AER C-5 A HIFBEHT

% c5 SSL WiF% WL

%5 L]

none AT HURAE
optional P HLAT REAE A RORAE
require H AL AE A RS

optional no_ca H WU REAHE TS, (AJEREA K

— BN N2 none ¥ require. ERIMEE none.
11. ssLverifyDepth depth
WEg: R, BHFEN. HX. .htaccess

ARIGAF8 7E RE4% FL VR R I NIAE T B RIE PBPEEIR A « QR h 0, NI 525
ZHAET AR, MRS 1, WU HAE T 200t AR 45 2% B R )
CA %4 (i ssncacertificateFile) o {HEEKH YT CA 4L,
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12. sSLLog filename
T AR UL
AFR M THEIE % SSL A B HESCIF. WoAsRE  CBRAMED » WANE R
SSL e (B e
13. sSLLogLevel level
Mhi: AR, BTN

A4 TR SSL H AP FTC S BRI AR . Level fF{E% C-6 31
I

®c6 SSL HEZHMME

B HEA

none ARATH &S, BRI B R 2 BIARUHER Apache #5¢ H &
warn L5 5 R

info ALFEAE B A

trace AL R SR

debug ALFE IR B

14. sSLOptions [+-] option
WEg: R, BHFEN. H¥. .htaccess

AR THCE SSL A5 eIl T LAE R TIin_EANS (+) AUZCRRE IS N 2 4 A ic
B, oE AR () MR ARG P R . RTINS Bk, WA 4
AR LI
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HIiER -7 A IF B .

wc7  AHRY SSL I

IR L]

StdEnvVars Bl — 4 bRERT 5 SSL A1) CGI/SSI s Arw — UM Lf
PR B

ExportCertData FHi SSL_SERVER _CERT. SSL_CLIENT_CERT fll

SSL_CLIENT CERT CHAINn (n=0,1,..) FEAE, X
PEM i i 1) %5 F LA 95 #4EF5
FakeBasicAuth HPHUER R4 (DN) B4 —A HTTP JEARIEH P4, 4%
Ths” UIHEITIAE . & AL SSL %5 ) HLESIE I FH R i) Apache
Yy A FEEIALE], AR P SR AR
Apache B4 SCAF Hb R3X 8 P (R 4% H 2 200487 HI 2% 2% 5
xxj31ZMTZzkVA, BHE “HiG” —RMNEELX (crypt(3e)).
StrictRequire tH 14648 sSSLRequireSsL swifililifrdEik Vi), R Satisfy Any
HEHERAATE, SEHARS, ok,

15. SSLRequireSSL

7N directory, .htaccess

BRARAEA] HTTPS, WA AR S E Hox Vs o T LT E ok B 1R iR,
G A H SR A A3 BRI UEAN AR I 1 15 ) o
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#£)% [ Sun Crypto JHiE#% 1000 Hfif
FIFRI DY R

A1 18 Sun Crypto B &5 1000 P F . AT FH R HELE OpenSSL e 78 Wy HI 2
Fe LARII Sun Crypto Jiss & i In 25 Inid Dy e i) 44t o

AR — AR O A AR AR LUE ] Sun Crypto s 1000 ZAEFF KI5 5
SERTRIE R AL, AEAT M IEXURAT AT SC R RE . SRPEAE B o% 5 DU Ay X
KREA PG, FADT AR BAE AR WRETTE Sun SCREIMRRTT R, Y
Sun VIR ET R, TS TS SR

TEAA G 2 AL T it Sk SCHFMTRE P (1) SUNWerys1 B4,

WAOR S N TR P AT HE B, BIRA] /opt /SUNWeonn/crypto/include HHIk
SO, UG PR bR R A Sk S

-I /opt/SUNWconn/crypto/include

TiAh, WU EERRE AT, LS AN R ST . K24 OpenSSL 4
NAFEFFSIH liberypto.a B 1ibssl.a FFE, lEHMEFEESIH. [FH,
AL S Sun INEFEFE . S Bew] DU R T i B B bR s

-L/opt/SUNWconn/crypto/lib -R/opt/SUNWconn/crypto/lib \
-lcrypto -1ssl -lcryptography -lnvpair

HEE: KR r X T A www . openssl.org F#if] OpenSSL 27 %
gD AR FTH OpenSSL N FH AR 5 A 2 -
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e E

FiA% Sun Crypto JiiE s 1000 i

AFNEA T Sun Crypto B &5 1000 AR KA [F] KRS o
AP SR AL HG LR &

m 5581 BT “YE G

m 582 T ALK

m 5582 BT “HIJEEIKR”

m 583 U “HIEEALE”

.|
/BN
®E1  WHRA)
Rt nE WE (%)
KA 6.875 i~} 174.625 =K
i JE 4.2 Hisf 106.680 ==K
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2% I RA%

®E2 O

i s
PCI I 33 MHz =¥, 66 MHz
TN CFF 33 MHz 8¢ 66 MHz I %1 3.3V 5 5V 1) PCI 2.1,
PCI o 2k 58 )& 32 {1k 64 41
|
\ .
SN
®E3 HHIFZDR
iz g
K UykE 10W @ 5V
700mW @ 3.3V
R % 5V +/-5%
33V +/-5%
AR 2A @ 1.8V
150mA @ 3.3V
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7R RE)

®E4 BRI

& TENE g
i 0° % 70°C, 32° & 160°F  -65° % +150°C, -85° & 300°F
AR 5% & 85% (A ED 0% 95% (dEA4#ED
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M 3%

Third-Party Licenses (2 = J5VFn])

Some portions of Software are provided with notices and/or licenses from other
parties which govern the use of those portions.

OPENSSL LICENSE ISSUES

The OpenSSL toolkit stays under a dual license, i.e. both the conditions of the
OpenSSL License and the original SSLeay license apply to the toolkit. See below for
the actual license texts. Actually both licenses are BSD-style Open Source licenses. In
case of any license issues related to OpenSSL please contact
openssl-core@openssl.org.

OpenSSL License
Copyright (c) 1998-2001 The OpenSSL Project. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are
permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this
list of conditions and the following disclaimer in the documentation and/or other
materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display
the following acknowledgment: "This product includes software developed by the
OpenSSL Project for use in the OpenSSL Toolkit. (http://www.openssl.org/)"

4. The names "OpenSSL Toolkit" and "OpenSSL Project" must not be used to endorse
or promote products derived from this software without prior written permission.
For written permission, please contact openssl-core@openssl.org.

85



86

5. Products derived from this software may not be called "OpenSSL" nor may
"OpenSSL" appear in their names without prior written permission of the
OpenSSL Project.

6. Redistributions of any form whatsoever must retain the following
acknowledgment: "This product includes software developed by the OpenSSL
Project for use in the OpenSSL Toolkit (http://www.openssl.org/)"

THIS SOFTWARE IS PROVIDED BY THE OpenSSL PROJECT “"AS IS" AND ANY
EXPRESSED OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO,
THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE
OpenSSL PROJECT OR ITS CONTRIBUTORS BE LIABLE FOR ANY DIRECT,
INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF
THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF
SUCH DAMAGE.

This product includes cryptographic software written by Eric Young
(eay@cryptsoft.com). This product includes software written by Tim Hudson
(fh@cryptsoft.com).

Original SSLeay License
Copyright (C) 1995-1998 Eric Young (eay@cryptsoft.com) All rights reserved.

This package is an SSL implementation written by Eric Young (eay@cryptsoft.com).
The implementation was written so as to conform with Netscapes SSL.

This library is free for commercial and non-commercial use as long as the following
conditions are aheared to. The following conditions apply to all code found in this
distribution, be it the RC4, RSA, lhash, DES, etc., code; not just the SSL code. The
SSL documentation included with this distribution is covered by the same copyright
terms except that the holder is Tim Hudson (tjh@cryptsoft.com).

Copyright remains Eric Young's, and as such any Copyright notices in the code are
not to be removed.

If this package is used in a product, Eric Young should be given attribution as the
author of the parts of the library used. This can be in the form of a textual message
at program startup or in documentation (online or textual) provided with the
package.
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Redistribution and use in source and binary forms, with or without modification, are
permitted provided that the following conditions are met:

1. Redistributions of source code must retain the copyright notice, this list of
conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this
list of conditions and the following disclaimer in the documentation and/or other
materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display
the following acknowledgement: "This product includes cryptographic software
written by Eric Young (eay@cryptsoft.com)" The word 'cryptographic' can be left
out if the rouines from the library being used are not cryptographic related :-).

4. If you include any Windows specific code (or a derivative thereof) from the apps
directory (application code) you must include an acknowledgement: "This
product includes software written by Tim Hudson (tjh@cryptsoft.com)"

THIS SOFTWARE IS PROVIDED BY ERIC YOUNG AS IS" AND ANY EXPRESS
OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE AUTHOR OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT
NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;
LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER
CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)
ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF
ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

The licence and distribution terms for any publically available version or derivative
of this code cannot be changed. i.e. this code cannot simply be copied and put under
another distribution licence [including the GNU Public Licence.]

“lan Fleming was a UNIX fan!
How do I know? Well, James Bond
had the (license to kill) number 007,
i.e. he could execute anyone."

-- Unknown
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MOD_SSL LICENSE

The mod_ssl package falls under the Open-Source Software label because it's
distributed under a BSD-style license. The detailed license information follows.

Copyright (c) 1998-2000 Ralf S. Engelschall. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are
permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this
list of conditions and the following disclaimer in the documentation and/or other
materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display
the following acknowledgment: "This product includes software developed by
Ralf S. Engelschall <rse@engelschall.com> for use in the mod_ssl project
(http:/ /www.modssl.org/)."

4. The names "mod_ssl" must not be used to endorse or promote products derived
from this software without prior written permission. For written permission,
please contact rse@engelschall.com.

5. Products derived from this software may not be called "mod_ssl" nor may
"mod_ssl" appear in their names without prior written permission of Ralf S.
Engelschall.

6. Redistributions of any form whatsoever must retain the following
acknowledgment: "This product includes software developed by
Ralf S. Engelschall <rse@engelschall.com> for use in the mod_ssl project
(http:/ /www.modssl.org/)."

THIS SOFTWARE IS PROVIDED BY RALF S. ENGELSCHALL “AS IS" AND ANY
EXPRESSED OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO,
THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL RALF S.
ENGELSCHALL OR HIS CONTRIBUTORS BE LIABLE FOR ANY DIRECT,
INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE)ARISING IN ANY WAY OUT OF
THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF
SUCH DAMAGE.
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