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Declaration of Conformity

EMC
Compliance Model Number: ~ DEIMOS
Product Family Name: Sun Crypto Accelerator 1000 (X6762A)

European Union
This equipment complies with the following requirements of the EMC Directive 89/336/EEC:

EN55022:1998 /CISPR22:1997 Class A
EN55024:1998  Required Limits (as applicable):
EN61000-4-2 4 kV (Direct), 8 kV (Air)
EN61000-4-3 3V/m
EN61000-4-4 1 kV AC Power Lines, 0.5 kV Signal and DC Power Lines
EN61000-4-5 1 kV AC Line-Line and Outdoor Signal Lines
2 kV AC Line-Gnd, 0.5 kV DC Power Lines
EN61000-4-6 3V
EN61000-4-8 1A/m
EN61000-4-11 Pass
EN61000-3-2:1995 + Al, A2, Al4 Pass
EN61000-3-3:1995 Pass
Safety

This equipment complies with the following requirements of the Low Voltage Directive 73/23/EEC:

EC Type Examination Certificates:
EN 60950:2000, 3rd Edition
IEC 60950:1999, 3rd Edition

Supplementary Information

This product was tested and complies with all the requirements for the CE Mark.

/S/ /S/

Dennis P. Symanski DATE Peter Arkless DATE
Manager, Compliance Engineering Quality Manager

Sun Microsystems, Inc. Sun Microsystems Scotland, Limited

901 San Antonio Road, MPK15-102 Springfield, Linlithgow

Palo Alto, CA 94303-4900 U.S.A. West Lothian, EH49 7LR

Tel: 650-786-3255 Scotland, United Kingdom

Fax: 650-786-3723 Tel: 0506-670000  Fax: 0506-760011
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Regulatory Compliance Statements

Your Sun product is marked to indicate its compliance class:

e Federal Communications Commission (FCC) — USA

* Industry Canada Equipment Standard for Digital Equipment (ICES-003) — Canada
* Voluntary Control Council for Interference (VCCI) — Japan

® Bureau of Standards Metrology and Inspection (BSMI) — Taiwan

Please read the appropriate section that corresponds to the marking on your Sun product before attempting to install the
product.

FCC Class A Notice

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions:

1. This device may not cause harmful interference.
2. This device must accept any interference received, including interference that may cause undesired operation.

Note: This equipment has been tested and found to comply with the limits for a Class A digital device, pursuant to Part 15 of
the FCC Rules. These limits are designed to provide reasonable protection against harmful interference when the equipment
is operated in a commercial environment. This equipment generates, uses, and can radiate radio frequency energy, and if it is
not installed and used in accordance with the instruction manual, it may cause harmful interference to radio communications.
Operation of this equipment in a residential area is likely to cause harmful interference, in which case the user will be required
to correct the interference at his own expense.

Shielded Cables: Connections between the workstation and peripherals must be made using shielded cables to comply with
FCC radio frequency emission limits. Networking connections can be made using unshielded twisted-pair (UTP) cables.

Modifications: Any modifications made to this device that are not approved by Sun Microsystems, Inc. may void the
authority granted to the user by the FCC to operate this equipment.

FCC Class B Notice

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions:

1. This device may not cause harmful interference.
2. This device must accept any interference received, including interference that may cause undesired operation.

Note: This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to Part 15 of
the FCC Rules. These limits are designed to provide reasonable protection against harmful interference in a residential
installation. This equipment generates, uses and can radiate radio frequency energy and, if not installed and used in
accordance with the instructions, may cause harmful interference to radio communications. However, there is no guarantee
that interference will not occur in a particular installation. If this equipment does cause harmful interference to radio or
television reception, which can be determined by turning the equipment off and on, the user is encouraged to try to correct the
interference by one or more of the following measures:

* Reorient or relocate the receiving antenna.

* Increase the separation between the equipment and receiver.

* Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.

¢ Consult the dealer or an experienced radio/television technician for help.

Shielded Cables: Connections between the workstation and peripherals must be made using shielded cables in order to

maintain compliance with FCC radio frequency emission limits. Networking connections can be made using unshielded
twisted pair (UTP) cables.

Modifications: Any modifications made to this device that are not approved by Sun Microsystems, Inc. may void the
authority granted to the user by the FCC to operate this equipment.



ICES-003 Class A Notice - Avis NMB-003, Classe A

This Class A digital apparatus complies with Canadian ICES-003.

Cet appareil numérique de la classe A est conforme a la norme NMB-003 du Canada.

ICES-003 Class B Notice - Avis NMB-003, Classe B

This Class B digital apparatus complies with Canadian ICES-003.

Cet appareil numérique de la classe B est conforme a la norme NMB-003 du Canada.
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BSMI Class A Notice

The following statement is applicable to products shipped to Taiwan and marked as Class A on the product compliance
label.
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A2 F AL E A = ] B 2
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fifi - Sun Blade™ 1000
Sun Enterprise™ 220R, 250, 420R, 450
Sun Fire™ 280R, V480, V880, 4800, 4810, 6800,

Sun Netra™ T1 AC200/DC200, 20, t 100/105, t 1120/1125
t 1400/1405

Sun Ultra™ 5, 10, 30, 60, 80

PRAEIRLE Solaris 8 7/01 5 S A KATIR
Solaris 9 B LA KATIR

PCI fdifli 32 fEk 64 fi
33 MHz 5% 66 MHz

A iPlanet Web Server 4.1 SP9. 6.0 SP1 & Apache Web Server 1.3.12.
1.3.22

1217 iPlanet B Apache Web JR55#5% & i (M % MHME A ME T

EE - 5412 X iPlanet Web Server 4.1 5 6.0 I}, a7 SP 5 (SP9 5L SP1) .
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#13  Sun Crypto HIH & 1000 A4 1 Solaris 8 EAME/F

f&*MEFF ID L]

110383-01 libnvpair

108528-05 KU-05 (nvpair SZ#F)
112438-01 /dev/random

B - WAREST AL Apache 1.3.12 Web JIig5 2%, #IE 020256405 A 109234-02 (1]
BAMET .

% 1-4 ZI UL T HEEEIY Solaris 8 (B #MNET -

#1-4  Sun Crypto NIE#A 1000 FKAFHEFF K Solaris 8 15 4ME/F

1842 ID L]
108528-13 KU-13 (nvpair ZABHERF)
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ARF A QU %%¢ Sun Crypto A 1000 AEAFFIERAT o AT ALFRLLR JLAT:
m BB 7 U0 CARINERAEY
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M) 225

“%%¢ Sun Crypto HHI Ay 1000 B i ZERF R A R Ge 1 I I T 2o 22k i 1)
DR — B2 OD B AT R BAR R U], T S IS ) R Gbl FY A SR

AR

ARSI e RGEREI BEWISC P SEL, WP, S IREI IR SEALAL

JCo

. BREIAS AN PCI GRS (4T HE 64 i 66 MHz [FHiHE)
N Y ki e (O R T p B s R A R BU s P k3 L N g [T
. )1 Phillips $222JJ#1I ' PCI kY 36 M iRe2

TRAF U IR 22 U AV IR 5 o [ ST

. HAEIME Sun Crypto hdas 1000 Beipilsk, F NGRS DI, A PCI RS,

Rl I S 8 AR 22

L EPTE BRI, EERE IR IO RGO
. A ok PEAFFALHIA show-devs iy, KRN 23 I :

ok show-devs

/pci@lf,2000/pcil08e, 5455@l
/pci@lf,4000/pcil08e,5455@5

/pci@lf,2000/pcilo8e,5455@n 17K WK B2 m B4 RAE IR RGH I REHbR
HH XAE—AT .
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Sun Crypto JIIE#F 1000 22 HAF

Sun Crypto M & 1000 % B Sun Crypto M & 1000 CD 2k, %75 2 M
SunSolve Web ufi il F 8B AMEFF: A7 RKEAEE, HS WA 5 00 “45 7 M 1& 4 Fe
}_‘%—‘” .

AT

CCRAERUR 1.1 TS MBR A3 Sun Crypto MiEZy 1000 fiiAs 1.0 k. fEHILLF G4 kM
A iR AS 1.0 Bkl :

# pkgrm SUNWcrysl SUNWdcav SUNWdcar SUNWcrysu SUNWcrypu SUNWcrypr
SUNWdcamn SUNWcrypm

. I Sun Crypto JIZZ 1000 CD i A 15 RELHEH LR CD-ROM K75 o

n WERRGIELEIZAT Sun Enterprise Volume Manager™, ‘& HZK CD-ROM “%:%¢
3| /cdrom/cdrom0 Hxk.
m WA RGKRIZAT Sun Enterprise Volume Manager, 1%L F 77753\ CD-ROM:

# mount -F hsfs -o ro /dev/dsk/c0t6d0s2 /cdrom

% 2E %I Sun Crypto fNiEES 10004 9



W SAE /edrom/cdromo HagH & R LU ORI H 5% .

%21 /cdrom/cdrom0 HH )

X#HHBF nE
Copyright 2 [ W A
FR_Copyright 1 ERAB A
Docs Sun Crypto Inid & 1000 HhRA 1.1 22451 48
Packages % Sun Crypto I # 1000 #
SUNWcrypr Iz Al

SUNWcrypu N A H ST FH R P R R
SUNWcrysu Apache ] SSL 3¢ (H/#)

SUNWcrypm kg2 ES

SUNWdcar DCA Crypto %% (Root)

SUNWdcamn DCA Crypto M1 5T

SUNWdcav DCA Crypto MN#E#sH] SunVTS Wik (/)

SUNWcrysl SSL JF R T HFIE (A

IAETHRIHS Apache HIE Web k45 #5122 4% suNwerysu .

SAETH R E B 4% 2] Apache Web R 558510 53— (ASZRF) BRI 22 suNwerysl #
(RO

AT RIVEAT SunVTS™ MR 223 suNwdeav B, B2 suNwdeav AL,
WIBEE SunVTS 4.4+ 4.5+ 4.6 8% 5.0.

3. WL BEACL T MR

# c¢d /cdrom/cdrom0/Packages
# pkgadd -4 .

4. WRAKIERIERILAE, WiafT pkginfo .

# pkginfo SUNWcrypr SUNWcrypu SUNWcrysl SUNWcrysu SUNWcrypm SUNWdcar SUNWdcamn
SUNWdcav

system SUNWcrypr Cryptography Kernel Components

system SUNWcrypu Cryptographic Administration Utility and Libraries

system SUNWcrysl SSL Development Tools and Libraries

system SUNWcrysu SSL Support for Apache

system SUNWcrypm Cryptographic Administration Manual Pages

system SUNWdcar DCA Crypto Accelerator (Root)
system SUNWdcamn DCA Crypto Accelerator Manual Page
system SUNWdcav SunVTS Test of DCA Crypto Accelerator
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5. (WIE) S & CHOMMRARYE, B LLIEAT preconf s WAL T2
Sun Crypto HEds 1000 B, W& Bx247, W NHIPs.

# prtconf
pcilo8e, 5455, instance #0
pcil08e, 5455, instance #1

6. (k) 817 modinfo id, FFE MM,

B2, RAEIEME Sun Crypto NIE A 1000 BHAT IS HAE 2 J5, A2 mael s
kel Fl cryptios

# modinfo | grep Crypto
130 1033e946 6dfo 79
131 1030240c 2d93 -
132 10313ac8 131e -
135 103178be 8684 82

cryptio (Cryptographic IOCTL v1.58)
kcl (Cryptographic Library v1.64)

kcpi (Crypto Provider Interface v1.27)
dca (PCI Crypto Accelerator v1.156)

N

ER BT s

%22 HIHT Sun Crypto M 1000 FRATKIBRIN 223 pr G g (¥ H 3% .

%22 Sun Crypto N 1000 H g

B &
/etc/opt/SUNWconn/crypto/realms Al A P B
/opt/SUNWconn/crypto/bin N AR ] AT A
/opt/SUNWconn/crypto/1lib NP R
/opt/SUNWconn/crypto/sbin A REHE T AT SO

B 2-1 SR IR I L8 H SR MO K RIS o

i
N
i

4% Sun Crypto MNiEZE 1000 1R 11



/etc /opt
/opt
/SUNWconn
/SUNWconn
/crypto /crypto
/rTalms
i w41
/Fin /inLlude /}ib /4an /SFin /751
R N—— 5 p i SR Apache
ATHAT P RIS || RIIRITEE | T AT | | RE

2-1  Sun Crypto NIEEZE 1000 H gAML

/N

M 5 A A

WA T AU, A Z5UFE I B B 2 T e I B AU S S 64 UL “MHBRGUEL” .
DR R QR T, AT DA D B S TC i R 2 T LA A P AR 4. I 5 |

Ml 2R Web RS54 A1/ B BRI 55 4% o

BIR — MIER Sun Crypto M #: 1000 BT HT, ELHEENAEM 25 Sun Crypto

N 2E 1000 B—H Y Web RS 25, &I, X2 Web IR 4528 70K Hovk LA .
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v HHER A

o (g, i pkgrm fir A SUMBR G2t Bk H o

s AT ek 2

iit BIR — WRENRA LA PRI IR . AT IR AR A, )2 S AR S

IR LR T AT AL, N2 BT AT IR -

# pkgrm SUNWcrysl SUNWdcav SUNWdcar SUNWcrysu SUNWcrypu SUNWcrypr
SUNWdcamn SUNWcrypm

AR — B Sun Crypto MIE#S 1000 A1 SunVTS Mk (SUNWdcav) Ji7, Wk
SunVTS CEIEAT, WA F MRS, LA Ral fmEt. A oCEgE R, 1520
&1 SunVTS 3CHY,

¥ 2E %% Sun Crypto /NiEEE 1000 4K 13
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4 iPlanet Web k%528 jg H

AFEAN AU H] Sun Crypto N & 1000 Ht5 iPlanet Web g% ds— FEH] . A wfL
FELLR LAY

m 0515 U0 R

516 T “ QI IR U

% 18 7 “J3 M iPlanet Web Jlg5#s it ”

BR

Ay

76 )31 iPlanet Web JR45 5% ((WS) R, A ZsREHAUABTL. % 51 (4%
FYHEAT T 300, A% i S A T B B R .y AN A N A AN B, 3 2
% 3-1o

15



%31 iPlanet Web R4 %% 23K 1% 1L

AT L

iWS & il 55 %8 JA 7)) iPlanet % BEARSS 25 I FF 2. ZEMDAE W E iPlanet I /1AL,

Web R55-28 0] {5 TE 22T R BN N2 B T2 . 183 iPlanet Web 44 21

it g TR 25 B0 228 AT A5 B0 PR A P Y o U SRAE T 4R 15 22 25 31 9 35 n
B b A SR A A B

RGEH N PAT secadm BBREAER 2. 1XJ& root MBI UNIX EHLE (-

user@realm-name

Solaris AL L 55— UID #ik/*. O
12 430N 3) Sun Crypto NI 2% 1000 Bk 5% . 1] secadm
QAT 7 B MBI R o R SRAIE TN I 13 2 e 3]

user@realm-name
DR b I A 2SR AT A% 0

16

1 3 I I ek

LMY iPlanet Web k4% a4 — kA A, BAZ050 BB IF AR Atk SR A i R X RE

il WA BE 2 D> — AN GUAT— Ao AT RGN TEA R, WS M A.

v QU IR AR

1. MEOREEMAR XA, W8 Sun Crypto NIEZF 1000 1 H H A B2 3% 4%, Bilin:

S PATH=$PATH:/opt/SUNWconn/crypto/bin
$ export PATH

2. Jil] secadm FHFET:

S secadm

Sun Crypto #NiESE 1000 HRAA 1.1 REESRF1ERE « 2002 F 6 A




3. i secadm Sz AT GIH BB :

secadm> create realm=realm-name
System Administrator Login Required
Login: root

Password:

Realm realm-name created successfully.

4. HH BB

K] 4 AAE Sun Crypto B #s 1000 (kPR T H AL L Web lids ds2E e
IBATIY UNIX A A o 22 G 220 35 IR 2005 B 24 i ) AR 4k A
ARGV G E %

QU R, S 20 e B A L

secadm> set realm=realm-name
secadm{realm-name}> su

System Administrator Login Required
Login: root

Password:

secadm{roote@realm-name} #

5. MR L AU T Ll T 44 nobody ik fu e BLARRY SOk A7 6
PEANE L, WiB WSS 55 oL “HRRSSCPE” o

secadm{roote@realm-name}# create user=nobody
Initial password:

Confirm password:

User nobody created successfully.

1E Web HRZ54% A8 3D HHRI BEATIOAERS, DA H b %0 . X J& user@realm-name %15

iii BN — USRI E . WA, SUCETT Y] TR IR 4R
2.

6. B} secadms

secadm{rooterealm-name}# exit

$£3E JAiPlanet Web FRERERIR 17



& H iPlanet Web Hik 4% %3 i ik

ZHH] iPlanet Web k45 4%, Bzl LA N AR, P B s EAT VRN U]
%%% iPlanet Web JIR%5#%

g P A Bl P

WRIE .

&3 L

il & iPlanet Web R55 %%

—_

A

iii BN — UL DB P AT . I, AT e S R A

m WA iPlanet Web Server 4.1, 1524 4
m UEREMEH iPlanet Web Server 6.0, 15# 25 5

=7
B,
=7
B,

18  Sun Crypto fRIE&R 1000 #RAEA 1.1 REESM PR * 2002 £6 A



A}

ZLERACE iPlanet Web Server 4.1

REEA B 2B AL E iPlanet Web Server 4.1. ARFEAFELLR JLAY:
m 5F 19 U “22%E iPlanet Web Server 4.1”
m P26 0 “FlE iPlanet Web Server 4.1”

‘27%% iPlanet Web Server 4.1

WA e AT IX 820 B, 5 R iPlanet Web R4 8B EA 1R S, 155 W
iPlanet Web JIR%5 %% 304 .

v ‘%% iPlanet Web Server 4.1

1. F# iPlanet Web Server 4.1 %1,
AT MBLE URL #6511 Web [ 55 #% BT
http://www.iplanet.com
2. ‘2% Web IS5 .
ARSI T — NI RIBE], AT LLYRE X Web IR 55 de BT AN R IO ECE . RS54 I ERIA

[ S TS /usr/netscape/server4

f£ iPlanet Web 55 #s 2B W] 12 32 BN BR A . AP AT X LE BN AR . W 2R vk e
R JZRAEA R AL R, S5 I e fr

3. BITZERT .

19



4. LA P PR .
BRULT$&oRsh, i ke I, Rn] DL 2 BRAH -
a. WALBEA ves FIREIEZ Y Fko
b. A EREN hostname.domain.
. KA iWS IR SS 2 AR IR .
d. Rk, HemlgEgE,

v A S EE

1. FEhAT Bk 55 45 o

# )43l iPlanet Web Server 4.1, 5L T4 (MAL¥ startconsole EN setup
WRKIEAT) -

# /usr/netscape/server4/https-admserv/start
iPlanet-WebServer-Enterprise/4.1SP9 BB1-08/23/2001 05:50
startup: listening to http://hostname.domain, port 8888 as root

SR A T TR B RS IR S5 25 (8 URL.
2. @ FTIF Web RIBEZRIFHALL T %K K18 iPlanet 45 BIUIR 5525 -

http://hostname.domain : admin_port

FEFHY A 1 AP N IS8T a2 I I PRI WS A5 BRI S5 4 1 )7 44 A

AR — WRIEL iPlanet Web k45 8 5 FR R FH TEHA K B, WHIA admin —1d1E
Sy ID 5% iWS B HRS w1 42

3. Hifli “OK” .
4. Q5 Web JIit 55 2 52 Bl vl 15 8ot s

BUFRTZ A Web RSS2 52 FH 24tk o i SEIXFE, XA Web 45 2% S F 2
I 1-4.

EE - RS RS g LIEAT SSL, W BEE AT A FE R R, R
5, 1EZR iPlanet 3CHY.
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a. Wi Bk SS &Y “Servers” ZEHF o
b. MRS A, ARl “Manage” $4Hlo
c. fESEML WMy tili “Security” Wi, SRJGkFF “Create Database” ff#%.

d. FERIASXHEHEP A %6 (Web I35 5 8diAs) > Radali “OK” .
WA 8 NPT . iPlanet Web 55 L 2 &g AT, W LUE
ERIA BN N A .

5. YUATLL FIHIAS E3] Sun Crypto M2y 1000 7 :

# /opt/SUNWconn/crypto/bin/sslconfig

VLA SR f L £8 Web %5 #% . ‘B4 iPlanet Web JIk %5 #5 5 Apache Web It 45 % 3¢
Sun Crypto I &% 1000 M. BIASSR 5 2 BT B SCHELLUR T Sun Crypto Inidgis
1000 #.

6. BEA 1 KLY iPlanet Web JIR5523LME ] SSL, R )% Enter.

Sun Crypto Accelerator Installation

This script will install the Sun Crypto Accelerator
cryptographic modules for iPlanet Web Server

or Apache.

Please select the type of web server you wish to configure
to use the Sun Crypto Accelerator:

1. Configure iPlanet Web Server for SSL

2. Configure Apache for SSL

3. Work with iPlanet and Apache keys

Your selection (0 to quit): 1

7. $ERIHIA Web JIR 55 SR H ki1, SR)51& “Enter” o

Please enter the full path of the web server
root directory [/usr/netscape/server4]: /usr/netscape/server4

$4EF REIEE iPlanet Web Server 4.1 21



8. WUREARS:, WIS RN v JF& “Enter” o

This script will update your iPlanet Web Server installation
in /usr/netscape/server4 to use the Sun Crypto Accelerator
You will need to restart your admin server after this has
completed.

Ok to proceed? [Y/N]: y

Using database directory /usr/netscape/server4/alias...
Module "Sun Crypto Accelerator" added to database.
/usr/netscape/server4 has been configured to use

the Sun Crypto Accelerator.

<Press ENTER to continue>

9. BEA o iBilio

v RIS AR UE TS

1. L HEA CLF a4 Sl gh i B 55 45«

# /usr/netscape/server4/https-admserv/stop
# /usr/netscape/server4/https-admserv/start

2. WHORIRSGS SRUETS > Wi SEL W0 “Security” I F o

BiRl < E7R “Create Trust Database” % H .
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3. EHEFHEPIY) “Request a Certificate” #¥#%.

MNetscape: Web Server, Enterprise Edition | “ \J

File Edit Wiew Go Communicator Help

- i

Eack Forward

Reload Home Search Metscape Print Security Stop

a i d 2 (i) =4 & [}

er 4.1

/Preferences . /Programs =/ Servie

Create Database

Fiecuest a Certificate

j . Bookmarks &  GoTo:f /

~  Server Manager

Security U /Styles ./ Content Mymt . | Web Publishing |

3

Request a Server Certificate

(® Mew certificate
. Certificate renewal

You can also see a list of available certificate authorities.

Submit to Certificate Authority via:
@ A Email Address: |I

. CAURL :|;

Select the module to use with this certificate.
Cry ic Module: y i ing

Key Pair File Password: |:

iBefore requesting a certificate, you should read the overview of the certificate process, and then go through the detailed steps
ion creating a correct distinguished name which you should enter below. You will also generate the proper authorization letter
: that you will use to obtain your certificate from a certification anthority.

Requestor name: ‘

Telephone number: |:

Common name: ‘

Email address: ‘

= [eeT |

doe @ ap = 2

4. UG BTG FADE IR 151 K

a. %EH New Certificateo

ST DL E B U 5 SR R % B @ L Web U i) 19 UE T ALA Bl LAY, R
“CA URL” ##:. 0, WHEFH “CA Email Address” , FIAAHIWE B 7 IE1F &

TEAIE 51 3R 1R B T B Ak A bk

b. EPEEENE HI s B o
ESE TR R, AAUEHAE B A& H. S0IERFIEMK M. ZAEH Sun
Crypto Mi# &% 1000, WAERE— MK user@realm-name IR .

c. & “Key Pair File Password” X ifHEH, AR 8910 user@realm-name PR

$4EF ZREIEE iPlanet Web Server 4.1 23
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d. UL R Beht B E#h 1 2

Requestor Name: 1 31*2% NN EHS

Telephone Number: 1K & {5 &R (5 5

Common Name: {ERV7 & KN WA hostname.domain "EENTK] Web 3 x5,

Email Address: 1K KK REE

Organization: UE1i_EF ) Organization {4

Organizational Unit: ~ (AJi%) KAEIET _E AW Organizational Unit HIMH
Locality: (k) Irii. #E. AFEsESK /M, AR AEiE By LU W]
State:  (H[IE) A7 B JHA ) 4K

Country: HMANFRERMEZ / HX 1SO b5 (Filtn, KEN Us)

e. Juli “OK” IR #EAMEE -

- FUHVEF B 2 LTS o

n QURGEPERAE TR KIS CA URL, WHETE K2 A3 KIL AL .
w WIREF CA Email Address, THibRal S I 7 #8F A I FiiE R, AR5
K AR o

o HERRUESS > DR IE b — 2 S 2 T AR L

TER: AP SUEARRANR, 5 DLSCAHS Ui e it

R S5 A UL

. AR /EMER: “Install Certificate” %]ﬁ%

— AAF WU FE SR IR AR TS, 1S40k LE iPlanet Web HRZ5 28 .

. P “Security” EII Ko
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3. fe/ikErh, #EFE “Install Certificate” 1%

= MNetscape: web Server, Enterprise Edition =

File Edit Wiew Go Communicator Help
= = 4 4G o W & & &
B Back Forward Reload Home Search MNetscape Print Security Stop
j u$” Bookmarks &  GoTo:

iFlanet =
Web Server 4.1 e e I~ Server Manager

/ Preferences  / Programs | ity /'Stules [ Content Mamt  / Web Publishing | Search

Create Database
Fequest a Certificate Install a Server Certificate

L]

Install Certificate
Certificate For:
e .. Server Certificate Chain

ificates
.. Trusted Certificate Authority (CA)

Select the module to use with this certificate.

Cryptographic Module: nobody @engineering —

Key Pair File Password: |

Enter Certificate Name OHLY if certificate is not for "This Server’.

Certificate Name: |

(@ Message is in this file:

.. Message text (with headers):

1% o2 @ 2

& e
4. BUGN, PSR

m Certificate For: This Server

m Cryptographic Module: EF£IEMIH user@realm-name %75 o

m Key Pair File Password: A#HAT LLHTAE B B user@realm-name $EAL 21 o

m Certificate Name: 7EKZHIGHL T, BalLLSBE A, QRN AR, X4

8 Web RS EAEALH SSL SCHF@ AT I FH K Vg el UE T3 RIS EH IR 44 FR
5. &ff “Message text (with headers)” » Wi i 5 HIIE1S
6. Milii%OKIPRY “OK” %%

7. P ENUE-B B S HIRTUE ISR 2] “Message” HEH .
B 2x St F i —BE R A

$4EF ZREIEE iPlanet Web Server 4.1 25



8. WA AN EIER, ki “Add Server Certificate” $%%l .
FER 2 BoRFHE S, WA T H)E 3RS %5 . Web IR4s 28 5245 — B AL T2 BRIR &SI A
MR IRSS A RIS S, Jfl Web IR 23EH SSL, 20X Web AR5 4%
HHTHINECE « fFH PAUT 2D IRAL S Web RE4%

B 'E iPlanet Web Server 4.1

WEAR O 222 Web M55 a3 MR 55 SSIE1S, 2000 Web Hi 5545 12647 e & LU AT SSL.

v ElE iPlanet Web Server 4.1

1. FE AT 6T Lk P 200 NG Web IR 5583 e B8R )G i “Manage” o
2. MR ARERZ G HAY “Preferences” &M, i iz,
3. fE%BUAEMIESE “Encryption On/Off” #Ek.
4. Bk ®E R “On” o
SHEHEF ) “Port” F-BUN B #H AEAM SSL i A5 443, WRTFE, HHEdoma5.
5. Yl “OK” %5
6. ML ili “Save” FLFLI XL K o
TUAE O Web R4S 28 TECE, &0 DIFE 2 & NigfT.

7. ﬁﬂﬁii)ﬂ_ﬁ‘ﬁ?%fﬁ /usr/netscape/serverd/https-hostname/config/magnus.conf

S

CERTDefaultNickname user@realm-name:Server-Cert

HA hostname N Web R #4471

NGO, AL 2 AU 4 FARTPNIE W44 server-Cert. WNHREHIERA
%ﬁfgﬁl/ﬂ\, %Vjﬁ%%%&?’v Server-Certo

8. LB A, RntadiiZ i L “Apply” &4,
SRR AL A PR 55 Y X 2 BT
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10.
11.

12.

. Hiili “Load Configuration Files” #ZH1W NI magnus . cont SCERT IR TR

W R A M 2% 2 K N B “ Apply Changes” #%#1l, WIox 3l —ANE H, SR AN %
fhe BETE VANTT DU/, DRMEAE 3R AT S 5 7T BE S a8 21 1) R 2% i) A A4 A i
RIpik:

n SO “Load Configuration Files” -

m G5 Web g s, ARG “ Apply Changes” 4.

1 Web JIR55 25 00 I, BEPEIZ BN B “On/Off” %tk

HARSS G EN, i “OK” %4l

BEPRRERE AN AN E, BB “Module Internal” 8751, & Web R4 #% 1T
1R B A 0 .

HIL “Module user@realm-name” &0y, HINEEH secadm #F realm-name "BV /4 /7
BB ) S0

e Py URL ERSSHER SSL 8 Web Hit55 45 :

https://hostname.domain:server_port/

HE: B server_port N 443,

$4EF ZREIEE iPlanet Web Server 4.1 27
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ZLEFACE iPlanet Web Server 6.0

AFEN AU JTH] Sun Crypto s 1000 5 iPlanet 6.0 Web IR554% — R . A
FALHLL R LA

—_

m P29 7“4 iPlanet Web Server 6.0”
m 536 U “MigH iPlanet Web Server 6.0”

‘2% iPlanet Web Server 6.0

AP PAT XD B, H R AEH iPlanet Web IR 28 IR R S, 155
iPlanet Web AR %5 4% 3CRY .

‘4% iPlanet Web Server 6.0

. F#; iPlanet Web Server 6.0 &1k,

AT LA URL #:3)1% Web M54 41
http://www.iplanet.com

. 223 Web JIRS5%% .

BEANSRAE T — N F B, SE AT DL E S Web RG2S UT AR L & . R4S o FIERIA
#1244 N /usr/iplanet/servers

7E iPlanet Web R 55 #% 2 3E R B 52 BRI B 12 . AR T X LB A B 12 iR I vee
P L BEAEAN RIS, S5 e e ) 2350 B .

3. BITZERIT.
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4. LA P PR .
BRUATRS&oRsh, i ke W, Rn] DL BRA A -
a. WLBEA ves Wl B2V Ak
b. A EREN hostname.domain.
. KA iWS IR SS 2 AR IR .
d. Rk, HemlgEgE,

v A S EE

1. FEhAT Bk 55 45 o

ZLH3) iPlanet Web k%545, WETHEL N ird (A ENE startconsole 1EH setup
WRkkIZAT) -

# /usr/iplanet/servers/https-admserv/start
iPlanet-WebServer-Enterprise/6.0SP1 B08/20/2001 00:58

warning: daemon is running as super-user

[LS 1s1] http://hostname.domain/port 8888 ready to accept requests
startup: server started successfully

SR A T TR RS IR 55 2 (4 URL.
2. @ FTIF Web RIBEERIFHA LL T %K K18 iPlanet 45 BIUIR 5525 :

http://hostname.domain : admin_port

FEFH A 1 RN IS AT AR B IN R FE 10 iWS A BRI 55 4% I 4 A

EE - s iPlanet Web MR %528 22 R A T BHA R E, I8 admin — i
e ID 58 iWS & RSS2 ) 42 .

3. Hil “OK”

4. @I Web JIit 55 & 5 Bl vl 15 Bodei s

X2 A Web 55 8526 Ja 4 the WARZIXHE, XA Web ids s fl 8
LU
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AR - WREBBAEEE RS S LIZ1T SSL, W)W & A5 Fds 1 rd FE SRl A SRRl
&K, 1HSH iPlanet A%,

a. iSSP “Servers” k.
b. MRS &, Al “Manage” #44Hlo
c TESELVUH T it “Security” Wi, RIFEHE “Create Database” #f%.

d. TEPIASREEHEP S A %1 (Web IS5 25 nI B8R » Baili “OK”
HPE— DR 8 DA E . iPlanet Web g5 s Ll RIS AT I, BLE 5K
RIRIA B A BN AR

5. Y7L FIEIA K3 Sun Crypto M2y 1000 H3:

# /opt/SUNWconn/crypto/bin/sslconfig

VEIHIA R 7R 516 £ Web g5 4% . &4 iPlanet Web fIlk 95 #% 5 Apache Web Il 5% i %2 ¢
Sun Crypto JNH##% 1000 MBI, JIASR 52 SORTRC E SCPFUR ] Sun Crypto INE#%
1000 #2.

6. BEA 1 KHLHE iPlanet Web 5543 LS ] SSL, #XJ5#% Enter.

Sun Crypto Accelerator Installation

This script will install the Sun Crypto Accelerator
cryptographic modules for iPlanet Web Server

or Apache.

Please select the type of web server you wish to configure
to use the Sun Crypto Accelerator:

1. Configure iPlanet Web Server for SSL

2. Configure Apache for SSL

3. Work with iPlanet and Apache keys

Your selection (0 to quit): 1

7. $ERIEHA Web JIR55 S5 H Mk, SR51E “Enter” o

Please enter the full path of the web server
root directory [/usr/iplanet/servers]: /usr/iplanet/servers

$ 55 ZREIMAEE iPlanet Web Server 6.0 31



8. WUREARS:, WP RINBEA v JFi% “Enter” .

This script will update your iPlanet Web Server installation
in /usr/iplanet/servers to use the Sun Crypto Accelerator
You will need to restart your admin server after this has
completed.

Ok to proceed? [Y/N]: y

Using database directory /usr/iplanet/servers/alias...
Module "Sun Crypto Accelerator" added to database.
/usr/iplanet/servers has been configured to use

the Sun Crypto Accelerator.

<Press ENTER to continue>

9. BEA o Bl

v RIS AR UE TS

1. L HEA CLF a4 Sl gh i B 55 45«

# /usr/iplanet/servers/https-admserv/stop
# /usr/iplanet/servers/https-admserv/start

2. WHORIRSGS SRUETS > Wi SEL W0 “Security” I F o

BiRl < E7R “Create Trust Database” % H .
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3. EHEFHEPIY) “Request a Certificate” #¥#%.

= Netscape: wWeb Server, Enterprise Edition ==
File Edit Wiew Go Communicator Help

- W a 4 = o < & E

: Back Forward Reload Home Search Metscape Print  Security Stop
ﬂ\t'sookmarks@- Go To: 7

iPlanet
w=|; Server 6.0 g I~ Server Manager

§ T Y seaurity B / Monil al Server Class | Java | Leqacy Serviets | Search

Request a Server Certificate

® New certificate.

L]

Create Database

ecuest a Certificate

il

Install Certificate

Chande Passward

Manage Certificate: . e
. Certificate reneswal.

Fiequest ‘eriSign
Certificate

You can also see a list of available certificate authorities.

Install WeriSign
Certificate

— Submit to Certificate Authority via:
Manage CALICKL' @ cA Email Address: ‘I

Migrate Certificate ' CA URL

-

Select the module to use with this certificate.

cryptographic HModule: nobody @ engineering ~

Key Pair File Password: ‘:

Before requesting a certificate, you should read the overview of the
certificate process, and then go through the detailed steps on creating a
correct distinguished name which you should enter below. You will also

nanarata tha nranor autharizatinn lattar that voan will nea tn nhtain vone

1= oo | d D oP @ 2
4. PEHELF A5 QUG LL A RUE 1S oK -

a. %# New Certificateo
L RAT DA R A5 3 SR A& 2Tl L Web Uy i (A 5 LA s I LA, 3 ik %
“CA URL” #f%. &0, 15L& “CA Email Address” , i A Bl B 7 IB1F &
TR R Ly IS A AL
b. PR REE I B o
FESE R g o, B YURAE A H ORI 4 Ho 55 28 F61IE 0 19 908, ZAEH] Sun
Crypto NI #s 1000, AL —ME AN user@realm-name IR

c. f£ “Key Pair File Password” XHfHEH, P4 90 user@realm-name HEHEERS o
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d. UL T BERE G E @

Requestor Name: 1 31*2% NN EHS

Telephone Number: 1K & {5 &R (5 5

Common Name: {ERV7 & KN WA hostname.domain "EENTK] Web 3 x5,

Email Address: 1K KK REE

Organization: UE1i_EF ) Organization {4

Organizational Unit: ~ (AJi%) KAEIET _E AW Organizational Unit HIMH
Locality: (k) Irii. #E. AFEsESK /M, AR AEiE By LU W]
State:  (H[IE) A7 B JHA ) 4K

Country: HMANFRERMEZ / HX 1SO b5 (Filtn, KEN Us)

e. Juli “OK” IR #EAMEE -

- FUHVEF B 2 LTS o

n QURGEPERAE TR KIS CA URL, WHETE K2 A3 KIL AL .
w WIREF CA Email Address, THibRal S I 7 #8F A I FiiE R, AR5
K AR o

o HERRUESS > DR IE b — 2 S 2 T AR L

TER: AP SUEARRANR, 5 DLSCAHS Ui e it

R S5 A UL

. AR /EMER: “Install Certificate” %]ﬁ%

— AAF WU FE SR IR AR TS, 1S40k LE iPlanet Web HRZ5 28 .

. P “Security” &I
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3. fe/ikErh, #EFE “Install Certificate” 1%

~| MNetscape: web Server, Enterprise Edition

[EE

File Edit Wlew Go Communicator

Help

| < = 3 &4 = o &+ & E

Back Forward  Reload Home Search MNetscape Print Security Stop

T |

iFlanet
ng; Server 6.0 I~ Server Manager

I‘-"‘-Le(\c Serviets I‘-"‘-Snrch

Create Database

ecuest a Certificate

Install Certificate
Certificate For:

Chanie Passworcl (@ This Server
. Server Certificate Chain
.. Trusted Certificate Authority {CA)

it

Manage Certificate:

Figoiuest VeriSign
LCertificate

Select the module 1o use with this certificate.
Install WeriSian
LCertificate

to hic Module: nobody @engineering i
Inztall CRL/CKL'S Cryptograp g J J

Manane CRLICKLS

Key Pair File Password: ‘

Migrate Certificate

Enter Certificate Name ONLY if certificate is not for "This Server’.

Certificate Name: ‘I

(@ Message is in this file:

. Message text (with headers):

Install a Server Certificate

= [ees T

]

4% @ ap @ 2|

4. BUGRR, RIS
m Certificate For: This Server
m Cryptographic Module: EFEIEM user@realm-name-

m Key Pair File Password: FAAE CART A ) 1 ) user@realm-name TRAEENY .

m Certificate Name: fERZHIGEN T, BUUISENE, WRIEFREELRR, ZL40E
A Web R4S 83 AEMEH SSL SZFRIZAT I H SR Ui I iE F AT I 22 FK

5. &ff “Message text (with headers)” » Wi i 5 HIIE1S
6. Milii%OKIPRY “OK” %%

7. P ENUE-B B S HIRTUE ISR 2] “Message” HEH .
B 2x St F i —BE R A

iy

$ 55 ZREIEE iPlanet Web Server 6.0
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8. WA AN EIER, ki “Add Server Certificate” $%%l .
FER 2 BoRFHE S, WA T H)E 3RS %5 . Web IR4s 28 5245 — B AL T2 BRIR &SI A
MR IRSS A RIS S, Jfl Web IR 23EH SSL, 20X Web AR5 4%
HHTHINECE « fFH PAUT 2D IRAL S Web RE4%

HC & iPlanet Web Server 6.0

WEAR O 222 Web M55 a3 MR 55 SSIE1S, 2000 Web Hi 5545 12647 e & LU AT SSL.

v Ad'E iPlanet Web Server 6.0
1. TESENL i Gk 5 i “Preferences” kMo
2. PP/ HE LRy “Edit Listen Sockets” B4,
FHEFIHE T Web Al 4% SE 1 pr A IS &4 1,
a. WL B
» Port: WENEEIZIT/AH SSL 1 Web fR4s 25 it I GEF i 443) o
» Security: WHEN “On” .
b. i “OK” $H1% XK .
7t “Edit Listen Sockets” TP, IFENIZER— “Attributes” #4.
3. ili “Attributes” ¥,
4. i A user@realm-name BRYRF 255 LIV user@realm-name EATHE o

5. MGV b kB SSL L
A LLEFE “Cipher Default” ¥ # . SSL2 i SSL3/TLS. BRINIEFEA BIRERIABIE
FE I PR P AR I 53

6. M user@realm-name IEFEUETS, TG} :Server-cert (WIRAN], W] BRI ARR) o
“Certificate Name” F-BAERHIN I user@realm-name FTIA 2541

7. WRCIEEE I e Atk i, Wl “OK” H2Hl.
8. Wilifi LAy “Apply” Wbz, WIIXKMEESR, HG RS,
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10.

11.

12.

. Miii “Load Configuration Files” %4 JHiX e ¥k o

TS T E 1) 2 SR VIR 8 Web I 5% #5281l 1) ot L.

WURAE R 25 45 G I B2 “ Apply Changes” %81, W23t — D& H, A%
e BT FUARTT LA/, DR E SR A B 5 m] R 2 36 1) )

3 ) R P A A R IR

m Uil “Load Configuration Files” o

m JG/AE Web g5 as, ARJn il “Apply Changes” %1,

FERHEHE P SR RGBS, BERSSE

BN ERAE A A, HIL “Module Internal” #7xEF, 5 Web H4-#3 Al
FHR R A% .

B “Module user@realm-name” Hembt, A secadm 1E realm-name P &IEE 4 /7
RPN

£ Ry URL _L5SUERIH SSL 1% Web IR 5555 :
https://hostname.domain:server_port/

HE: BN server_port N 443,

$ 55 ZREIEE iPlanet Web Server6.0 37
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J2 1l Apache Web Ik 55 4%

AKFEN LT A ] Sun Crypto I #E 1000 By Apache Web k554 — Rl AFE
BFELLUR LY

m 5539 U0 “JiH Apache Web filt%5#%”

m 42 U0 “QIEIES”

J5 1l Apache Web Iz 55 #%

Apache Web Server 1.3.12 fifi Solaris 8 7/01 #:AF¥ 5 —i&féflt. Apache Web Server
1.3.22 Bl Solaris 9 #AEIAEE e fefit. BT BB XS IX LE%5 5E 1K) Apache Web JIRk%5 #%
A . AR Apache Web 55 @ H01E4115 K, 152 Apache Web /IR 55 #5304 .

J5 I Apache Web JIlk55 %

. Gl httpd BCE .

X+ Solaris &4, httpd.conf-example CFlH #57E /etc/apache Ho AT LL
W e SO AR OB 4T 4n R 52 6«

# cp /etc/apache/httpd.conf-example /etc/apache/httpd.conf

. 1F http.conf X ServerName B IR S5 25 % o

. B4 sslconfig.

# /opt/SUNWconn/crypto/bin/sslconfig

39



40

4. %# 2, MLE Apache Web NlR55 23 LAfE ] SSL:

Sun Crypto Accelerator Installation

This script will install the Sun Crypto Accelerator
cryptographic modules for iPlanet Web Server

or Apache.

Please select the type of web server you wish to configure
to use the Sun Crypto Accelerator:

1. Configure iPlanet Web Server for SSL

2. Configure Apache for SSL

3. Work with iPlanet and Apache keys

Your selection (0 to quit): 2

5. #¢fit Apache HERISCPFBITER H 3% o
1t Solaris A%t I, @ N /usr/apache.

Please enter the directory where the Apache
binaries and libraries exist [/usr/apache]: /usr/apache

6. #itflt Apache YRCHE SCHFPIERINLE
1E Solaris &% I, BH N /etc/apache.

Please enter the directory where the Apache
configuration files exist [/etc/apache]: /etc/apache

7. RNERSOIE RSA S8R
WSE AN, LG BAUR IR sslconfig A2 8.

[Y/N] :

Do you wish to create a new RSA keypair and certificate request?

BRAER L[R2 “No” » WIBk A5 42 w0 “AIgE” .
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8. HL FAFEHPIN H %
WAL H R AMEAE, W B

Where would you like the keys stored? [/etc/apache/keys]:
/etc/apache/keys

9. WEWTORHERE— A AR H R
VR A PR BT AN TR ) J5 G A DS SO AR A5 308 SRS RIVRS Jis AR U A5 30 A

Please choose a base name for the key and request file:

10. $RHEMGF PR T 512 F0 2048 2 6]

X T RZH Web RSN HIRERAIN S, 1024 fr & 224y, Ankin R, wTblik
PER 2 R,

What size would you like the RSA key to be [1024]? 1024
Generating RSA private key, 1024 bit long modulus
.......... ++++++

...... ++++++

e is 65537 (0x10001)

11. GBI PEM #19,
B DR 3 B k] . 45 b3 % 224 H A0 s i, a0 s 0 350y, S0k 6y i 1a)
15

Enter PEM pass phrase:
Verifying password - Enter PEM pass phrase:

BN — USRI E . WA, SUCETT IR TR JCE 4R
2.

®6E /BH Apache Web BE%& 41



IR+

LU BB 4T i Apache Web %5 #5 {8/l Sun Crypto Mg 1000 A
.

v GIEEUET

1. JHEERIRNEUEE R 3% PR B UE 15K -
PRI N LA )% o AR5 B 7 B A IR B

m Country Name: HPINFREIIE S / HilX 1SO A1, 7Rk LFLosl], i
WHYB (Bn, £EHN US)

m State or Province Name:  (WJ%6) AFBUh A K4FR (BN “ .7 S5 %5
m Locality: (AIEE) Sl B AFEBEZ / HilX, WEREAMAEIES oy DU ]
» Organization Name: iE45 W] Organization MI{E

» Organizational Unit Name: (AJE) KifEIE+S EA I Organizational Unit fI1E
m SSL Server Name: FEACUT#& (30 a5 HEBEA ) Web i i3

m Email Address: #5RKF# fIHE R E

T T BT A A IE TS T B 2R 1«

Enter PEM pass phrase:

You are about to be asked to enter information that will be incorporated into
your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.’, the field will be left blank.

Country Name (2 letter code) [US]:US

State or Province Name (full name) [Some-State]:.

Locality Name (eg, city) []:.

Organization Name (eg, company) []:Fictional Company, Inc.

Organizational Unit Name (eg, section) []:0Online Sales Division

SSL Server Name (eg, www.company.com) []:www.fictional-company.com

Email Address []:admin@fictional-company.com
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2. ¥PEWE /etc/apache/httpd. conf s
Bl P 2 7R A S I S AR 15 SO s B . 2 Fs S an e ok
/etc/apache/httpd.conf XfFLUE L Sun Crypto Mg #s 1000 #AF—E G .

The
The

You

You

keyfile is stored in /etc/apache/keys/base_name-key.pem.
certificate request is in /etc/apache/keys/base_name-certreq.pem.

will need to edit /etc/apache/httpd.conf for the following items:

must specify the ports that Apache will listen to for

SSL connections, as well as for non-SSL connections. One
way to accomplish this is to add the following lines in
the Listen section:

Listen 80

Listen 443

In the LoadModule section, add the following:

LoadModule ssl_module /usr/apache/libexec/mod_ssl.so.version-number

In the AddModule section, add the following:

AddModule mod_ssl.c

FE - B EREECE M IEW version-number .

#®6E B Apache Web A58
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3. W EREA R virtualHost, MR SSLEngine, SSLCertificateFile Ml
SSLCertificateKeyFile A B T httpd.conf X, 1
SSLPassPhraseDialog 42 ko

You may need a virtual host directive similar to
what is shown below:

<VirtualHost _default :443>
SSLEngine on
SSLCertificateFile /etc/apache/keys/base_name-cert.pem
SSLCertificateKeyFile /etc/apache/keys/base_name-key.pem
</VirtualHost>

You must add the following line after all of your VirtualHost
definitions:

SSLPassPhraseDialog exec:/opt/SUNWconn/crypto/bin/sslpassword

Other SSL-related directives and their explanations
can be found in the Sun Crypto Accelerator documentation.

Other Apache-related directives may need to be configured
in order to start your Apache Web Server. Please refer

to your Apache documentation.

<Press ENTER to continue>

SRR 2 39 5T “JHH] Apache Web k9557 A8 7 H i IR [R5 0 15, b4 1)
AECLJE Un ] A p A B SRR e AE B

e
i

Since you did not create keys, you will need to
make sure that you have a key file and a certificate
file in place before enabling SSL for Apache.

You can create a new key file and certificate request
by selecting the "Generate a keypair and request a
certificate for Apache" option after choosing

"Work with iPlanet and Apache keys" from the
sslconfig main menu.

4. LR sslconfig kR o Bl

5. )\ /etc/apache/keys/base_name-certreq.pem (H:H base_name 1155 39 W “J3)
Apache Web JIR5525” 3% 9 vhit ) WA BT b S uE15 8 R ITIF LA A uE 5 ML -
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. —HERGET, G S /etc/apache/keys/base_name-cert .pem FFPFERIT)

UEASREIG B2%E- 15 3w
. k18 Apache Web Jll1552%

X E SR Apache —HEHISCIFH RN /usr/apache/bin. WEREA R 1T

CAEH S, WA RS H X

# /usr/apache/bin/apachectl start

. BEoRmE, A PEM %519,

. LS Ry URL fERISEZT PR T SSL ¥l Web Il 5525«

https://server_name:server_port/

e BRI server_port h 443,

#®6E B Apache Web A58
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Wi it 12 Wi R B

ARENH Sun Crypto I A 1000 P12 Wl R HERR . A S LR LY
m 3 47 U1 “SunVTS Wik
m 50 U “Sun Crypto JH##E 1000 HkzEHERR”

SunVTS 2 Wik

SunVTS it deatest 7£ Sun Crypto Mt 1000 CD L/ suNwdcav @WHiféflt. &
HA L SunVTS WK AEAF 0 7 Sl (FE Solaris #h 78 CD 1 HJ sunwves #
suNwvtsx ML) , ALK Sun Crypto M #% 1000 itz .

HIRUATIZ AT AP IX L2 Wl 3, 15200 SunVTS RS . X2 R Al PALE A T
) R BLH) Solaris KATHU Solaris #M78 CD ) Solaris on Sun Hardware
AnswerBook " #k15.

A8 - R E B Solaris Supplement CD [ %3¢ T SunVTS W15 %, 4l H
SunVTS X1t

47



v 1247 dcatest
1. B 1 &4 )54 SunvVTsS,

# /opt/SUNWvts/bin/sunvts

HXKEBN SunVTS HITFEM W], &S00 SunVTS User ™ s Guide-
PURN U E s O 448 ] CDE H P A B3 7 SunVTS.

2. f£ SunVTS Diagnostic E#E 1", ff System Map ¥ b Logical BiX,

AR — S(FF Physical B Ak, tEDBRECEEIEAEE ] Logical B,

3. TEBRAISELERE, FSHIAT N

4. i%$F Cryptography SIZEHE, SA)5 ik Cryptography WIS HE, @71 Cryptography
APy AT A

5. kR Cryptography 41'[ER dcatest LASMGSE ERE
n WRER decatest, NEHEPE 6.

n WHRAER deatest, NWIERGH I LIKREITE . 7T LUEF Commands FH g
") Reprobe 4.

AXRMHVIL I, W Z 0 SunVTS XA . MR SEMOIF 278 deatest I, ZRELHATH

9% 6.
6. Y dcatest B—A~9:8, RGA AT HIZIBUBRLL B Test Parameter
Options.

BT dcatest HIXELIEIIES 49 T “dcatest FINASFE I b1 DLk .

7. AT ERRG, ki “Within Instance” FHIEH Y “Apply” LA dcatest
TS pl. & &R “Across All Instances” FhiEHir) “Apply” LAE X
dcatest Bify iy :fi.

BAT A, AR 2K, IR19] Sun Diagnostic £ H .
8. Mili dcatest B—AIHI, R HE Al I HEZ) BlbA LR Test Execution
Options.

17 Test Execution Options 55 —F 775 /L 8.1l Options N4 20, SR [ il
Test Executions. IXYEREIE 22 S0 T A M AJIE M SunVTS 4245, AR EE R, i
ZH SunVTS 3CH4.
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9. AT RN, i Apply, SUBE DK, BRI Sun Diagnostic E#E o
10. Pfiil; Start B4 kMR
11. *fiili Stop 581k A A

dcatest MRSk i

%71 WM 7T deatest Fillid.

71 dcatest TR

A &% e

3DES WA 3DES #tt

RSA AKX RSA 2 IFIFL N 9]
DSA Wk DSA 24Kk

RNG DAL 5 55 A A

A\ A VAR ‘\
dcatest M ITIEVE
RGNS ATERIZAT decatest, MARE CDE 3%, WATH S AT LLFE M 21T
FFERPIEE.
£ 32 fitislh, decatest HIBIE/E /opt/SUNWvts/bin/. £ 64 Pz,
dcatest WML /opt/SUNWvts/bin/sparcv9/.

dcatest MM AT S SCHF T SunVTS ArifEiE . kHs & ML WA -0 S8
SE o

A KAt AT SR E X, TS SunVTS Test Reference Manual. dcatest j&—4>
D Re M, P 2 6 -£0 A -u AT A AT 6, s v BoR
VERBOSE i &\e J7fifi 5 P& I H R4 H o

E7E WESEAHR 49



TR —ANE 32 AR T AE AL FR P dcatest BRI, DLT fr & H T #U4T
dcao MATE TR :

# /opt/SUNWvts/bin/dcatest -f -o dev=dcal,tl=3DES+RSA+DSA+RNG

g —ANE 64 AT N SunVTS ZEahgE P dcatest BIn#l. AT HT
WX dca2 ) RCA:

# /opt/SUNWvts/bin/sparcv9/dcatest -f -o dev=dca2,tl=RSA

>

M ATIEAT dcatest I, M — LB 2 A H 2k T BN SR AT, sk 72 PP

No

N

%72 dcatest mATIEE

IR L]

dev=dcan T BRI B B, W0 dcao 88 dca2. WERAGIRLEN, WIBK
NM decao.

t1=testlist R BT FIAAIER . €1 M7 + O aRETk. M

— S IR SE 3DES. RSA. DSA Fl RNG, K,
t1=3DES+RSA+DSA+RNG &) T FIlR. &tnl LUEA
tl=all, BATATAINR. WA R A0k, WEAK a11.

Sun Crypto JI##S 1000 # bR

Y€ Sun Crypto MNi#ds 1000 %% & WAL R FHh 4, 1§ A OpenBoot PROM
(OBP) #&/RfF b N show-devs PLE/RK KA. BNAZAER & VIRPEZIRBIT T
LA RGP LT EATBEPT ] FRF € Sun Crypto DI 1000 Bl 5T .

ok show-devs

/pci@lf, 0/pci@l/pcilO8e, 5455@2

fE_E#Ih, pcilose, 5455 $177% Sun Crypto AT 1000 A& At izt LAy
[ fF, Pk OBP iz Wi ANm] .
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Sun Crypto NS 1000 AAEL S KM E I s sh (47 s e feonds . A 1 e N
PEME SRR S Fr EAERR LAT, W kstat(IM) 4 Bos s ik:

# kstat -m dca -i 0 -n dca0l

module: dca

name : dca0
3desbytes
3desjobs
crtime
dsasign
dsaverify
rngbytes
rngjobs
rngshalbytes
rngshaljobs
rsaprivate
rsapublic
snaptime

instance: 0
class: misc
3040

5

65.342725895

0

0

10592

187

16328

327

9

0
106956.467004482

PR kstat R EERINE TR “/Rk” ZFIEAIER] Sun Crypto I 1000 H.
RN AR BN )k AR AR, RORBROEAE I KX B Sun Crypto I 2 1000 #5140
WARNVAE K o U AR A SROAIE BB, WL Web JIR 45 4% 5 i iC 501 45
(¥ Web 55 #HC & «

AZHREMRE kstat(IM) RFIZL / IKNFRFAHE. IXLAEORAT RIS FE P,
IR AE BT S o 7 SRS R 4 B B TR i A2 4k o

FE - R nostats EBYECAL /kernel/drv/dca.conf XAHE X, MALHIK
FERG VIS ST LU R -3 T @15 & 8T,

E7E HESEAHR 51
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A

B 3R
. gAY

H iPlanet Web Jilx 5545 & # Sun
v O

Crypto JNi#E s 1000

A s MEIR T AE T iPlanet Web 45435 # Sun Crypto Md 4% 1000 #2422 42

o

AR - LA, BB AT R G B DR U ) AR

AR AFE LR &5

m 53 00 “BEESRIRIE”

m 05 61 U “BCE M BLAUR

m 64 UL “BCEIFE ALK

W& AR

WAUK I PKCS#11 #1 (41 iPlanet Web IkR454%) 5 Sun Crypto JHig#s 1000 Al
(LIS R e gellkeRT e Wil

Sun Crypto NS 1000 PRI KT o2 0 s 25 6 Bk ke — A7 40w LA
HAE2ANEN. N TARKMKE, N/ fEeNEY, m <Ar” #9m IrR” %9
R P IIARRA LD o Tl T (HA) BROE, B2k A% 1R RiE
CHPT ECCHIMR T G248 Sun Crypto i #s 1000 7, M ARE SR UNIX P
MK /. UNIX H /4 A Sun Crypto A3 2 1000 HI ™ 4 2 [RIBEAT T 5E () —— R R OE R

AR P S L B BRI IE R 3 3. U AT LA 2 AT o LA T AT 328
(K30 s A T LA B U R B ME— 1) 44 7 a3 18] o A gl P LK 408K A 25520 ) HEAT A5 B
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54

ML 22 B A A LA AN P RN, 0G0, X PR IEC B T DAL A A A,
webserver, ZAUE T A BEANH 7 nobody. XAE, H 7 nobody BRI 7EZ HAN 4
BRI I S X IR 45 A = B 7 sl

AT AR A8 0 A DA B R RV G B Rk AT A 2. BE AN E T UAE S 24
W, MRl SKEM TR, N EAM A m. B, sk e
webserv 5 TR webserv BAFIFIH K .

FHTH secadm I T Sun Crypto M & 1000 FKISUANHI /o

Ml FH P AT iPlanet Web Al 45 7%

iPlanet Web 55 % i %25 1] Sun Crypto N d% 1000 A A PIS, AHH] “Frid

47 RRAZ D d AR AT Ty AL P A S A P

Sun Crypto NI 1000 AR HI vk R4 4% LR @ 755 Gl e Bl dtbiic 44 . e

A, AT B webserver, BHEAAHEMNHF nobody. iPlanet Web Iz %5 #%

HULS AU webserver M nobody MI#HMIFRIL % N nobodyewebserver. ik

SKUE . 22 uE e EeiE LR 3 iPlanet Web 55 &, 2048 I A1 nobody %5 %
(R H secadm GIEEH P I EKZE) .

ArRac A SO
iPlanet Web 45 @i b ic CINFRAAEAS) Uy i) B 65 BEkE . J8i R SCAF 2 Sun Crypto
INIZ &% 1000 A5 PR 53 PP ) 45 5 I R P S 8 R E R il IR

W RAFFAEALATHERE S, Sun Crypto Mg #s 1000 ATt i iPlanet Web Mk 55 #-4¢
P dUERAR L . ERXAFOL T, A RS ft— Ml dRid4 A

nobody@realm-name.

N
WETE. RRVER =N, 17 iPlanet Web g5 a5 51 LU A5ic:

m nobody@engineering
m nobodyefinance
m nobody@legal

HoE, BEAANXSELFRP KA AT, HJ nobody W ZAE RN #AEAE -
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SR A

BRSO DL, DA IR SO AR SO R S AN ARl A (BT A

RSCA S o iPlanet Web il 55 @ A S BEASTAR b &1 HH AR . i 7 8 1 SO 1K D7 vk A

N AR HES)D

1. 31 SHOME/ . SUNWconn_crypto_slots
AICAF AT iPlanet Web ik 45 #8247 I AT ) UNIX H P I H &4 iPlanet
Web 45 #5 7] UUAE AT 32 H 319 UNIX H P G4 kia A7, (AR Aol X sy
EIAGIE.

2. XM /etc/opt/SUNWeconn/crypto/slots

/etc/opt/SUNWeonn/crypto/slots A &4 RERIN AT, FI P 32 H P AL
.SUNWconn_crypto_slots U A1

I AR S A R A

webserv@eengineering
webservefinance

WERARA Y L H1 AR TSP, WA S 54 50 “ARid AR SR o B i i BRI s
e

15 iPlanet Web IRk 55#3 HL B A K AR L& LIS S, TS LA 3 %o

¥/ secadm

secadm FEFFHHE T Sun Crypto N & 1000 A i 24742 11

N TETVI secadm FEf¥, ARG MR EAF S Sun Crypto I+ 1000 TH
Hax, .

$ PATH=$PATH:/opt/SUNWconn/crypto/bin
$ export PATH

secadm T2 AL
secadm [-h]
secadm [-y] [-£ filename]

secadm [-y] [-T realm-name] [-u username | -s admin-name] command

M5k A A iPlanet Web BR % 25E 2 Sun Crypto IMiE=% 10004 55



WAL T /opt/SUNWeonn/crypto/bin/ HFEH.

# A1 BoR T secadm T H kI

%A1 secadm LI

IR ax

-h WK secadm M2 #BIHEH .

-£ filename M filename BN —ABRZ A IFRH

-r realm-name q')(ﬂﬂ?—ﬁ S, -r IE M secadm AT realm-name PHATIR
PR 2o

-s admin-name T ar A, -s TSN secadm ¥ admin-name 15 &% 4

DIRARBEBRASME R, admin-name WL UID 0 (%) UNIX H P
(W root) o BHRAPATIALIK A& 2 AT,

-u usernane TR AR, -u ETUEA secadm Lh as username B 3%,
BESRAEPAT IR 3 & Z HTEAT
-y LA 5 SRR OR ZER AN i 2 BBl ) <2 .

#HAEE

secadm ] DL#%E =R 02T, XL 2B ERET AWM secadm. =
v S IR e W O e W I N W S e oL E N o

L A

FE Ay W, I AESRE T T A :rﬁﬁj%lz”élﬁi:&lﬁ secadm 1T M 4. #
s LR iy 2K S s P A A AR IR O ) TP 3R [P 5 4> shell #8775

S secadm show realm

LUF & A RAEIRR S AT B R B IR TR QM webserve

$ secadm -r engineering -s root create user=webserv
Password:

Initial password:

Confirm password:

User webserv created successfully.
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HR: 7t Password: FRAEIAMEL LR ARBIRRAEN, ML Initial
password: fl Confirm password: AHAMIED, WIZERF A0 H P %D .

i AR P i AR E AARHE R S R . (TR T AR UE UNIX shell 197572 0] LUK
U4 Y REAT R 1]

AR

AR, H PR E A secadm MHIEI—AELZ NS 10 S0 Z SO
ASCIT XA, FATEEG —Mird. AERLEBRZM “47 25, WRRE T B
T, secadm WITEL LI 2 )G ZIEATM 7 21T 2. FHIIE1T deluser.scr 1
A X T YRR S e Rl

S secadm -f deluser.scr -y

AT H A

AR R A ROT fepl) MHED, —RATLAA — DS . AZHAAA
SCHF -y BT

H secadm iﬁﬁ]\ﬁ”ﬁ/ﬁf\

secadm F/FH — 145 Sun Crypto N 1000 BEATAC B AL T A &38 5 . A1
— ] [ AR B A K N A A CLAZI B8 5 AR AT JL e T RE Ik X oy IRk, i — R %
i) o ATl sh A8 show, 1H lo LLEEM, BEABRETLAEIR login, WAL
FIN logout.

NS T AR N i 1R

secadm{root@engineering}# show user

User Status

webserv enabled
alice enabled
bob enabled

R EAE A dr 4, W sh us AT LASRAGAH R 145 B -
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ORISR fir & 227 R PE (O

secadm{root@engineering}# lo
Ambiguous command: lo

1§/ secadm FHATHUE

W4, KAl Pk A H K & R IE UL RASIBER A 7 G0 RIEATR:
k. RABIRGMK U2 Sun Crypto NI s 1000 HEATEE, A BEAAT 17 W1 61 1 40t

W IRk B HAZE mmF%Fu&MM&WﬁmFMFm%W KT A
FrEmg e s P A%, B G TIRAE. % A2 BT RABER
Al LA A i 45 H AT DU H a4

® A2 FHmAEK

& a3 BHIES ERIERP
create user=username T iz RAEERR
create realm=realm-name & N REBIER
delete user=username " 7z RAERER
delete realm=realm-name Ji ¥ RABER
disable user=username X & RAEER
enable user=username ¥ = RABIER
exit " " e
login I yn A
logout n " A
passwd & & M

set realm=realm-name €T bn A
show class I G A=
show key o = M

show realm T I e
show user G = RAEERR
su & y,n RAERR
quit ¥ o A7
unset realm T T o i
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LURREIRA S MEATRUE, EuAFeft UNIX M) 4, R UID O (W root) Jf{EdE
IR AL . BRI, MRS BRI . URABIER S hr 58U &4
BRI, WIS e PR .

LU Sy %, WA

secadm{realm-name}> login user=username

DARRBERR I M &%, WA

secadm{realm-name} > su

DU B (RARAEIBRA S 1 Gk, secadm 7o B i S M. JHH &
KA HRFEIBRG KA ML T IRAAT R A r . P ETRIES (5), 1
RAEIBRM I #). WREHILN T SR NARKERA S M Ex, XA
LA —H P S sSRAREIRR S8 Gk, WNECRART % D N 2R 25 4 e Bt

secadm> set realm=engineering
secadm{engineering}> login user=webserv
Password:

secadm{webserveengineering}> su

System Administration Login Required
Login: root

Password:

secadm{root@engineering}# logout
secadm{engineering}>
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et 4 )

secadm WHE AT ITIAE. EIRMGH B, L0 ZU7E R EERAT 5 2 35 W i) i & ) T g
7 PR MR CTHEANBEA S, M HAZATHRAEMC R 27, BRRAEIRam S
(R il

secadm> create ?
Usage: create {user=<username> | realm=<realm-names}

secadm> show ?

Sub-Command Description

class Show all realm classes

key Show all key objects in a realm
realm Show all realms

user Show all system accounts

A <27 s ER A Mo 2 s . Bl

secadm> ?
Sub-Command

create
delete
disable
enable
exit
login
logout
passwd
set
show
su
quit
unset

Description

Create users and accounts

Delete users and accounts

Disable a user

Enable a user

Exit secadm

Login as a user

Logout current session

Change password for a user

Set current working realm

Show system settings

Authenticate as the System Administrator
Exit secadm

Unset secadm operating parameters

UERARAE Ay AT SR B, L ACAE “27 FRFA IR I IEAE AP shell SR
B o B ORAE I Z BT AL i % shell #30745

B H secadm £

"L A 2 M secadm B H: quit Ml exit. WA LAEH CTRL-D 414 % M
secadm EH.
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YL e St TR 3
T B AN FH A 3,

At B R AL R . B H R P 54 A oG . At AN E A4, i B AR
FUK A S S 0 e XA DUE SN LT 3B S0 B UE 1 S R R B .
AR AT PN B )

m B %. WNRER (A iPlanet Web Ak4528) 17K W25 51 .

m R SRR R N R R B E AT i) e B I T 2

BT E AN, HHTTUAA 2 AN BNaksa A —daH k. 4l
n, WERNHFEFFLUR) webserv S KAE 75 BT ) iZ A0 KA, U bk
webserv WAZEIZAI A

(ol FEERyBaY

B AR AR A T — ME KIS S e 0 B 3. ORI e R, ZE A A
W, R

create realm M FHMLEAIEMMIRIILIR. L UATFAMIED, RABER
WAZRUHEAT B UE A e dy & T SE . SRR BT ET, WEHIN UNIX RGE B %60, #1
an:

secadm> create realm=engineering
System Administrator Login Required
Login: root

Password:

Realm engineering successfully created.

T DA St 44, DME TR . i, S AR EETT Cnd o TR D) e
k. EIXFMIEOLT, HENE AN finance Ml engineering. fI:

secadm> create realm=finance

System Administrator Login Required
Login: root

Password:

Realm finance successfully created
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BCH AT LA RSk

secadm — A B AUk A g PIRI T bk P o K22 By G AU AN T ik 1 i
BRIk FE— O SRR, A set realm @1, WIRHIIR:

secadm> set realm=finance
secadm{finance}>

PG, secadm $E/RATHERTE 5 BoRdiid 4 .

G AR AG S /0 T AR 0940, R DK S T I A A Ok T B R Ak . B
S B B AT AR AR R B Bhid A AU MR e AT P R RRBIRR. #
s

secadm{finance}> set realm=engineering
secadm{engineering}> unset realm
secadm>

T S s A

XL T A ALAE Sun Crypto HIE#S 1000 BT RU,  HAVL 5 Web e ds s ik
FESERRIZAT I UNIX 7 B S B 200, i £ 46 20 S e 6 1E 6 1 AU
LARRBIER S0k, Bl

secadm> set realm=engineering
secadm{engineering}> su

System Administrator Login Required
Login: root

Password:

secadm{root@engineering}#

I RA T AU 7, T U R ] 40844 nobody R G B BB ST 1
fE engineering U818 T H /7 nobody Jf 4 nobodyeengineering B & T %
T (fE3% 3-1 138 SN user@realm-name) -

secadm{root@engineering}# create user=nobody
Initial password:

Confirm password:

User nobody successfully created.
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7 Web Hi 55 %% 5 TR REAT Y UE R, 204 b 0

BN — USRI E . WA, SUCETT R TR IR E R
2.

A1 H Qi

AT LUE L #i N show realm=realm-name % KH) A ISR HIE B .

secadm> show realm
Realm Name
engineering
finance

B H AU R

A0 IS 2 s T Ak ] A A N S P K P R EGE A0 P 1 A B A PR A R, Sun
Crypto M #E 1000 4H7 SCRFIFME— 42 SUNW_filesys QUK. ZEHH LR
FrE A2, WA show class id e

secadm> show class
Realm Class

IR I 4k

AL I delete realm fir 4 If 4 fit B ER (14 Uk A% M BR A0 At g & I
secadm $e7R I / BRI EMBRAE. L5 OIRSURIN —F, RABTBRUAAEHRITIL
L HTHEATIRUE . 535k, TETCIM R IEAE A ] (. BRGS0 4
Web fIi 55 & Al / s B 55 4% o
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\ |5k
1. il secadm SR RG4S o

secadm> delete realm=realm-name
Delete realm realm-name? [Y/N]: Y
System Administrator Login Required
Login: root

Password:

Realm realm-name deleted successfully.

E MR T Ll ORI e, A A Bk

» 222 AV Y N
B I B Pk

Rk SR 46N FEFP X Sun Crypto MNigs 1000 BEATIAE 7%, B3R 4E T 7L UK
XA B — A7 3 — AR A B B C VA B AR AT B0 UE ) Y T R PR )
WICTEME L 53— H P 5 1) R — U AT S e B S R R D 1) o X T T i s dn 4,
LS, 1T HARRASERAVAM secadm su i HF R FHZ UL

A

® Kl create user A GIEN .
Jﬁtﬁéf\%ﬁ&*mﬁ%%m create user=username *ﬁ‘ﬁo

secadm{root@engineering}# create user=username
Initial password:

Confirm password:

User username created successfully.

iii BN — WINCAER AN E . RATE, SRR TR JCTR E 4k
2o
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S

HARFEERZ LSS P RABBRAVHK I show user fird. Ut
LA 2T IE R U

® K show user %o

=
Ele

secadm{root@engineering}# show user

User Status

webserv enabled
alice enabled
bob enabled

U

HEMH secadm login 48 %M A 7] LR MGZH IR0 . 20058 500 24
Uzﬁfﬂ SR JE A RE e BT A

® kil passwd i,

secadm{username@realm-name } > passwd

Enter current password:

Enter Password:

Confirm Password:

Password successfully changed for user username.

IR — USRI AN E . WA, SRR TR IR E 4k
o

Ja HEREE R

RARFEIRRMKS /T LUR I EEE o BOATE O E, RO AE SR PR T
ﬁ'JLE’J
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66

® LRI Ky, i disable user=username %o

secadm{root@engineering}# disable user=username
User is now disabled.

X CAEHT ik  BEAT IR AIE ) I A AR R (EURE, TA BAAN 2x DT 7 5K
oA, OB ik s, iz E’Jﬁ)ﬂ%M%H—Iﬁad)}zﬂ%ﬂt‘ﬁﬁ)ﬁﬁﬁﬁ‘fﬁﬁfﬂo

® R, I A enable user=username iAo

secadm{root@engineering}# enable user=username
User is now enabled.

B T

o il fivw WMBRA K il delete user fir .

ARAEIRR NS MR ik 4

5P M= HE R B S . secadm IR RASIBREM R P 2 54T
2/ B

secadm{root@engineering}# delete user=username
Delete user webserv? [Y/N]: y
User username deleted successfully.
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Mt %

FH L

KIS 4H Sun Crypto MR 1000 FHBEHS 191 5205291
T B8 BA 4 #5505

man -M /opt/SUNWconn/man page

% B-1 Y HFAH T 7Y man o

#B1  Sun Crypto I & 1000 S/ 5T

man I L]

cryptio(7d) cryptio WA RSN HI T2t A Ry 1 fon 2 i 3 ot P 7 e 42 o
cryptio JRENFEFE R HE % N R 7 R O & R 7 B 40 S 8K

i A ReVs il Brig gtk s .

deca (7d) dea BEAKBIREF L — AT SRENEEF, TSR BEREAC RORE A s

TS5 42 o

dea WNENTEFFEOR AR I IR P AZ 0% T RE e 00 J2 3, A RE

Vi I BT S A R 55«

kel (7d) kel WA — A 2 LRI AT MBI, O Sun InETR At

RS FE P R S

kel WRANRREF BRI AR 2 N TRE P A% 0 3 PR P I 20 JZ 0, A g

Vi BT B iR g5«

kepi (7d) kepi WA IKENFE L — A2 LRI T INBHZ O, 4 Sun Nt

IR RE PRSI

kepi RENFEF EOR M AUR A N R PR PRI 2 A, 4

REVT 1) T f i Ak 55 o
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#B-1  Sun Crypto NI 1000 FWT  (46)

man T tEA

secadm (1m) secadm #& Sun Crypto HIE#T 1000 E HIHFET. secadm fir 2 H
;?iﬁf’?%ﬂ 5 Sun Crypto WNid & 1000 A RMECE . k)™ Mgk o
:;ocadm FH T A ER AU ) 5 25 4 R o

secd (1m) secd SFPREEH THME secadm MR RO BT i) IR 55 .

sslconfig(im) sslconfig /& Sun Crypto JN# % 1000 KL E SEHFRT .
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Mt %

C

Apache Web k554 SSL A & 4iF <

AP F TR Sun Crypto & 1000 #AFACE Apache Web R 4541 SSL 3 HF
M54 NiAE http.conf XAFPRCETES . AXRMEMELE, WS Apache Web s
ST
1. SSLPassPhraseDialog exec :program

I 2R

AFE4m Apache Web il 55 #538 ANNAZ AT IR IE program, VAW B FHSCAF 1) H 1L
program JNIZNFUEE 2 1Y) 2 iy Hh B bR AE R % b

WRA ZA BT IL R %1, W program RAAT —k CEE S22 AR 2 1) 4
AERY, ARG TR EHTIEAT program. )

program PATHHEHNANZ4: H—DSEOE NS LFR, R servername:port 153X,
1 www.fictional-company.com:443. (il 443 JE%E T SSL ) Web 45 4%
R S e D B8 AN S EOE S B R A (keytype) o keytype P BA7E RSA
5 DSA.

FEE - BT LAE RS S S PATAFEE, FrRA S s AT vk,  DANATE Sl B A 2
tty WAL (B tty(3c) ¥R false) -

AT HLHFE)F /opt /SUNWeonn/crypto/bin/sslpassword A T program Ay
PATSCE . AR H I BOR B SR NG, 10 HAE RN T N R

[, Frie it sslpassword f2/74 AR AP 2, 1T LITE Web k%5 #%
Ja BT A Ho B R A
/etc/apache/servername : port . keytype . pass LTI R . W RA A AAEAE, WE
H /egtc/apache/default.pass SO 3K 5 R SO ) P AN AR N 1)
i, AT,

AE - FECHRNAZEIBRIEATRY, R Web R4%525 L S M21T 1 UNIX H -~
ATCABRIUA SO o %M 22 A AR HERY Apache User f8&BLE IR — /s
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WERARFRE, MR IRAE AT W EmLH]. E Sun %/ AMEFTBRAERAE, T
H TR sslpassword /7, LABESL R G088l I A8 H. i) @

2. SSLEngine (on|off)
WEE: &R, BN

AT M SSL Whisle &l W AL A LA AT, DA — /N B i 55 4
SSL. I —Fiis A2

<VirtualHost _default :443>
SSLEngine on
</VirtualHost>

LB BT 443 (AR HTTPS 3 D (AR R IR S S0 SSL MAEH . i sRA
745, NAEBEANT DL R A8 HT I H

3. SsSLProtocol [+-]protocol
WEE: )R, BTN

AR M T ECEAE VAT SSL 455 b BRIN e 25 4% N AT F A P st TP sAE % c1
FIH T LU -

#c1  SSL il

% L]

SSLv2 Netscape HI5EHIbRAE SSL ril

SSLv3 SSL. PRSI SR RRAS, A& K22 HRAT ) Web 301 B35 SCRE RO X
TLSV1 HETIEAE R ssLv3 AL SSLv3 AUSEHARAS, SCRFE R ST g
£ Jet B B i

ATUMEFIINS (+) BORS () ASINEU R B, ZEEERIR SSLv2 ISZHF, AT
(UEEERSeF

SSLProtocol all -SSLwv2

LA AR

SSLProtocol +SSLv3 +TLSv1l
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4. SSLCipherSuite cipher-spec

W 2. BTN, HE. .htaccess

SSLCipherSuite #4115 AT LA R LY SSL % h4 Je JL i 2B 5. /42 IR B B
WEHISE T, ZFRSAEYIR SSL B FINAEH]. 78 H Xk HM8irh, Eiiril SSL HHr
PR AT SR o S P A A TR DR SRS A3 M i A

cipher-spec /=% C2 T —MHE S HRMEMIE. % c2 P, DH 17 Diffie-
Hellman, DSS 540745 4 btk

wc2 WHISSL #iY

HEHRIT 230 BARH £E nE MAC ESie)
DES-CBC3-SHA SSLv3 RSA RSA 3DES (168 fi7) SHA1
DES-CBC3-MD5 SSLv2 RSA RSA 3DES (168 fi.) MD5

RC4-SHA SSLv3  RSA RSA ARCFOUR (128 fii) SHA1
RC4-MD5 SSLv3 RSA RSA ARCFOUR (128 f7) MD5

RC4-MD5 SSLv2 RSA RSA ARCFOUR (128 f7.) MD5
RC2-CBC-MD5 SSLv2 RSA RSA ARCTWO (128 i)

DES-CBC-SHA SSLv3 RSA RSA DES (56 i) SHA1
RC4-64-MD5 SSLv2 RSA RSA ARCFOUR (64 /1)  MD5
DES-CBC-MD5 SSLv2 RSA RSA DES (56 fi7.) MD5
EXP-DES-CBC-SHA SSLv3  RSA (512 f7) RSA DES (40 {7) SHA1 =4
EXP-RC2-CBC-MD5 SSLv2  RSA (512 f) RSA ARCTWO (40 fiz) ~ SHAIL S
EXP-RC2-CBC-MD5 SSLv3  RSA (512 fr) RSA ARCTWO (40 fiz) ~ SHA1 5
EXP-RC4-MD5 SSLv3  RSA (512 f7) RSA ARCFOUR (40 i) ~ MD5 il
EXP-RC4-MD5 SSLv2  RSA (512 fi) RSA ARCFOUR (40 f7)  MD5 i
NULL-SHA SSLv3 RSA RSA 7 SHA1
NULL-MD5 SSLv3 RSA RSA I MD5
ADH-DES-CBC3-SHA SSLvd  DH ¥ 3DES (168 f7) SHA1
ADH-DES-CBC-SHA SSLv3d  DH p DES (56 i) SHA1
ADH-RC4-MD5 SSLv3  DH ¥ ARCFOUR (128 fi) MD5
EDH-RSA-DES-CBC3-SHA SSLv3 DH RSA 3DES (168 7)) SHA1
EDH-DSS-DES-CBC3-SHA SSLvd  DH DSS 3DES (168 f7) SHA1
EDH-RSA-DES-CBC-SHA SSLv3d  DH RSA DES (56 i) SHA1
EDH-DSS-DES-CBC-SHA SSLv3 DH DSS DES (56 1) SHA1
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wc2 AU SSL ®iY (46
HEHRIT 230 BARH KE nE MAC ESid]
EXP-EDH-RSA-DES-CBC-SHA  SSLv3  DH (512 {7) RSA DES (40 fi7) SHA1 i
EXP-EDH-DSS-DES-CBC-SHA  SSLv3  DH (512 f7) DSS DES (40 {i7) SHA1 S
EXP-ADH-DES-CBC-SHA SSLv3  DH (512 41> & DES (40 £7) SHA1 S
EXP-ADH-RC4-MD5 SSLv3  DH (512 47) & ARCFOUR (40 i)  MD5 Tl
% C3 AU I T SR BRI o AL i 4

%£c3 SSLAl%

& L]

SSLv2 B# SSL WA 2.0 6%

SSLv3 JTHT SSL hiiAs 3.0 %1%

EXP JITA S ) A

EXPORT40 Frf 40 f743: H %5

EXPORT56 JTA 56 A3 % i

LowW BUR KM 2T (DES, 40 A7 RC4)

MEDIUM BT 128 frEY

HIGH JrE 1 H] Triple DES f¥)%# 4

RSA JA ] RSA 255 AS #e i) 2% b

DH P 1 A Diffie-Hellman %5 £H 58 # (1) % 4

EDH Jiifi i Ephemeral Diffie-Hellman %5 £HAC #t )% i

ADH FiH E 15 4 Diffie-Hellman #1384 2514

Dss Al DSS % 5E 12 5

NULL T AN TIN5 Dy e 2 0
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AU % - P8R U5 D PR R A5 T A 1) A 0

®Ca  POUE IR T

FH ER

<none> BN I E 51) Z

!

+

MBI rh 58 A MIBR ST - BT T UG
AER A I B FIR T 2 M A s (] RERER IR 20
MBS Ay LRSS RS R s D

cipher-spec MJERIAMA &
SSLCipherSuite ALL:!ADH:RC4+RSA:+HIGH:+MEDIUM:+LOW:+SSLv2:+EXP

WEGAER ERE S CREUE) 1Y Diffie-Hellman #MF T %15, % ARCFOUR Al
RSA BHNEET, RIGWEESNES N TRIKKERNS) .

SSLCertificateFile file

WEg: 2R, I

AIRAH T H IS5 454 E PEM 450 X 509 Uk 15 S0P A7
SSLCertificateKeyFile file

G AR EENL

A H T LRSS 25 18 E PEM 4alid i FA N SR ROAL B . e T
SSLCertificateFile FRAHELE ML T,

SSLCertificateChainFile file

W R, EERL

AFRA F T4 72 40 55 A8 IR 55 4 45 12 #5421 PEML 2 A5 UE 5 A SCAF IR A7 . m] U]
AR AR W B %5 ) BUAE IR 55 25 E15 AR 3 7 BLIA AT RS AB LA L4 2 42 I B0 i 55
AUETS .

A P HLEHIE (SSLverifyClient) I, [RII e ek h IE 50 T2 LIS UE A
SSLCACertificateFile file

W Jm TR

AFA M TR 08 B BN (CA) TE-FIFE . & HLSSE A H 1K) SO A7
Ho

SSLCARevocationFile file
WEg: 2R, I
AT THREM S CA ML MMPIRIFE . F/ HUIRAE A i) S
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10. sSLverifyClient level
W 2. BRIEN. HX. .htaccess

RIRLAEMSS s LECE T2 HURAE.  GER: EWHN T, e R TR
FepTits f, (RAEIL e MR AL AT O

level FREAER C-5 FA HFF Ui -

®c5 SSL WAF%  HL

31 EER

none BRI FHLKAIL
optional 2 HLAT REAE AT 2K UES
require L AE A IUE S

optional no_ca PR A AE TS, (HIETHA %

— e T2 H none B require. BRIAMEJE none.
11. sSSLVerifyDepth depth
WEE: AR, BMEN. H3. .htaccess

AFGAF8 0 W45 2% AR P HUIE T R B OIE PR RE . WERAEA 0, W B B 2%
ZAE P ASHUE, MR A 1, W32 HLIE S 2620 IR 45 28 B U )
CA %4 (it ssLcACertificateFile) o {HIZ KK f¥F CA #24L.

12. SSLLog filename
WEE: AR BN

AP HI TRl 3¢ SSL R (5 B HESCE AR E CBRAMED » AN %
SSL 4 EfH Ko

13. sSSLLogLevel level
WEE: R, BN

AR M THRE SSL H ST nc sk R BKIPEAIRE L o level ({EAER C6 A
IRVLER
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%c6 SSL HEZmME

B 5EA

none RHHAT H A3, (ARG HT Y BR IZBRMER Apache iR H &
warn (EEAE S YN

info (OEAZEYSEEY N

trace ARG ERERTY B

debug AR R S

14. SSLOptions [+-] option
W 2. BRIEN. BHX. .htaccess

AR MR H ok B E SSL s ATk, ] LAZE RTINS (+) BUZCR I
INEVRTACE A, BT (<) MR 2 G R I, U SRAE H R R AN I 2
ANIEIR, YU B P A R I I R TRAS £ I

BEIAER C7 TR A H I .

wc7 M SSL I

IR

L]

StdEnvVars

ExportCertData

FakeBasicAuth

StrictRequire

B —HbRUER 5 SSL AR CGI/SSI AL it — BatEtkfe LA T
F R

Fi} SSL_SERVER CERT. SSL_CLIENT CERT Ml SSL_CLIENT CE
RT CHAINi (n=0,1,..) AR, XEAREME PEM 4id %) Hl
FIR S 2RAUETS o

FPHUEBRA 4 (DN) #40oh—A HTTP BEAKUEH 4, “#
Phe” LAATEIE . & AVFLE SSL & HLEIE I A6 AR #ER) Apache Vi
[Tk I BT Y A E DR e

Apache IR AP RIZ LS i) 4% 06 2040 T n 25 25 4
xxj31ZMTZzkVA. EHE “Hi5” —idin% K (crypt(3c))-
HT4E4 ssLRequireSsL MHEATIREV M, Y satisfy Any 55
e, SEEARS, ait.

15. SSLRequireSSL

Wi Hax,

.htaccess

BRARAET HTTPS, & WIAR 48455 H ok v i) o w] LI e FiE 4 oK B7 1E 4 R
B, MR S N S BRI R AN VT ) o
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Mt %

D

fJ%2 [7] Sun Crypto NI #E 1000 B
F P A Py

A F 18 Sun Crypto s 1000 BEMI. TR OpenSSL M AN HIFEF B
HMHISun Crypto M 1000 A HIINES INid D e i AT 3XAh g 77 20 CR 348 H vl
M www.openssl.org F#i) OpenSSL FEfFFEMENMF) JFIEX 4T OpenSSL M H
P #A 2o

R — AR AT AN I FEF LLER] Sun Crypto M #s 1000 Pof {115 & 5¢
SRR AL, AGEAT W ERRA AT SRR g SRPEAME RIS 5 DGR A B K
FA P, BATS AT R ARG T 2 Sun SCRFIUMR DT 5, 65 Sun &
MRS F TR, TR A TR T SR

TRAB G e 05 T it Sk SCAF MR P IR 1) sUuNWerys1 B .

ARSI R R P BEATEC E, AR /opt/SUNWeonn/crypto/include 1k
SO, NG RS bR & AL 0 Sk ST

-I /opt/SUNWconn/crypto/include

FEh, N HER AR PP AT, DA A AR R R ST . K2 H OpenSSL 4%
NP5 A liberypto.a 8¢ 1libssl.a RFE, sFWAETERSIH. R,
WA Sun IR e DAE R T 0 BE AR P s A&

-L/opt/SUNWconn/crypto/lib -R/opt/SUNWconn/crypto/lib \
-lcrypto -1lssl -lcryptography -lnvpair
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T E

FHE Sun Crypto JIIE#s 1000 %

AMFMEA T Sun Crypto BEAs 1000 BAIA FIREAS o AP SRALFELL R 2515
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OPENSSL ] i &

OpenSSL Toolkit KX EVFAT: Rl OpenSSL ¥ 7] FllJit4fi SSLeay V1 4 45 140 i H]
TR TR LR SCAR T . ks b, PIAVFRTARZE BSD B IFBOEVERT . X T
AT OpenSSL A K HIVFAT ), 350 LU T L SR REAT I AR -

openssl-core@openssl.org.

OpenSSL A
FEALUITAT (c) 1998-2001 The OpenSSL Project. ik B A7 BUF) o

AR R LR 5, ) Se VR BLIEACRS AN 1k ) A2 i AE AN A8 kAT P 23 R AN
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1.
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“OpenSSL” » 1M H" fh A F A A HIL “OpenSSL” 7 #f-
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BXREMEL, TIEER. RERFTESRNTA (BFEIKHHM) . OPENSSL
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HERFE LU 40, AREFE AT LU 2 T R A R T 3g . DUR 46 Fid T Ak 2y
KPP, RS A RC4. RSA. lhash. DES %0l 1AL SSL A

ARGy KBTI SSL 3CAY,  BRIAUFFAT AN Tim Hudson (th@cryptsoft.com) 4, i
FI TR R R RRAS 45 3K

JEAUATS & Eric Young A7, RIEEANESHI R ACHE Hh R REOBL 7S W
TREE P S A AR AT, WU B] Eric Young A2 I HIRE R RS20 O 9 5 o D)
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TR LA A, ) AV AUSARAE AN 2t T8 sU 2R i A8 S AN A8 BSGHE AT 10 RN
H:
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“Ian Fleming was a UNIX fan!
How do I know? Well, James Bond
had the (license to kill) number 007,
i.e. he could execute anyone."

-- Unknown
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(http:/ /www.modssl.org/) HIHAE” .
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