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Declaration of Conformity

EMC

European Union
This equipment complies with the following requirements of the EMC Directive 89/336/EEC:

Safety
This equipment complies with the following requirements of the Low Voltage Directive 73/23/EEC:

Supplementary Information
This product was tested and complies with all the requirements for the CE Mark.

Compliance Model Number: DEIMOS
Product Family Name: Sun Crypto Accelerator 1000 (X6762A)

EN55022:1998/CISPR22:1997 Class A
EN55024:1998 Required Limits (as applicable):

EN61000-4-2 4 kV (Direct), 8 kV (Air)
EN61000-4-3 3 V/m
EN61000-4-4 1 kV AC Power Lines, 0.5 kV Signal and DC Power Lines
EN61000-4-5 1 kV AC Line-Line and Outdoor Signal Lines

2 kV AC Line-Gnd, 0.5 kV DC Power Lines
EN61000-4-6 3 V
EN61000-4-8 1 A/m
EN61000-4-11 Pass

EN61000-3-2:1995 + A1, A2, A14 Pass
EN61000-3-3:1995 Pass

EC Type Examination Certificates:
EN 60950:2000, 3rd Edition
IEC 60950:1999, 3rd Edition

/S/ /S/
Dennis P. Symanski       DATE
Manager, Compliance Engineering
Sun Microsystems, Inc.
901 San Antonio Road, MPK15-102
Palo Alto, CA 94303-4900 U.S.A.
Tel: 650-786-3255
Fax: 650-786-3723

Peter Arkless        DATE 
Quality Manager
Sun Microsystems Scotland, Limited
Springfield, Linlithgow
West Lothian, EH49 7LR
Scotland, United Kingdom
Tel: 0506-670000 Fax: 0506-760011
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 Regulatory Compliance Statements
Your Sun product is marked to indicate its compliance class:

• Federal Communications Commission (FCC) — USA
• Industry Canada Equipment Standard for Digital Equipment (ICES-003) — Canada
• Voluntary Control Council for Interference (VCCI) — Japan
• Bureau of Standards Metrology and Inspection (BSMI) — Taiwan

Please read the appropriate section that corresponds to the marking on your Sun product before attempting to install the 
product.

FCC Class A Notice
This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions:

1. This device may not cause harmful interference.
2. This device must accept any interference received, including interference that may cause undesired operation.

Note: This equipment has been tested and found to comply with the limits for a Class A digital device, pursuant to Part 15 of 
the FCC Rules. These limits are designed to provide reasonable protection against harmful interference when the equipment 
is operated in a commercial environment. This equipment generates, uses, and can radiate radio frequency energy, and if it is 
not installed and used in accordance with the instruction manual, it may cause harmful interference to radio communications. 
Operation of this equipment in a residential area is likely to cause harmful interference, in which case the user will be required 
to correct the interference at his own expense.

Shielded Cables: Connections between the workstation and peripherals must be made using shielded cables to comply with 
FCC radio frequency emission limits. Networking connections can be made using unshielded twisted-pair (UTP) cables.

Modifications: Any modifications made to this device that are not approved by Sun Microsystems, Inc. may void the 
authority granted to the user by the FCC to operate this equipment.

FCC Class B Notice
This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions:

1. This device may not cause harmful interference.
2. This device must accept any interference received, including interference that may cause undesired operation.

Note: This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to Part 15 of 
the FCC Rules. These limits are designed to provide reasonable protection against harmful interference in a residential 
installation. This equipment generates, uses and can radiate radio frequency energy and, if not installed and used in 
accordance with the instructions, may cause harmful interference to radio communications. However, there is no guarantee 
that interference will not occur in a particular installation. If this equipment does cause harmful interference to radio or 
television reception, which can be determined by turning the equipment off and on, the user is encouraged to try to correct the 
interference by one or more of the following measures:

• Reorient or relocate the receiving antenna.
• Increase the separation between the equipment and receiver.
• Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.
• Consult the dealer or an experienced radio/television technician for help.

Shielded Cables: Connections between the workstation and peripherals must be made using shielded cables in order to 
maintain compliance with FCC radio frequency emission limits. Networking connections can be made using unshielded 
twisted pair (UTP) cables.

Modifications: Any modifications made to this device that are not approved by Sun Microsystems, Inc. may void the 
authority granted to the user by the FCC to operate this equipment.
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ICES-003 Class A Notice - Avis NMB-003, Classe A
This Class A digital apparatus complies with Canadian ICES-003.

Cet appareil numérique de la classe A est conforme à la norme NMB-003 du Canada.

ICES-003 Class B Notice - Avis NMB-003, Classe B
This Class B digital apparatus complies with Canadian ICES-003.

Cet appareil numérique de la classe B est conforme à la norme NMB-003 du Canada.
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BSMI Class A Notice
The following statement is applicable to products shipped to Taiwan and marked as Class A on the product compliance
label.
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3. UVWBXY�LZ[\K�X ]LZ[\K\^�_`ab

4. $� Phillips cdefg PCI OPh
i�cd

'|�������� 5 �I�d�Y��

5. jklm Sun Crypto ��	 1000 
�no Upqrstuvw Ox PCI OP
yz{|z}~i�cd

6. ���i>?@@I ��[\BCFGHA67BC

7. � ok �����x show-devs � ��
���S���

/pci@1f,2000/pci108e,5455@n Ã+a�a��ðaL���  �����È�

v"�ë�Ã

ok show-devs
. . . 
/pci@1f,2000/pci108e,5455@1
/pci@1f,4000/pci108e,5455@5
. . . 



� 2 � �� Sun Crypto ��� 1000 � 9

Sun Crypto /01 1000-.'#
Sun Crypto ��� 1000 -.\ Sun Crypto ��� 1000 CD µC �¡Iõ

SunSolve Web bc@�]^qr "����� ��¹A 5 _ n¡�]^q

r

� �� �

1. ���� 1.1 ������ Sun Crypto ��	 1000 �� 1.0 �� $��g� ��

����� 1.0 ���

2. U Sun Crypto ��	 1000 CD Ox�67[\�[� CD-ROM ��	

� ?ù��¡�RÃ Sun Enterprise Volume Manager™  p¯�¿ CD-ROM ��
ø /cdrom/cdrom0 uX

� ?ù��¢RÃ Sun Enterprise Volume Manager �£�@���G CD-ROM  

# pkgrm SUNWcrysl SUNWdcav SUNWdcar SUNWcrysu SUNWcrypu SUNWcrypr 
SUNWdcamn SUNWcrypm

# mount -F hsfs -o ro /dev/dsk/c0t6d0s2 /cdrom
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�¿û� /cdrom/cdrom0 uX�¤ø�@�.�uX

��Þ"¿ Apache �$ Web +,�Y�� SUNWcrysu -.�

��Þ"¬_¥Öø Apache Web +,��2� ude h�Y�� SUNWcrysl -
.�

��Þ"®Ã SunVTS™ QRY�� SUNWdcav -.� I�� SUNWdcav -.�
ns�" SunVTS 4.4 4.5 4.6 � 5.0

3. ���x�g ¡�����

4. ¢����S����� �£¤ pkginfo � 

	 2-1 /cdrom/cdrom0 ������

��� ! "#

Copyright fgRh��

FR_Copyright igRh��

Docs Sun Crypto jkZ 1000 lRm 1.1 dno�Fpq

Packages rs Sun Crypto jkZ 1000 V�r
SUNWcrypr jtuvw�

SUNWcrypu jtxyz�`a�{

SUNWcrysu Apache � SSL bc 
�

SUNWcrypm jtxy|}~

SUNWdcar DCA Crypto jkZ (Root)
SUNWdcamn DCA Crypto jkZ|}~
SUNWdcav DCA Crypto jkZ� SunVTS �� 
�

SUNWcrysl SSL �Q���{ 
�

# cd /cdrom/cdrom0/Packages
# pkgadd -d . 

# pkginfo SUNWcrypr SUNWcrypu SUNWcrysl SUNWcrysu SUNWcrypm SUNWdcar SUNWdcamn 
SUNWdcav
system  SUNWcrypr   Cryptography Kernel Components
system  SUNWcrypu   Cryptographic Administration Utility and Libraries
system  SUNWcrysl   SSL Development Tools and Libraries
system  SUNWcrysu   SSL Support for Apache
system  SUNWcrypm   Cryptographic Administration Manual Pages
system  SUNWdcar    DCA Crypto Accelerator (Root)
system  SUNWdcamn   DCA Crypto Accelerator Manual Page
system  SUNWdcav    SunVTS Test of DCA Crypto Accelerator
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5. .¥ ¢��S�¦9���&' §.�£¤ prtconf � ?ù���£È 
Sun Crypto ��� 1000 � ñû��£Ã ?@ý5�

6. .¥ £¤ modinfo � �¨S��©ª«

¦� �"§¡�� Sun Crypto ��� 1000 ��Ã�t#$<0 ¨û�����

kcl � cryptio

��&�#
� 2-2 bc� Sun Crypto ��� 1000 -.�©3��5ªk�uX

� 2-1 �����muX��.�!«=>

# prtconf
pci108e,5455, instance #0
pci108e,5455, instance #1

# modinfo | grep Crypto
130 1033e946   6df0  79   1  cryptio (Cryptographic IOCTL v1.58)
131 1030240c   2d93   -   1  kcl (Cryptographic Library v1.64)
132 10313ac8   131e   -   1  kcpi (Crypto Provider Interface v1.27)
135 103178be   8684  82   1  dca (PCI Crypto Accelerator v1.156)

	 2-2 Sun Crypto ��� 1000 ��

 ! "#

/etc/opt/SUNWconn/crypto/realms ����F��

/opt/SUNWconn/crypto/bin /�`a�>,��

/opt/SUNWconn/crypto/lib /�`a{

/opt/SUNWconn/crypto/sbin ������>,��
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� 2-1 Sun Crypto ��� 1000�����

23'#
?ùaªk¬& ñns�,V-.<�­,V¬& ���A 64 _ ,V¬&

?ù¢ªk¬& ñi�®¯��� �°�,VË�¡����¬& I±²¬&F

� �ns�³ Web +,�� /�89+,�

�� – ,V Sun Crypto ��� 1000 -.<� �ns´�8KaL�M Sun Crypto
��� 1000 ��µ��� Web +,� `ñ �m Web +,�v¿°� $

/etc

/opt

/SUNWconn

/crypto

/realms

/opt

/SUNWconn

/bin /lib /sbin

���� 
�� ��

!"��
�� ��

/

/crypto

�##$

/include /man /ssl

Apache
%&��'(�� ����) *+,
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� !" �

� 1�23�4 $� pkgrm � j��§¬������

�� – ���-.�ns£5�¶r,V u£�¶r,V-.� ñû����[·

¸ ¹�ºÈNÍ~��»�

?ù���5"-.� ñp£?@5�®Ã,V

�� – ���,V Sun Crypto ��� 1000 �� SunVTS QR (SUNWdcav) 0 ?ù

SunVTS a�RÃ ñns¬_¼½�� �¢_i��QR "����� ��¹

�� SunVTS ��

# pkgrm SUNWcrysl SUNWdcav SUNWdcar SUNWcrysu SUNWcrypu SUNWcrypr 
SUNWdcamn SUNWcrypm
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���������������3


 iPlanet Web ������

�B��?KL� Sun Crypto ��� 1000 �M iPlanet Web +,��N�� �B�

t�@ÆÇ

� A 15 _ t¾

� A 16 _ ªkE¿Ê¬&

� A 18 _ L� iPlanet Web +,�CD

45
�L� iPlanet Web +,� (iWS) ��q� ûIJ�µCÆ�t¾ � 3-1 ���t
¾®Ã�`a �B»Àv¿�ø�mt¾ ?ùuÁÂp
����t¾ ���

� 3-1
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6789:;<
IL��M iPlanet Web +,��µ�� �ns­�0E¿Ê¬& ?ù�Ã¢�ë

Ä ñns�0Â/��¬&����ö "�¬&����� ���WX A

� #$%&'()

1. ­®§¯N°±² �U Sun Crypto ��	 1000 ³´µ¶·x§�¸/¹º »­

2. ¼½ secadm ¾�&'

	 3-1 iPlanet Web -.����#/

$%&' ��

iWS xyXYZ �� iPlanet xyXYZB() ?t���� iPlanet B��

Web XYZ��
��{

�de�������jt��B() �� iPlanet Web XYZxy
XYZ������{B��?t� J�  ¡¢  dn£��j

t��¤B¥)���?t�

¦§xy¨ >, secadm h©@AB() :ª root �F� UNIX «
t� % 
Solaris «
¬�­®¯ UID °±F

user@realm-name �de����� Sun Crypto jkZ 1000 ��B() �� secadm 
�����FB��?t� J�  ¡¢  dn£ 
user@realm-name 

jt��¤B¥)���?t�

$ PATH=$PATH:/opt/SUNWconn/crypto/bin
$ export PATH

$ secadm
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3. $� secadm ¾�&'¿"�ÀÁ

4. ��4ÂÃÀÁ

�m�öÅ�� Sun Crypto ��� 1000 �&�L�  ðÆunM Web +,�®q
RÃ� UNIX �öÅ�N ÇRªk�ö<� �È�ns­�0Ë�� $¬&E�

��89:°ÉÊX

ªk�ö<� �ns­�0Iªk�ö�¬&

5. ­®ÄÅ¢LMÀÁ�4 §.���$��4Æ nobody �ÇÈÉ�OPÊ� Ë<

ÌÍÎÏ �ÐÑ* 55 � OPÊ�

� Web +,�L�AK®Ã74Y ns���t¾ �� user@realm-name t¾

�� – nsÈ�{G�t¾ Ô"t¾ h°�¤¥��tÐ ËÌ�t¾°�¬_Í

ø

6. Òw secadm

secadm> create realm=realm-name
System Administrator Login Required
Login: root
Password: 
Realm realm-name created successfully.

secadm> set realm=realm-name
secadm{realm-name}> su
System Administrator Login Required
Login: root
Password:
secadm{root@realm-name}#

secadm{root@realm-name}# create user=nobody
Initial password: 
Confirm password: 
User nobody created successfully.

secadm{root@realm-name}# exit
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=
 iPlanet Web >?1$%
IL� iPlanet Web +,� �nsêè�@�� @�ÎBû®Ã��`a

1. �� iPlanet Web +,�

2. ªki�óô3

3. �J4�

4. ��4�

5. /0 iPlanet Web +,�

�� – �@��ns£f�¶r®Ã `ñ ñi
MÏÐÑ/0

� ?ù��� iPlanet Web Server 4.1 �ÒÂA 4 B
� ?ù��� iPlanet Web Server 6.0 �ÒÂA 5 B
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���������������4

����� iPlanet Web Server 4.1

�B��?K���/0 iPlanet Web Server 4.1 �B�t�@ÆÇ

� A 19 _ �� iPlanet Web Server 4.1

� A 26 _ /0 iPlanet Web Server 4.1

-. iPlanet Web Server 4.1
�ns£¶r�Ã�m�� "��� iPlanet Web +,������ ���

iPlanet Web +,���

� �� iPlanet Web Server 4.1
1. g© iPlanet Web Server 4.1 ��

�iõ�@ URL Íø
 Web +,�-.
http://www.iplanet.com

2. �� Web �
	

�ÍµC���ý½�`a �i�Ó�� Web +,�®ÃuN�/0 +,��©3

ÔÕÅ? /usr/netscape/server4

� iPlanet Web +,���AKÖV©3ÔÕ ������m©3ÔÕ ?ù�Ó�

¿z���uN� 0 ,nÈ� ��� 0

3. £¤��&'
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4. ÓÔ��Õ�u���

V�@µ�Õ ?�Öµ¹ �i�ÖV©3×

a. ���x yes #Ö\×-.ØÙ

b. �x�Ú|� hostname.domain

c. �x iWS ���
	ÛÜÝÞ

d. ��ß 5Óà�

� #$�*+,-

1. �����
	

IL� iPlanet Web Server 4.1 ����@�g ðu�¿ startconsole $? setup 
�JjRÃ

�:pµC��~(Öø��+,�� URL

2. ��HA Web áâ	G�x�g ¡��� iPlanet ���
	

�Øc�Ù×�{GRÃ����YÚÛ� iWS 89+,��öÅ�t¾

�� – ?ù�� iPlanet Web +,����q����©3�0 �{G admin �Ü$
?�ö ID � iWS 89+,��öÅ

3. ãä OK

4. ¿" Web �
	¾»�.Îåæç


��£� Web +,�îýL��Z[ ?ù��ë ���� Web +,�îý¬ä
�� 1-4

�� – ?ù�ÝÞ�89+,��RÃ SSL ñ�0i�óô3��q�ß "���

�� ��� iPlanet ��

# /usr/netscape/server4/https-admserv/start
iPlanet-WebServer-Enterprise/4.1SP9 BB1-08/23/2001 05:50
startup: listening to http://hostname.domain, port 8888 as root

http://hostname.domain:admin_port
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a. ãä���
	u� Servers ¥èé

b. ¥ê�
	 yzãä Manage 5ë

c. �ìí�î�^,ãä Security ¥èé yz¥ê Create Database ï\

d. �ÝMðñòu�xÛÜ Web �
	.Îåæç yzãä OK

ÚÛ��Â/" 8 �gà�t¾ iPlanet Web +,���Zº4RÃY i���

 jL�Øx�tºÈ

5. ó¤�gÕ��� Sun Crypto ��	 1000 


�á�µ��ÚÛ Web +,�  ? iPlanet Web +,�� Apache Web +,���
Sun Crypto ��� 1000 �tºÈ á�O0û¢_/0�.�L� Sun Crypto ���
1000 �

6. �x 1 ��� iPlanet Web �
	�$� SSL yz5 Enter

7. ��ß�x Web �
	ôµ¶�¹º yz5 Enter

# /opt/SUNWconn/crypto/bin/sslconfig

Sun Crypto Accelerator Installation
---------------------------------------------------------
This script will install the Sun Crypto Accelerator
cryptographic modules for iPlanet Web Server
or Apache.

Please select the type of web server you wish to configure
to use the Sun Crypto Accelerator:
---------------------------------------------------------
1. Configure iPlanet Web Server for SSL
2. Configure Apache for SSL
3. Work with iPlanet and Apache keys
Your selection (0 to quit): 1

Please enter the full path of the web server
root directory [/usr/netscape/server4]: /usr/netscape/server4
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8. ­®¢õö ����ß�x y G5 Enter

9. �x 0 Òw

� ./01234

1. ���x�g� �������
	

2. ¢�÷�
	øù �ãäìí�î� Security ¥èé

\âû�� Create Trust Database Ù×

This script will update your iPlanet Web Server installation
in /usr/netscape/server4 to use the Sun Crypto Accelerator
You will need to restart your admin server after this has 
completed.
Ok to proceed? [Y/N]: y

Using database directory /usr/netscape/server4/alias...
Module "Sun Crypto Accelerator" added to database.
/usr/netscape/server4 has been configured to use
the Sun Crypto Accelerator.

<Press ENTER to continue>

# /usr/netscape/server4/https-admserv/stop
# /usr/netscape/server4/https-admserv/start
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3. ¥êúòu� Request a Certificate ï\

4. $��gÎÏÂûaã�üýøù�÷

a. ¥ê New Certificate

?ùi�PÖ¿4��JÀÁøi»� Web ¤¥�4��>�«^�> �ÚÛ

CA URL ¥Ö `ñ �ÚÛ CA Email Address {Gãä»�¼½¾.À

Á4��J�¼½¾.å.æ�ç

b. ¥ê§¢$���Ûª«

��@èéê� ��¬&v"¯ë�ìu ,nÚÛ¡	�¬& I�� Sun
Crypto ��� 1000 nsÚÛ��w4? user@realm-name �ºÈ

c. � Key Pair File Password ðñòu �UþËÛ�� user@realm-name ��ÛÜ
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d. ��g������ÎÏ

� Requestor Name �Jí�����

� Telephone Number �Jí�����

� Common Name �j¤í�¼½� hostname.domain �îG� Web bc&
� Email Address �Jí�����

� Organization 4��|a� Organization �×
� Organizational Unit iÚ ¿�4��|a� Organizational Unit �×
� Locality iÚ ïð ñò Îó�óô/�õ ?ùµCÝ�4��ö�|a

� State iÚ �g÷�øù�ZÑ

� Country þÎ�gú;è�óô /�õ ISO m¾ ý? ûó? US

e. ãä OK 5ë��ÎÏ

5. ��øù@!üýøù

� ?ùÚÛ¿4��JÀÁj CA URL ñ4��Jû¯�ÀÁø�Í

� ?ùÚÛ CA Email Address �'ü©äW»�¼½¾.Àj��4��J O0

¿zýj4��>

6. L�üýøù �Up[��L	
�K�

i

«¸ 4�M4��JuN þþ���w4��µC

� ��01234

1. ����ú�¥ê Install Certificate ï\

�T4��>�����JE�À4� �ns¿z��� iPlanet Web +,��

2. ¥ê Security ¥èé
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3. �úòu ¥ê Install Certificate ï\

4. Âûaã ��øù

� Certificate For This Server

� Cryptographic Module ÚÛ¡	� user@realm-name ÅÑ

� Key Pair File Password ?�"��Bè�tÐ� user@realm-name µCt¾

� Certificate Name �
£ó��@ �i���u¿ ?ùµC��ÅÑ 
ÅÑ

¿­$ Web +,���� SSL deRÃY�j¤¥4��tÐ�ÅÑ

5. ¥ê Message text (with headers) �
�b
��øù

6. ãä����� OK 5ë

7. U§qøù@!
��øù�
K Message òu

\âû��4���m����
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8. ­®�x� ¡�� �ãä Add Server Certificate 5ë

\âû����²� »��¬_L�+,� Web +,�îý�PÍ~��»�Yu
n¬_L�+,� NYrû»�� ?� Web +,��� SSL ns� Web +,�
®Ã�p/0 ���@��/0 Web +,�

@A iPlanet Web Server 4.1
	Oa�� Web +,��+,�4� ns� Web +,�®Ã/0��� SSL

� �	 iPlanet Web Server 4.1
1. �����i¥ê¢$�� Web �
	¾»yzãä Manage

2. ­®N¥ê����� Preferences ¥èé �ãä�¥èé

3. ���ú�¥ê Encryption On/Off ï\

4. U�ÛÉ�� On

�
��� Port g÷p¢_?©3� SSL �×Å 443 ?ù¡I �¢­�×Å

5. ãä OK 5ë

6. ��ãä Save 5ë%�°���

ï�a� Web +,�®Ã/0  i���Zº4@RÃ

7. ����g¤�� /usr/netscape/server4/https-hostname/config/magnus.conf 
Ê�

z� hostname ? Web +,�ÅÑ

©3��@ ���� 2 ��� 4 �Bè�4��Å? Server-Cert ?ù��4�"

2�ÅÑ �¿4�Å
�? Server-Cert

8. ¥ê§¢����
	 yzãä���i�� Apply 5ë

�#$»�89+,�p��m¢­

CERTDefaultNickname user@realm-name:Server-Cert



� 4 � ����  iPlanet Web Server 4.1 27

9. ãä Load Configuration Files 5ë%�§�ð magnus.conf Ê�¬²���

?ù�+,���Yê� Apply Changes £� ñûØc��Ù× µ�{Gt

¾ �Ù×ui��-
� ç��µý¢­Yi
û�ø¥© 
¥©"Î��Y�

Ó��

� ­?ê� Load Configuration Files
� ­L� Web +,� O0ê� Apply Changes £�

10. � Web �
	�i ¥ê��ú�i� On/Off ï\

11. �x�
	ÛÜ ãä OK 5ë

¿ûµ��µC���£�t¾ cï Module Internal µ�Y ? Web +,�i
�óô3µCt¾

cï Module user@realm-name µ�Y {G��� secadm � realm-name �ªk��

Y�0�t¾

12. �gb� URL i�ø�� SSL �� Web �
	

https://hostname.domain:server_port/

«¸ ©3 server_port ? 443
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���������������5

-.&@A iPlanet Web Server 6.0

�B��?KL� Sun Crypto ��� 1000 �M iPlanet 6.0 Web +,��N�� �

B�t�@ÆÇ

� A 29 _ �� iPlanet Web Server 6.0

� A 36 _ /0 iPlanet Web Server 6.0

-. iPlanet Web Server 6.0
�ns£¶r�Ã�m�� "��� iPlanet Web +,������ ��� 
iPlanet Web +,���

� �� iPlanet Web Server 6.0
1. g© iPlanet Web Server 6.0 ��

�iõ�@ URL Íø
 Web +,�-.

http://www.iplanet.com

2. �� Web �
	

�ÍµC���ý½�`a �i�Ó�� Web +,�®ÃuN�/0 +,��©3

ÔÕÅ? /usr/iplanet/servers

� iPlanet Web +,���AKÖV©3ÔÕ ������m©3ÔÕ ?ù�Ó�

¿z���uN� 0 ,nÈ� ��� 0

3. £¤��&'
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4. ÓÔ��Õ�u���

V�@µ�Õ ?�Öµ¹ �i�ÖV©3×

a. ���x yes #Ö\×-.ØÙ

b. �x�Ú|� hostname.domain

c. �x iWS ���
	ÛÜÝÞ

d. ��ß 5Óà�

� #$�*+,-

1. �����
	

IL� iPlanet Web +,� ����@�g ðu�¿ startconsole $? setup 
�JjRÃ

�:pµC��~(Öø��+,�� URL

2. ��HA Web áâ	G�x�g ¡��� iPlanet ���
	

�Øc�Ù×�{GRÃ����YÚÛ� iWS 89+,��öÅ�t¾

�� – ?ù�� iPlanet Web +,����q����©3�0 �{G admin �Ü
$?�ö ID � iWS 89+,��öÅ

3. ãä OK

4. ¿" Web �
	¾»�.Îåæç


��£� Web +,�îýL��Z[ ?ù��ë ���� Web +,�îý¬ä
��q

# /usr/iplanet/servers/https-admserv/start
iPlanet-WebServer-Enterprise/6.0SP1 B08/20/2001 00:58
warning: daemon is running as super-user
[LS ls1] http://hostname.domain/port 8888 ready to accept requests
startup: server started successfully

http://hostname.domain:admin_port
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�� – ?ù�ÝÞ�89+,��RÃ SSL ñ�0i�óô3��q�ß "���

�� ��� iPlanet ��

a. ãä���
	u� Servers ¥èé

b. ¥ê�
	 yzãä Manage 5ë

c. �ìí�î�^,ãä Security ¥èé yz¥ê Create Database ï\

d. �ÝMðñòu�xÛÜ Web �
	.Îåæç yzãä OK

ÚÛ��Â/" 8 �gà�t¾ iPlanet Web +,���Zº4RÃY �t¾¿

�jL�Øx�tºÈ

5. ó¤�gÕ��� Sun Crypto ��	 1000 


�á�µ��ÚÛ Web +,�  ? iPlanet Web +,�� Apache Web +,���
Sun Crypto ��� 1000 �tºÈ á�O0û¢_/0�.�L� Sun Crypto ���
1000 �

6. �x 1 ��� iPlanet Web �
	�$� SSL yz5 Enter

7. ��ß�x Web �
	ôµ¶�¹º yz5 Enter

# /opt/SUNWconn/crypto/bin/sslconfig

Sun Crypto Accelerator Installation
---------------------------------------------------------
This script will install the Sun Crypto Accelerator
cryptographic modules for iPlanet Web Server
or Apache.

Please select the type of web server you wish to configure
to use the Sun Crypto Accelerator:
---------------------------------------------------------
1. Configure iPlanet Web Server for SSL
2. Configure Apache for SSL
3. Work with iPlanet and Apache keys
Your selection (0 to quit): 1

Please enter the full path of the web server
root directory [/usr/iplanet/servers]: /usr/iplanet/servers
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8. ­®¢õö ����ß�x y G5 Enter

9. �x 0 Òw

� ./01234

1. ���x�g� �������
	

2. ¢�÷�
	øù �ãäìí�î� Security ¥èé

\âû�� Create Trust Database Ù×

This script will update your iPlanet Web Server installation
in /usr/iplanet/servers to use the Sun Crypto Accelerator
You will need to restart your admin server after this has 
completed.
Ok to proceed? [Y/N]: y

Using database directory /usr/iplanet/servers/alias...
Module "Sun Crypto Accelerator" added to database.
/usr/iplanet/servers has been configured to use
the Sun Crypto Accelerator.

<Press ENTER to continue>

# /usr/iplanet/servers/https-admserv/stop
# /usr/iplanet/servers/https-admserv/start
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3. ¥êúòu� Request a Certificate ï\

4. $��gÎÏÂûaã�üýøù�÷

a. ¥ê New Certificate

?ùi�PÖ¿4��JÀÁøi»� Web ¤¥�4��>�«^�> �ÚÛ

CA URL ¥Ö `ñ �ÚÛ CA Email Address {Gãä»�¼½¾.À

Á4��J�¼½¾.å.æ�ç

b. ¥ê§¢$���Ûª«

��@èéê� ��¬&v"¯ë�ìu ,nÚÛ¡	�¬& I�� Sun
Crypto ��� 1000 nsÚÛ��w4? user@realm-name �ºÈ

c. � Key Pair File Password ðñòu �UþËÛ�� user@realm-name ��ÛÜ
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d. ��g������ÎÏ

� Requestor Name �Jí�����

� Telephone Number �Jí�����

� Common Name �j¤í�¼½� hostname.domain �îG� Web bc&
� Email Address �Jí�����

� Organization 4��|a� Organization �×
� Organizational Unit iÚ ¿�4��|a� Organizational Unit �×
� Locality iÚ ïð ñò Îó�óô/�õ ?ùµCÝ�4��ö�|a

� State iÚ �g÷�øù�ZÑ

� Country þÎ�gú;è�óô /�õ ISO m¾ ý? ûó? US

e. ãä OK 5ë��ÎÏ

5. ��øù@!üýøù

� ?ùÚÛ¿4��JÀÁj CA URL ñ4��Jû¯�ÀÁø�Í

� ?ùÚÛ CA Email Address �'ü©äW»�¼½¾.Àj��4��J O0

¿zýj4��>

6. L�üýøù �Up[��L	
�K�

i

«¸ 4�M4��JuN þþ���w4��µC

� ��01234

1. ����ú�¥ê Install Certificate ï\

�T4��>�����JE�À4� �ns¿z��� iPlanet Web +,��

2. ¥ê Security ¥èé
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3. �úòu ¥ê Install Certificate ï\

4. Âûaã ��øù

� Certificate For This Server

� Cryptographic Module ÚÛ¡	� user@realm-name

� Key Pair File Password ?�"��Bè�tÐ� user@realm-name µCt¾

� Certificate Name �
£ó��@ �i���u¿ ?ùÚÛµCÅÑ 
ÅÑ¿

­$ Web +,���� SSL deRÃY�j¤¥4��tÐ�ÅÑ

5. ¥ê Message text (with headers) �
�b
��øù

6. ãä����� OK 5ë

7. U§qøù@!
��øù�
K Message òu

\âû��4���m����
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8. ­®�x� ¡�� �ãä Add Server Certificate 5ë

\âû����²� »��¬_L�+,� Web +,�îý�PÍ~��»�Yu
n¬_L�+,� NYrû»�� ?� Web +,��� SSL ns� Web +,�
®Ã�p/0 ���@��/0 Web +,�

@A iPlanet Web Server 6.0
	Oa�� Web +,��+,�4� ns� Web +,�®Ã/0��� SSL

� �	 iPlanet Web Server 6.0
1. �ìí�î�^,ãä Preferences ¥èé

2. ¥êúòi� Edit Listen Sockets ï\

¨�bc� Web +,�îý�5"��¦Ö×

a. ���g��

� Port �0?�IRÃL� SSL � Web +,���× »þ?�× 443

� Security �0? On

b. ãä OK 5ë%�°���

� Edit Listen Sockets _��Z[g÷� ï�p
���� Attributes ¥Ö

3. ãä Attributes ï\

4. �x user@realm-name ÛÜð67i� user@realm-name �¤�ø

5. q�w !u¥ê SSL É�

�i�ÚÛ Cipher Default �0 SSL2 � SSL3/TLS ©3ÚÛu��©3�0

z Î�ÚÛIJÚÛÞL��ß�

6. � user@realm-name ¥êøù z" :Server-Cert ­®## $$�§¥ê�Æ%

Certificate Name g÷����p� user@realm-name 5�"�tÐ

7. ­®¦¥êøùG�&¬Ë��'É� �ãä OK 5ë

8. ãä�i�� Apply ï\ %�°��� yz���
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9. ãä Load Configuration Files ï\%�°���

�L¬��ø�}�L� Web +,�îý�_�

?ù�+,���Yê� Apply Changes £� ñûØc��Ù× µ�{Gt

¾ �Ù×ui��-
� ç��µý¢­Yi
û�ø¥©

�D¥©"Î��Y�Ó��

� ­?ê� Load Configuration Files
� ­L� Web +,� O0ê� Apply Changes £�

10. �ðñòu���÷�ÛÜ ���
	

¿ûµ��µC���£�t¾ cï Module Internal µ�Y ? Web +,�i
�óô3µCt¾

11. w( Module user@realm-name ��ß �x§$� secadm � realm-name u¿"��

ßÉ��ÛÜ

12. �gb� URL i�ø�� SSL �� Web �
	

https://hostname.domain:server_port/

«¸ ©3 server_port ? 443
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���������������6

�� Apache Web ���

�B��?KL� Sun Crypto ��� 1000 �M Apache Web +,��N�� �B

�t�@ÆÇ

� A 39 _ L� Apache Web +,�

� A 42 _ ªk4�

=
 Apache Web >?1
Apache Web Server 1.3.12 \ Solaris 8 7/01 #$%&�µµC Apache Web Server
1.3.22 \ Solaris 9 #$%&�µµC �@`a���mx�� Apache Web +,�
h� "��� Apache Web +,������ ��� Apache Web +,���

� 5
 Apache Web 012
1. ¿" httpd ��Ê�

�~ Solaris �� httpd.conf-example �.»þv� /etc/apache � �i�

¿��.�$º�E®Ã?@äW

2. � http.conf Ê�uU ServerName �)�§��
	Æ

3. �� sslconfig

# cp /etc/apache/httpd.conf-example /etc/apache/httpd.conf

# /opt/SUNWconn/crypto/bin/sslconfig
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4. ¥ê 2 �� Apache Web �
	�$� SSL

5. �� Apache *��Ê�¬��µ¶

� Solaris ��� »þ? /usr/apache

6. �� Apache ���Ê�¬��T�

� Solaris ��� »þ? /etc/apache

7. �67¿" RSA Û�ð

?ùÚÛuªktÐ� ��0ns�új�� sslconfig BètÐ

?ù���¥©ú� No ñ�ÂA 42 _ ªk4�

Sun Crypto Accelerator Installation
---------------------------------------------------------
This script will install the Sun Crypto Accelerator
cryptographic modules for iPlanet Web Server
or Apache.

Please select the type of web server you wish to configure
to use the Sun Crypto Accelerator:
---------------------------------------------------------
1. Configure iPlanet Web Server for SSL
2. Configure Apache for SSL
3. Work with iPlanet and Apache keys

Your selection (0 to quit): 2

Please enter the directory where the Apache
binaries and libraries exist [/usr/apache]: /usr/apache

Please enter the directory where the Apache
configuration files exist [/etc/apache]: /etc/apache

Do you wish to create a new RSA keypair and certificate request? 
[Y/N]:
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8. ���+,-Û��µ¶

?ù
uXu|� ñ¡ªk

9. �ÛÜ.s¥êLM/�Æ%

�ÅÑW'uN�0��õ tÐ�. 4��J�.��0�4��.

10. ���Û�012+ 512 � 2048 T34

�~
£ó Web +,�p�qrðò 1024  a6���Z u�?ù ¸ i�Ú

Û¢�Z�tÐ

11. ¿"§� PEM ÛÜ

�t¾��'!tÐà� ,nÚÛ�ZÆ"È�t¾ ?ù#Èt¾ �¿°�¤¥

��tÐ

�� – nsÈ�{G�t¾ Ô"t¾ h°�¤¥��tÐ ËÌ�t¾°�¬_Í

ø

Where would you like the keys stored? [/etc/apache/keys]: 
/etc/apache/keys

Please choose a base name for the key and request file:

What size would you like the RSA key to be [1024]? 1024
Generating RSA private key, 1024 bit long modulus
..........++++++
......++++++
e is 65537 (0x10001)

Enter PEM pass phrase:
Verifying password - Enter PEM pass phrase:
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67B�
�@����?Kªk Apache Web +,��� Sun Crypto ��� 1000 �5¡�
4�

� #$34

1. �§��¿"�Û��¿"øù�÷

�ns­{Gt¾�¤¥tÐ O0?�@g÷µC¡	��

� Country Name þÎ�gú;è�óô /�õ ISO m¾ �4��ö�|a ?n

¿g÷ ý? ûó? US

� State or Province Name iÚ �g÷�øù�ZÑ �îG . O0£ú$î

� Locality iÚ ïð ñò Îó�óô /�õ ?ùµCÝ�4��ö�|a

� Organization Name 4��|a� Organization �×

� Organizational Unit Name iÚ ¿�4��|a� Organizational Unit �×

� SSL Server Name �j¤í�¼½��îG� Web bc&

� Email Address �Jí�����

@��?K{G4�g÷��ý

Enter PEM pass phrase:
You are about to be asked to enter information that will be incorporated into 
your certificate request.
What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank
For some fields there will be a default value,
If you enter ‘.’, the field will be left blank.
-----
Country Name (2 letter code) [US]:US
State or Province Name (full name) [Some-State]:.
Locality Name (eg, city) []:.
Organization Name (eg, company) []:Fictional Company, Inc.
Organizational Unit Name (eg, section) []:Online Sales Division
SSL Server Name (eg, www.company.com) []:www.fictional-company.com
Email Address []:admin@fictional-company.com



� 6 � �
 Apache Web ��� 43

2. 5:;5� /etc/apache/httpd.conf Ê�

\âû��"���tÐ�4��.��� rûfM�?K]­ 
/etc/apache/httpd.conf �.�ÖM Sun Crypto ��� 1000 -.�µ��

�� – ¿����/0�¡	 version-number

The keyfile is stored in /etc/apache/keys/base_name-key.pem.
The certificate request is in /etc/apache/keys/base_name-certreq.pem.

You will need to edit /etc/apache/httpd.conf for the following items:

You must specify the ports that Apache will listen to for
SSL connections, as well as for non-SSL connections.  One
way to accomplish this is to add the following lines in
the Listen section:

Listen 80
Listen 443

In the LoadModule section, add the following:

LoadModule ssl_module /usr/apache/libexec/mod_ssl.so.version-number

In the AddModule section, add the following:

AddModule mod_ssl.c
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3. ­®¥ê#�� VirtualHost $67U SSLEngine, SSLCertificateFile � 
SSLCertificateKeyFile � �+ httpd.conf Ê�u � 
SSLPassPhraseDialog � 3i

?ù�A 39 _ L� Apache Web +,� �� 7 ��¥©�ú�?` rû��µ

C�0?KBèt¾à��z ��

4. ��89 sslconfig ß¥ê 0 Òw

5. q /etc/apache/keys/base_name-certreq.pem pu base_name �* 39 � ��

Apache Web �
	 :; 9 uÉ� u
�Y���øù�÷GUp�<øù@!

You may need a virtual host directive similar to
what is shown below:

<VirtualHost _default_:443>
SSLEngine on
SSLCertificateFile /etc/apache/keys/base_name-cert.pem
SSLCertificateKeyFile /etc/apache/keys/base_name-key.pem

</VirtualHost>

You must add the following line after all of your VirtualHost 
definitions:

SSLPassPhraseDialog exec:/opt/SUNWconn/crypto/bin/sslpassword

Other SSL-related directives and their explanations
can be found in the Sun Crypto Accelerator documentation.

Other Apache-related directives may need to be configured
in order to start your Apache Web Server.  Please refer
to your Apache documentation.

<Press ENTER to continue>

Since you did not create keys, you will need to
make sure that you have a key file and a certificate
file in place before enabling SSL for Apache.

You can create a new key file and certificate request
by selecting the "Generate a keypair and request a
certificate for Apache" option after choosing
"Work with iPlanet and Apache keys" from the
sslconfig main menu.
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6. L�üýøù �¿"øùÊ� /etc/apache/keys/base_name-cert.pem GU§�
øù�
K�øùÊ�u

7. �� Apache Web �
	

�%���� Apache &®W�.uX? /usr/apache/bin ?ù u���&®W

�.uX �îG¡	�uX

8. ��ß ��x§� PEM ÛÜ

9. ��=>gb� URL �áâ	u���� SSL �� Web �
	

https://server_name:server_port/

«¸ ©3 server_port ? 443

# /usr/apache/bin/apachectl start
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���������������7

�������

�B�� Sun Crypto ��� 1000-.�OPQR�STUV �B�t�@ÆÇ

� A 47 _ SunVTS OP-.

� A 50 _ Sun Crypto ��� 1000 STUV

SunVTS CD'#
SunVTS QR dcatest � Sun Crypto ��� 1000 CD �� SUNWdcav ��µC  

!"¹� SunVTS QR'.��ö(� � Solaris ^Ê CD �� SUNWvts �
SUNWvtsx �µC i�? Sun Crypto ��� 1000 �µCOP

"�?KRÃ��'�mOPQR�`a ��� SunVTS �� �m��i���~

����� Solaris ÀÃh� Solaris ^Ê CD �� Solaris on Sun Hardware 
AnswerBook �12

�� – �"�ø�õ Solaris Supplement CD ���� SunVTS ��) ¨��

SunVTS ��
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� 67 dcatest
1. �23�4?@�� SunVTS

"�L� SunVTS ���`a ��� SunVTS User s Guide

�@`a���a6�� CDE �ö(�L�� SunVTS

2. � SunVTS Diagnostic � !u U System Map É�� Logical ªA

�� – de Physical º4 u� ������¡��� Logical º4

3. B��%
¥ò C�¬ËDE

4. ¥ê Cryptography 
¥ò yzF¥ê Cryptography ��Gò H� Cryptography
Iu�¬ËDE

5. B� Cryptography Iu� dcatest �J�
¥ò

� ?ù�� dcatest ñÒÂ�� 6

� ?ùu�� dcatest ñ����¼½�Íø  i�ÚÛ Commands @èéê�
� Reprobe ��

"�	*�� ��� SunVTS �� +Q�qêèE�� dcatest Y ,)�Ã�

� 6

6. ãä dcatest �LM¾» yz��ãäGK�L��H� Test Parameter 
Options

��~ dcatest ��mÚ-�A 49 _ dcatest �QR�óÚ- �ö�`a

7. �¤¬Ë¥êz ãä Within Instance gMNãu� Apply ��� dcatest 
�¬¥¾» OP¥ê Across All Instances gMNãu� Apply ��� 
dcatest ¬Ë¥u�¾»

®Ã
#$0 Øc�²Ì �ú Sun Diagnostic ¨Ù×

8. ãä dcatest �LM¾» yz��ãäGK�L��H� Test Execution 
Options

�� Test Execution Options �2�Ý���ê� Options @è¨éê O0.ê�

Test Executions �mÚ-�û9:5"QR�»� SunVTS '. "����� �

�� SunVTS ��

# /opt/SUNWvts/bin/sunvts



� 7 � !"#$�%& 49

9. �¤¬Ë¥êz ãä Apply �w !QR SÓ Sun Diagnostic � !

10. ãä Start £¤¬¥DE

11. ãä Stop TU¬ËDE

dcatest �89:+;<
� 7-1 `a� dcatest ½QR

dcatest =>7?@
?ù�õ�gÃÚÛRÃ dcatest ðu� CDE %& ñ5"�óvi���gÃg

à/�f�

� 32  º4� dcatest �ÔÕ� /opt/SUNWvts/bin/ � 64  º4�
dcatest �ÔÕ� /opt/SUNWvts/bin/sparcv9/

dcatest ��gÃ(�de5" SunVTS ü�Ú- QRx��Ú-� -o �óf
�

"�ü��gÃ�ó��0 ��� SunVTS Test Reference Manual dcatest ���
	
º4QR ç�ns�t -f �� -u i�����²� �í�� -v ��
VERBOSE ²� �tÅ����-u+�iÚìu

	 7-1 dcatest 012

()*+ ��

3DES �� 3DES ².jt

RSA �� RSA ³��´µt¶

DSA �� DSA ·	¸ 

RNG ��¹
º�»¼
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@����� 32  º4@$?12qr�� dcatest ��ý �@�g�~�Ã

dca0 �5"½QR

@����� 64  º4@õ SunVTS �3=>��� dcatest ��ý �@�g�~

QR dca2 � RCA

õ�gÃRÃ dcatest Y 45��Ú-ñû��
Ú-�©3#$ ?� 7-2 �5
�

Sun Crypto /01 1000 EFG3
I	� Sun Crypto ��� 1000 ���`����bc �õ OpenBoot PROM
(OBP) µ�àÍîG show-devs �����b+ �p
���b+�¤ø�ß~@

�Æ��ý��ÆÃ  6\5���x� Sun Crypto ��� 1000 �ð7

��ý� pci108e,5455 f� Sun Crypto ��� 1000 ����ÔÕ 
��Ô"

I. ç� OBP 8OPqrui�

# /opt/SUNWvts/bin/dcatest -f -o dev=dca0,tl=3DES+RSA+DSA+RNG

# /opt/SUNWvts/bin/sparcv9/dcatest -f -o dev=dca2,tl=RSA

	 7-2 dcatest �gÃ9�

,- ��

dev=dcan p½)����¾�z¿ À dca0 % dca2 ÀÁÂrÃ�� ÄÅ

Æ2 dca0

tl=testlist p½)W,�Ç����È tl �Ç��� + jº �É�Ê Ë

®bc�Ç��ª 3DES RSA DSA � RNG ÌÍ

tl=3DES+RSA+DSA+RNG Î����Ç�� C¥�ÏS� 
tl=all W,���� ÀÁÐp½ÑÒÇ�� ÄÅÆ2 all

ok show-devs
. . .
/pci@1f,0/pci@1/pci108e,5455@2
. . .
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Sun Crypto ��� 1000 �u��:;���t<��=�z f�� ?�	��t

$��J�`î>�����Ã ��� kstat(1M) �g������

�� kstat ��+��t�J� $� �`¡ÀÁø Sun Crypto ��� 1000 �
$� ×\YKÀB$% +��¡���ÀÁø Sun Crypto ��� 1000 ���

t$��J ?ù¢¿�t$��JÀÁø� ñ�Hô Web +,�x�/074�
� Web +,�/0

uIR?�@ kstat(1M) �ú�¹� / A�qr�Þ× �m×'|�A�qrØ

õð�ÖïBde �0�î>ÅÑû\YKð$%

�� – ?ù nostats �[a� /kernel/drv/dca.conf �.��0 ñuûC1

����Þóg ��[i��jyS®Ã»�²yD

# kstat -m dca -i 0 -n dca0

module: dca instance: 0
name: dca0 class:    misc

3desbytes 3040
3desjobs 5
crtime 65.342725895
dsasign 0
dsaverify 0
rngbytes 10592
rngjobs 187
rngsha1bytes 16328
rngsha1jobs 327
rsaprivate 9
rsapublic 0
snaptime 106956.467004482
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� � A

� iPlanet Web ����� Sun 
Crypto 	
� 1000�

�WXCD��� iPlanet Web +,�89 Sun Crypto ��� 1000 �Y
���Z
[

�� – I89¬& ����ns�"���89:Eö�¤¥5F

�WX�t�@ÜÇ

� A 53 _ CG�H9

� A 61 _ �0�89¬&

� A 64 _ �0E89�öEö

$H&IJ
ns?»� PKCS#11 Ö× ? iPlanet Web +,� M Sun Crypto ��� 1000 �»
��p�qrªk¬&��ö

Sun Crypto ��� 1000 %&���ö��tt¾à��I�5"í ���öi��

"£�tÐ �~uN�/0 �ö¡I£�tÐ ? BÒ tÐ� JÀ tÐ

:;�ö�uN;< �~ãi�[ (HA) /0 ÝIJ£�tÐ «¸ H9

�ö � �öEö �f Sun Crypto ��� 1000 �ö ðéK�� UNIX �ö
Eö UNIX �öÅ� Sun Crypto ��� 1000 �öÅ<KÔ"I�����p��

¬&��ö�zt¾à��LMy� ¬&i���£��ö £¬&��ö®Ãy�

�[c�i�?��¬&'NI��Åg�K �ëhi��¬&Øoy ®Ã89
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OP����!"ê��ö�ê�¬& ý? �Ý/0i���ê�¬&

webserver 
¬&�!"ê��ö nobody �ë �ö nobody âi�
ê�¬
&��"EîQ�+,�tÐ�¤¥'W

i�R<>kz ¬&���ö�t¾à�®Ãy� âäå�/0i���£�¬

& ?�� ���	� ��¬&!"I��Åg�K ý? �S¬&���ö

webserv M q¬&���ö webserv �uN��öEö

89 ! secadm �~89 Sun Crypto ��� 1000 �¬&��ö

() 
A
 iPlanet Web 012
iPlanet Web +,�¡IF� Sun Crypto ��� 1000 �89�tÐY �� üÈ

Å +�
tÐ�þH.ðézØx-.óô389�

Sun Crypto ��� 1000 �¿�öEö�¬&Å�� @ àÅTµjªküÈÅ �OP

��� ªk�ê�¬& webserver  !"ê��ö nobody iPlanet Web +,�
��F�¬& webserver �ö nobody �tÐ�üÈÅ? nobody@webserver �

J4� ��4��74�L� iPlanet Web +,�Y ns���ö nobody �t¾
â�� secadm ªk�öY�0�t¾

BC
DEF�

iPlanet Web +,�»�üÈ UÑ?�V ¤¥t¾à� �V�.� Sun Crypto
��� 1000 89:ÚÛ[��j�p�qrµCêZx�üÈ�WH

?ùu|�8K�V�. Sun Crypto ��� 1000 -.hû� iPlanet Web +,�µ
C�;©3üÈ ��Ý��@ ¿���¬&µC��üÈ üÈÅ?

nobody@realm-name

��

��	� �����X�¬& � iPlanet Web +,�µC�@üÈ
� nobody@engineering
� nobody@finance
� nobody@legal

¦� I��mÅÑ��8K��i� �ö nobody ns���¬&�v|�
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DEF�

IYZ©3�� nsI"�V�. �V�.������£�üÈÅ �Ã��

����. iPlanet Web +,��µC��.�bc�üÈ f��V�.���?

@ �[­¶rUb

1. �. $HOME/.SUNWconn_crypto_slots

��.ns ~ iPlanet Web +,�RÃY��� UNIX �ö�¨uX� iPlanet
Web +,�i���Ô"¨uX� UNIX �ö°ÉjRÃ ¦��Ý��@�Ý�

�EuT#

2. �. /etc/opt/SUNWconn/crypto/slots

/etc/opt/SUNWconn/crypto/slots �.�Z[©3�. �ö¨uX�u|�

.SUNWconn_crypto_slots �.Y��
�.

@���V�.Øo����ý

?ùÍuø��bc�8K�. ñ��A 54 _ üÈ��V�. �5D�©3�

�

M iPlanet Web +,�/0"��üÈÅ����� ��¹A 3 B

�
 secadm
secadm qrµC� Sun Crypto ��� 1000 � ��gÃÖ×

?�Ö~¤¥ secadm qr ����\]ÔÕ��� Sun Crypto ��� 1000  !
uX ý?

secadm �g9��

secadm [-h]

secadm [-y] [-f filename]

secadm [-y] [-r realm-name] [-u username | -s admin-name] command

webserv@engineering
webserv@finance

$ PATH=$PATH:/opt/SUNWconn/crypto/bin
$ export PATH
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�g ~ /opt/SUNWconn/crypto/bin/ uX�

� A-1 ��� secadm  !�Ú-

GHIJ

secadm i�£XÝº4RÃ �mº4�¨I^7�~�g?KLKj secadm X

Ýº4y ?ê�gº4 �.º4�ý_º4 �Ýº4vIJÜ¯uN�t¾

�����

�ê�gº4� �ö�f��5"�gÃJ�Ú-0f� secadm RÃ��g ý

? �@�g¿��5"|��¬&E��ö�ú�g shell µ�à

�@�g�
��
�°É�ÃÊX#$E�	�¬&�ªk�ö webserv

	 A-1 secadm 34

,- ��

-h ÓÔ secadm ���ÕÖ¡×�

-f filename Ø filename 7�®¯%Ù¯��¡×�

-r realm-name Ú��Û���� -r <=�Ü secadm ��� realm-name¤>,Ý
Þ���

-s admin-name Ú��Û���� -s <=�Ü secadm ¢ admin-name A2ß�	
Ï����	àáß�  admin-name [âª UID 0 ° UNIX �F
À root ß��>,ÝÞ���ãäå,

-u username Ú��Û���� -u <=�Ü secadm Ï as username àáß�  
ß��>,ÝÞ���ãäå,

-y �ÑÒ�æ�ÊÝÔ)�çÆ���*èéê ª

$ secadm show realm

$ secadm -r engineering -s root create user=webserv
Password: 
Initial password: 
Confirm password: 
User webserv created successfully.
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«¸ � Password: µ�Í{G�t¾IJ
��
�t¾ ð� Initial 
password: � Confirm password: Í{G�t¾ ñIJ_ªk��ö�t¾

ê�gº4�5"{cv®Gü��{c` ���~ü� UNIX shell ���i��
�{c®Ã¬��

����

��.º4� �öf��� secadm õ�a±���£��g��. 
�.ns?

ASCII �� �Ã�����g ��ì«@<�� # gà ?ù�0��.º4

Ú- secadm ñ�
0Ú-<0®¯8K�gÃ�ó @ýRÃ deluser.scr ��
�gE�5"µ�$b�ú�

�	��

ý_º4��öµC���ß~ ftp(1) �Ö× �«i�{G���g ý_º4u

de -y Ú-


 secadm KL=>
secadm qr"��M Sun Crypto ��� 1000 �®Ãý_ns����g9ò ��

�Ü�Zx�xyj{G�g ns
�M8Kz i
[õyJj I��� 


Ü i�{G sh m
 show ¦ lo câ�d ç? 	i�+� login Ýi�

+� logout

@ý�����-Ü{G�g���

��xyÜ$?�g ? sh us i�12�N���

$ secadm -f deluser.scr -y

secadm{root@engineering}# show user
User                                    Status
-----------------------------------------------------
webserv                                 enabled
alice                                   enabled
bob                                     enabled
-----------------------------------------------------
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�duÁ��gûÒB�@[�:p

M
 secadm N7O3
}£�g x �Í9�öEö�tÐ��gIJ��
��
���ö°Éj®Ã7
4 
��
�Eöns� Sun Crypto ��� 1000 ®Ã74 ¨
�Ãe?ªk¬

& ªk�öEö L��´��öEö��,V¬&��öEö�#$ ?�¢­�

öt¾�bc
�ö�tÐ�f ns��ö°É®Ã74 � A-2 ���
��
�
i�����gM�öi�����g

secadm{root@engineering}# lo
Ambiguous command: lo

	 A-2 56789

./ 01 2314 50167

create user=username ë ª ����	

create realm=realm-name ª ë ����	

delete user=username ë ª ����	

delete realm=realm-name ª ë ����	

disable user=username ë ª ����	

enable user=username ë ª ����	

exit ë ë e�

login ª ë �F

logout ë ë e�

passwd ª ª �F

set realm=realm-name ë ë e�

show class ë ë e�

show key ë ª �F

show realm ë ë e�

show user ë ª ����	

su ª ë ����	

quit ë ë e�

unset realm ë ë e�
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I�
��
�°É®Ã74 �nsµC UNIX �öÅ â UID 0 ? root E�µ

�YµCt¾ ªk�öY �ö¡I?z�0�t¾ �
��
�°É��ö°É
ÊXY ns­ÚÛ¬&

��ö°ÉÊX �îG

�
��
�°ÉÊX �îG

��ö°É�
��
�°ÉÊXY secadm µ�Ãû��Ë�ÊX��ö �öÊ

XÅM
��
�ÊXÅ�õ �~µ�Ã�
0��gà �ö��gtÅ (>) ð


��
�Eö��hgà (#) ?ù�Ë���ö°É�
��
�°ÉÊX iÞ

�2��ö°É�
��
�°ÉÊX ñ�¿�_ÊXè	YÌjË�4� ý?

secadm{realm-name}> login user=username

secadm{realm-name}> su

secadm> set realm=engineering
secadm{engineering}> login user=webserv
Password: 
secadm{webserv@engineering}> su
System Administration Login Required
Login: root
Password: 
secadm{root@engineering}# logout
secadm{engineering}>
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PQ=>RS

secadm Ø0"kl	
 I12kl �ns�ÞI12¢£kl��g0�{G

? gà ?ùa{G-��g ðÆ
Ã�8K 0v" ? �¿û2ø
�g

�9� ý?

{G ? û��µC"��gÜb+ ý?

?ùÞ��gÃº4�12kl nsÈ� ? gà"Y�þ�¡�Í9� shell j�
@� 	'�¥Å<����g shell Ò0gà

TU secadm ��
i���Î��gõ secadm mc quit � exit Ýi��� CTRL-D ;Tîõ
secadm mc

secadm> create ?
Usage: create {user=<username> | realm=<realm-name>}

secadm> show ?
Sub-Command                     Description
-----------------------------------------------------
class                           Show all realm classes
key                             Show all key objects in a realm
realm                           Show all realms
user                            Show all system accounts

secadm> ?
Sub-Command                     Description
-----------------------------------------------------
create                          Create users and accounts
delete                          Delete users and accounts
disable                         Disable a user
enable                          Enable a user
exit                            Exit secadm
login                           Login as a user
logout                          Logout current session
passwd                          Change password for a user
set                             Set current working realm
show                            Show system settings
su                              Authenticate as the System Administrator
quit                            Exit secadm
unset                           Unset secadm operating parameters
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KA&LM;<
¬&�tÐn��}|3 89:��öM¬&�� ¬&u¦µC|} ðÆµC�

öEö�"tÐ�f��4 �i��tÐ�u�5"í°É74�p�qr�\o

¬&"Î�;èxy

� tÐ�f ?p�qr ? iPlanet Web +,� |}�@AtÐ

� �öEö �mEö�p�qr74�¤¥x�tÐ��4

pO�¡I��¬& ¦qi�"£�¬& ��¬&Ü"¯ë��;�öEö ý

? ?ùp�qr��ö webserv °É74E¡I¤¥
¬&��tÐ ñ�öEö

webserv ns�
¬&�

#$()

ªk¬&Ýhªk���|}@AtÐ�f5¡�uX �.�z àá Iªk¬

& 89:ns�� 
create realm �gEµCIªk�¬&�ÅÑ °GË�e"�4� 
��
�
ns®Ã74����gè	êè µ�t¾Y �{G UNIX ��89:t¾ ý

?

�i��¬&�Å �Ö~�� ý? 
�?uN�xí ?�S� qxí �0

¬& ��Ý��@ þþ¿¬&�Å? finance � engineering ý?

secadm> create realm=engineering
System Administrator Login Required
Login: root
Password: 
Realm engineering successfully created.

secadm> create realm=finance
System Administrator Login Required
Login: root
Password: 
Realm finance successfully created
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KANOP,;<
secadm �«�
89��¬&��tÐ��öEö 
£ó"�¬&��öEö��

gIJ�­ÚÛ��¬& IÚÛ¬& �{G set realm �g ?@ý5�

ÚÛ¬&0 secadm µ�Ã�
tÅ���¬&Å

?ùuÞ.��Ë�5��¬& �i�¿Ë�� $¬&�0?_×�ÁV¬& ¢

­�ÁVË� $¬&r¿¯�«k
¬&�Ë�74�8K�ö�
��
� ý

?



A&'()
�m�öÅ�� Sun Crypto ��� 1000 ��&�L�  ðÆunM Web +,�®
qî>RÃ� UNIX �öÅ�N ÇRªk�ö<� �È�ns­ÚÛ¡	�¬&E

�
��
�°ÉÊX ý?

?ù�¡I��¬&�ö �i�»���¬&Å nobody j~��0�V�. @ý

� engineering ¬&�ªk��ö nobody E? nobody@engineering �0�t
¾ �� 3-1 ��0? user@realm-name

secadm> set realm=finance
secadm{finance}>

secadm{finance}> set realm=engineering
secadm{engineering}> unset realm
secadm>

secadm> set realm=engineering
secadm{engineering}> su
System Administrator Login Required
Login: root
Password:
secadm{root@engineering}#

secadm{root@engineering}# create user=nobody
Initial password: 
Confirm password: 
User nobody successfully created.
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� Web +,�L�AK®Ã74Y ns���t¾

�� – nsÈ�{G�t¾ Ô"t¾ h°�¤¥��tÐ ËÌ�t¾°�¬_Í

ø

VU()

�i�»�{G show realm=realm-name �gjbc"�¬&���

VU()W

¬&��'W¬&?K89tÐ�f �öEö�74óô�tÐ89ºÈ Sun
Crypto ��� 1000 Ë�de�I�¬&�� SUNW_filesys ¬&� Ibcde�

5"¬&� ��� show class �g

!"()

i�»�{G delete realm �gEµCI,V�¬&Åj,V¬& Àc�gY

secadm µ��� / `	îI,V¬& Mªk¬&Y�ë 
��
�ns��Ã�
�g<�®Ã74 2Õ �°�,V¡����¬& I±²¬&F� �ns�³

Web +,�� /�89+,�

secadm> show realm
Realm Name
-----------------------------------------------------
engineering
finance
-----------------------------------------------------

secadm> show class
Realm Class
-----------------------------------------------------
SUNW_filesys
-----------------------------------------------------
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� 
��


1. $� secadm ¾�&'��VMÀÁ

 û,V5"Mbc���¬&óô �tt¾à�

KA8LM
QRQ
�öEöµCp�qr� Sun Crypto ��� 1000 ®Ã74��� rµC��¬&

�õytÐ��Ý�4 ���öEö�"�tÐ°�L¢®Ã74�p�qr¤¥

Ý°�L�2��ö°É�N�¬&®Ã74�p�qr¤¥ �~5"�m�g n

sÚÛ��¬& ðÆ
��
�ns�� secadm su �gÊXø
¬&

#$
A

� Ww create user � ¿"�4

��gIJ�öÅw� create user=username w4

�� – nsÈ�{G�t¾ Ô"t¾ h°�¤¥��tÐ ËÌ�t¾°�¬_Í

ø

secadm> delete realm=realm-name
Delete realm realm-name? [Y/N]: Y
System Administrator Login Required
Login: root
Password: 
Realm realm-name deleted successfully.

secadm{root@engineering}# create user=username
Initial password: 
Confirm password: 
User username created successfully.



'� A 
 iPlanet Web ���() Sun Crypto ��� 1000� 65

VU
A

�"
��
�i�bc¬&���ö 
��
�nsÀc show user �g ��

g�bcË�ÚÛ�¬&���ö

� Ww show user � 

XY
AZ[

�"�� secadm login �gÊX�ê��öi�¢­
�ö�t¾ ns­�rË

�t¾ O0¨
�0_t¾

� Ww passwd � 

�� – nsÈ�{G�t¾ Ô"t¾ h°�¤¥��tÐ ËÌ�t¾°�¬_Í

ø

5
\]

A

�"
��
�Eöi�L��´��ö ©3��@ ���öv��aL�»�@

ªk�

secadm{root@engineering}# show user
User                                    Status 
-----------------------------------------------------------
webserv                                 enabled
alice                                   enabled
bob                                     enabled
-----------------------------------------------------

secadm{username@realm-name}> passwd
Enter current password: 
Enter Password: 
Confirm Password: 
Password successfully changed for user username.
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� ¢C��4X4 ��x disable user=username � 

�a´���öEö®Ã74�5"ÇRv¿Ìs ¦� 5"tÐvuû�8K�4

­$ ¬_L�
Eö0 
�ö�"�5"tÐi.«La74�p�qr¤¥

� ¢��X4 ��x enable user=username � 

!"
A

� ���|¢����4Ww delete user � 


��
�nsµCI,V��öEöÅ

M�ö���tÐ�Àc�gYL,V secadm µ�
��
��,V�ö<�®Ã
� /`	3

secadm{root@engineering}# disable user=username
User is now disabled.

secadm{root@engineering}# enable user=username
User is now enabled.

secadm{root@engineering}# delete user=username
Delete user webserv? [Y/N]: y
User username deleted successfully.
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� � B

���

�WX�� Sun Crypto ��� 1000 -.\W�]^_�`a

i����@�g�¤]^_

� B-1 bcE���i�� man _

man -M /opt/SUNWconn/man page

	 B-1 Sun Crypto ��� 1000 �+, 

man 8 ��

cryptio(7d) cryptio �¾ì�`a��ÝÞím�K�jtjkZ�îïðè
cryptio ì�`a)�[â�¾/�`a�uvñF`a��òV
� óôîï�ÝÞ�XY

dca(7d) dca �¾ì�`aª®¯õö÷ì�`a ��ÝÞím�K�jtj

kZ�îïðè

dca ì�`a)�[â�¾/�`a�uvñF`a��òV� óô

îï�ÝÞ�XY

kcl(7d) kcl �¾ì�`aª®¯Ùø`��jùuv�� 2 Sun jtÝÞ
úì�`aÝÞbc

kcl ì�`a)�[â�¾/�`a�uvñF`a��òV� óô

îï�ÝÞ�XY

kcpi(7d) kcpi �¾ì�`aª®¯Ùø`��jùuv�� 2 Sun jtÝÞ
úì�`aÝÞbc

kcpi ì�`a)�[â�¾/�`a�uvñF`a��òV� ó

ôîï�ÝÞ�XY
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secadm(1m) secadm ª Sun Crypto jkZ 1000 �xyz�`a secadm ���
�|�ðèo Sun Crypto jkZ 1000 �û��� ±F��ð��

{

secadm ��üyýþ�jtt¶��

secd(1m) secd ��`a��ÝÞ secadm /�`a�xyîïXY

sslconfig(1m) sslconfig ª Sun Crypto jkZ 1000 ���z�`a

	 B-1 Sun Crypto ��� 1000 �+, �

man 8 ��
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� � C

Apache Web ���  SSL ��!"

�WXbc��� Sun Crypto ��� 1000 -./0 Apache Web +,�� SSL de
�fg p� http.conf �.�/0fg "����� ��� Apache Web +,
���

1. SSLPassPhraseDialog exec:program

%& Z[

�fg� Apache Web +,�»�p
�Ãf� program �åZtÐ�.�t¾

program p
¿åZø�t¾{cøü�{c���

?ù"£�tÐ�.��ÏN�t¾ ñ program ��Ã�« I­ÇRåZø��

�t¾ O0.¬_RÃ program

program �ÃY��Î��ó A���ó�+,�ÅÑ w� servername:port w4
? www.fictional-company.com:443 �× 443 ��~ SSL � Web +,�
�OP�× A&��ó�tÐ�.��tÐ�P (keytype) keytype i�� RSA
� DSA

�� – ç?i����L�Y�Ã�qr 5�,n�z®Ã�Þ �pt'W*u�

tty ����� â tty(3c) ¿�ú false

5µC�qr /opt/SUNWconn/crypto/bin/sslpassword i�~ program �i
�Ã�. �qr¯�µ�IJ{Gt¾ ðÆ�{Gt¾Yu��t¾

NY 5µC� sslpassword qrû¯�\]�.��t¾ i�� Web +,�
L�Y~��öý_ tÐ�.��t¾û�

/etc/apache/servername:port.keytype.pass �.�\] ?ù��.u|� ñ�

� /etc/apache/default.pass �. �mt¾�.�Øo���¢�t�t

¾ ¯è�Ã

�� – t¾�.p
»�5F®Ã'! �" Web +,��z°ÉRÃ� UNIX �ö
i�a±��. 
�öp
���ü�� Apache User fg/0�N��ö
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?ù¢f� ñ©3#$���Øxµ��W kº Sun uöu��©3#$ ð�

�5µC� sslpassword qr �~���L�Y�ý_¥©

2. SSLEngine (on|off)

%& Z[ vw¨�

�fg�~L� SSL Ìº  »þ�vw¨���� �Ö���xy+,�L�

SSL þ���Ýw4�

�9x?���× 443 ü�� HTTPS �× �8K+,�/0 SSL ��� ?ùu

|� ñ�©3��@¿´��Ìº

3. SSLProtocol [+-]protocol

%& Z[ vw¨�

�fg�~/0�®Ã SSL y,Í9Y+,�p���Ìº i��Ìº�� C-1 �
bcEö�`a

i����Å (+) �.Å (-) z��,VÌº ý? I´�� SSLv2 �de i�

��fg

��9xM@�9x��

<VirtualHost _default_:443>
SSLEngine on
</VirtualHost>

	 C-1 SSL :;

9: ��

SSLv2 Netscape ���!� SSL ��

SSLv3 SSL ����#Rm ª	Ù�
,� Web ��Zbc���

TLSv1 
ä4�� SSLv3 ���� SSLv3 ��#Rm bc����Z��


� ������

SSLProtocol all -SSLv2

SSLProtocol +SSLv3 +TLSv1
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4. SSLCipherSuite cipher-spec

%& Z[ vw¨� uX .htaccess

SSLCipherSuite fg�~/0i����m SSL t¾�z{Ú- �Z[%&�v

w¨�%&� 
fg�|« SSL }]Y�� �uX%&�  ~Ã� SSL ¬_
ÌÛ��f�t¾ ¬_ÌÛ�a±�J0ÀÁ:p�ÀB

cipher-spec �� C-2 ������Åy��t¾b+ �� C-2 � DH f Diffie-
Hellman DSS fóg�Åü�

	 C-2 ��� SSL t¾

$%;< 9: $=>? @A B$ MAC &'

DES-CBC3-SHA SSLv3 RSA RSA 3DES 168 U SHA1

DES-CBC3-MD5 SSLv2 RSA RSA 3DES 168 U MD5

RC4-SHA SSLv3 RSA RSA ARCFOUR 128 U SHA1

RC4-MD5 SSLv3 RSA RSA ARCFOUR 128 U MD5

RC4-MD5 SSLv2 RSA RSA ARCFOUR 128 U MD5

RC2-CBC-MD5 SSLv2 RSA RSA ARCTWO 128 U

DES-CBC-SHA SSLv3 RSA RSA DES 56 U SHA1

RC4-64-MD5 SSLv2 RSA RSA ARCFOUR 64 U MD5

DES-CBC-MD5 SSLv2 RSA RSA DES 56 U MD5

EXP-DES-CBC-SHA SSLv3 RSA 512 U RSA DES 40 U SHA1 ��

EXP-RC2-CBC-MD5 SSLv2 RSA 512 U RSA ARCTWO 40 U SHA1 ��

EXP-RC2-CBC-MD5 SSLv3 RSA 512 U RSA ARCTWO 40 U SHA1 ��

EXP-RC4-MD5 SSLv3 RSA 512 U RSA ARCFOUR 40 U MD5 ��

EXP-RC4-MD5 SSLv2 RSA 512 U RSA ARCFOUR 40 U MD5 ��

NULL-SHA SSLv3 RSA RSA ë SHA1

NULL-MD5 SSLv3 RSA RSA ë MD5

ADH-DES-CBC3-SHA SSLv3 DH ë 3DES 168 U SHA1

ADH-DES-CBC-SHA SSLv3 DH ë DES 56 U SHA1

ADH-RC4-MD5 SSLv3 DH ë ARCFOUR 128 U MD5

EDH-RSA-DES-CBC3-SHA SSLv3 DH RSA 3DES 168 U SHA1

EDH-DSS-DES-CBC3-SHA SSLv3 DH DSS 3DES 168 U SHA1

EDH-RSA-DES-CBC-SHA SSLv3 DH RSA DES 56 U SHA1

EDH-DSS-DES-CBC-SHA SSLv3 DH DSS DES 56 U SHA1
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� C-3 bcE`a�µC�ß�y;� Å

EXP-EDH-RSA-DES-CBC-SHA SSLv3 DH 512 U RSA DES 40 U SHA1 ��

EXP-EDH-DSS-DES-CBC-SHA SSLv3 DH 512 U DSS DES 40 U SHA1 ��

EXP-ADH-DES-CBC-SHA SSLv3 DH 512 U ë DES 40 U SHA1 ��

EXP-ADH-RC4-MD5 SSLv3 DH 512 U ë ARCFOUR 40 U MD5 ��

	 C-3 SSL <= 

C* ��

SSLv2 �� SSL Rm 2.0 t�

SSLv3 �� SSL Rm 3.0 t�

EXP ����E�t�

EXPORT40 �� 40 U��t�

EXPORT56 �� 56 U��t�

LOW �����t� DES 40 U RC4

MEDIUM �� 128 Ut�

HIGH ���� Triple DES �t�

RSA ���� RSA t¶�1�t�

DH ���� Diffie-Hellman t¶�1�t�

EDH ���� Ephemeral Diffie-Hellman t¶�1�t�

ADH �����	 Diffie-Hellman t¶�1�t�

DSS ���� DSS �½�t�

NULL ��Â��jt�ô�t�

	 C-2 ��� SSL t¾ �

$%;< 9: $=>? @A B$ MAC &'
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i���� C-4 �bcE`a�x�gà/0t¾�{Ú-

cipher-spec �©3×�

SSLCipherSuite ALL:!ADH:RC4+RSA:+HIGH:+MEDIUM:+LOW:+SSLv2:+EXP

�©3×/0V�Å ¢74 � Diffie-Hellman Õ�5"t¾ ¿ ARCFOUR �
RSA 0?{Ú- O0�0¢ã�t8 ��~âE�t8ðò

5. SSLCertificateFile file

%& Z[ vw¨�

�fg�~?�+,�f� PEM Ä¾� X.509 4��.� 0

6. SSLCertificateKeyFile file

%& Z[ vw¨�

�fg�~?�+,�f� PEM Ä¾��ætÐ�.� 0  �p~�

SSLCertificateFile fg/0�4�

7. SSLCertificateChainFile file

%& Z[ vw¨�

�fg�~f���>è+,���ÔÕ� PEM Ä¾4���.� 0 i���

�fgjÌluö��+,�4�¢þuö�3i�l5��>PÖ�ÅY74+,

�4�

��uö�74 (SSLVerifyClient) Y NY���¥��4��~uö�74"

�

8. SSLCACertificateFile file

%& Z[ vw¨�

�fg�~f�����5��> (CA) 4�E0 uö�74Y����.� 

0

9. SSLCARevocationFile file

%& Z[ vw¨�

�fg�~f��� CA 4���b+E0 uö�74Y����.� 0

	 C-4 %&#/>34�?@AB

�D ��

<none> ¢t��j£�È¤

! Ø�È¤ eHIt� -- t�ëi!"�j

+ ¢t��j£�È¤¡#$
äU� �ô)¢%&E

- Ø�È¤HIt� �Ï'N��È¤�j
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10. SSLVerifyClient level

%& Z[ vw¨� uX .htaccess

�fg�+,��/0�uö�74 «¸ ¡þ��@  u�¼½Û,p�q

r5¡� ¦�z p�qr���

level �×�� C-5 �bcE`a

����@û�� none � require ©3×� none

11. SSLVerifyDepth depth

%& Z[ vw¨� uX .htaccess

�fgf�+,��}�uö�4��

4�¥�� ?ù×? 0 ñ`a�¯�

Å�4�?Tw4� ð?ù×? 1 ñ`auö�4�nsþ+,�PÖ� �

CA �Å »� SSLCACertificateFile ×â
Y�} CA �5

12. SSLLog filename

%& Z[ vw¨�

�fg�~f�ÈX SSL x�������. ?ùuf� ©3× ñuÈX

SSL x���

13. SSLLogLevel level

%& Z[ vw¨�

�fg�~f� SSL ���.�5ÈX������q� level �×�� C-6 �bc
E`a

	 C-5 SSL CDEFGH<

EC ��

none Â)�ñF
¸ 

optional ñF
�ô���(�  

require ñF
	
���(�  

optional_no_ca ñF
�ô��  )ë(�(
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14. SSLOptions [+-] option

%& Z[ vw¨� uX .htaccess

�fg�~£��uX/0 SSL RÃYÚ- i�������Å (+) ��¿Ú-z
�øË�/0� �í��.Å (-) ,VË�/0��Ú- ?ùluXi�p�£

�Ú- ñ��FW[
~�Ú- Ú-uTE

Ú-�� C-7 �bcE`a

15. SSLRequireSSL

%& uX .htaccess

Vé�� HTTPS `ñ�fg´Sj�uX�¤¥ i����fgjySÐÑ/

0 ~��uXØoVø¢74�¢�t�¤¥

	 C-6 SSL IJH<K

F ��

none Âå,*+,� )-¢./0�Q1£!�� Apache ./*+¤

warn rÃ230�

info rÃ��0�

trace rÃ450�

debug rÃ+�0�

	 C-7 ��� SSL 34

,- ��

StdEnvVars ��®w!��o SSL �û� CGI/SSI LM-.  �Î�6ô¬��
�&

ExportCertData �� SSL_SERVER_CERT SSL_CLIENT_CERT � SSL_CLIENT_CE
RT_CHAINn (n = 0, 1, ...) LM-. :;-.rs PEM ���ñF

�XYZ  

FakeBasicAuth ñF
  �7�	 (DN) 8912®¯ HTTP ím¸ �F	 8

:n Ïå,¸  �;<� SSL ñF
¸ B��!�� Apache î
ïðè
è =ÂÝÔ�FÝÞt�

Apache t���¤�:;�F�>�[â��jtt� 
xxj31ZMTZzkVA �?ª t� ®$�jt@� (crypt(3c))

StrictRequire ��AB SSLRequireSSL *èå,Ciîï D� Satisfy Any E
%�p�F� ÎGHmp� ¥ÎÀÍ
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#$% Sun Crypto 	
� 1000 �&
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�WXFG Sun Crypto ��� 1000 \W� i�j>k OpenSSL nop�qr �

s�Sun Crypto ��� 1000 ���t��	
�-. �ÝÄ��4 ��~��i

õ www.openssl.org @�� OpenSSL qr3>kðò Eé�5" OpenSSL p�
qrv"�

�� – �WXµC�"�>kp�qr��� Sun Crypto ��� 1000 -H.���ê
Z£æëµC u��ÒÓ¡4Àd�ide	
 µC���������ãä�


ô"5�� �6��uµC8K�' ?ù�¡I Sun de��Ó�� �M Sun ì
�+,xí�� ��#T~����Ú-

�ns­����5¡��.�qr3� SUNWcrysl -.�

ns���p�qr®Ã/0 �w� /opt/SUNWconn/crypto/include ���
�. ?Ä�qrü�������.

2Õ ns�¥Öqr®Ã'W �����pqr3�F� 
£ó OpenSSL no
p�qrF� libcrypto.a � libssl.a qr3 �íÎ�qr3vF� NY

rns�� Sun �tqr3 ?�i���@��¥Öqrü�

-I /opt/SUNWconn/crypto/include

-L/opt/SUNWconn/crypto/lib -R/opt/SUNWconn/crypto/lib \
-lcrypto -lssl -lcryptography -lnvpair
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)* Sun Crypto 	
� 1000 �

�WXCD� Sun Crypto ��� 1000 ��uNvw �WX�t�@ÜÇ

� A 79 _ �9��

� A 80 _ Ö×vw

� A 80 _ ¼áIJ

� A 80 _ %&v�

SMTU

	 E-1 L6MN

GH (I (I JK

�� 6.875 IJ 174.625 KL

M� 4.2 IJ 106.680 KL
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VWX�

YZ()

[\X]

	 E-2 OPQR

LM NO

PCI BN 33 MHz % 66 MHz

«
�O bc 33 MHz % 66 MHz BNkP� 3.3V % 5V �P� PCI 2.1

PCI QøM� 32 U% 64 U

	 E-3 ST��

NO (I

�	�R 10W @ 5V
700mW @ 3.3V

ST�U 5V +/- 5%
3.3V +/- 5%

�AS
 2A @ 1.8V
150mA @ 3.3V

	 E-4 UVQW

P� QRNS TUNS

V� 0° $ 70°C 32° $ 16°F -65°C $ +150°C -85° $ 300°F

��W� 5% $ 85% CXY 0 $ 95% CXY
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OPENSSL ����

OpenSSL Toolkit w��¬}i â OpenSSL }i�æ� SSLeay }i�ì.v#�
~
 !� î>}i��¹@ î>� Î�}iv� BSD 4�J�á}i �~

8KM OpenSSL "��}i¥© �»��@¼½¾.®Ã��

openssl-core@openssl.org

OpenSSL ��

h55" (c) 1998-2001 The OpenSSL Project 'N5"5s

?ù���@ì. ñ�}�ám¾�&®W)46�]­�u6]­®Ã.yÀ��

�

1. ám¾�.yÀns'N��h5|a ��5bì.��@D��|a

2. �&®W)4®Ã.yÀns.ï��h5|a ��5bì.������ / �y
ÀY\Wz n���@D��|a

3. 5"µ��-.	
�����¸n�vns���@|a �ÒÓ�t OpenSSL
Project JÀ��~ OpenSSL Toolkit �-. (http://www.openssl.org/)

4. y­¢6��}i u2¿ OpenSSL Toolkit � OpenSSL Project gë�~þ

�-.�B�ÒÓ�����k I12��}i �»��@¼½¾.�ç®Ã�

� openssl-core@openssl.org

5. y­¢6 OpenSSL Project ��}i u2¿þ�-.�B�ÒÓ�Å?

OpenSSL ðÆÒÓÅÑ�u2cï OpenSSL gë

6. �8K)4®Ã�.yÀvns'N�@|a �ÒÓ�t OpenSSL Project JÀ
��~ OpenSSL Toolkit �-. (http://www.openssl.org/)
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,-"��.$ #$/0 #12"��3456 ��12�78 OPENSSL
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: EF��GHI2!" ������JKLM�NO�+P #Q=� RS�

TUI2 �VOWX Y=Z[\]^_`abcI2 d�!"

�ÒÓ�t Eric Young (eay@cryptsoft.com) Ä���t-. �ÒÓ�t Tim
Hudson (tjh@cryptsoft.com) Ä��-.

�� SSLeay ��

h55" (C) 1995-1998 Eric Young (eay@cryptsoft.com) 'N5"5s

�-.��þ Eric Young (eay@cryptsoft.com) Ä���� SSL îQ-.� �îQ-

.��Ä�àT Netscapes SSL

�IàT�@ì. �qr3i�� �~Û��éÛ��¡ �@ì.#�~�«y

À��5"m¾ °G�`? RC4 RSA lhash DES �m¾ ðu�� SSL m¾
�«yÀ\à� SSL �� Vh5e"æ? Tim Hudson (tjh@cryptsoft.com) Õ #

�Në�h5ì¢

h5N� Eric Young 5" ç�u2,Vm¾��h5|a

?ùlÒÓ����-.� ñp`a Eric Young �5�qr3xy�Ä�í `a

i�w�qrL�Y����²��)4 Ýi����-.�\W��� ����

� �
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�

1. ám¾�.yÀns'N�h5|a ��5bì.��@D��|a

2. �&®W)4®Ã.yÀns.ï��h5|a ��5bì.������ / �y
ÀY\Wz n���@D��|a

3. 5"µ��-.	
�����¸n�vns���@|a �ÒÓ�t 
Eric Young (eay@cryptsoft.com) Ä���t-. ?ù5�qr3�ýÃqru

M�t"� ñi�ùj �t �Ü :-)

4. ?ù��"p�qruX��8K Windows x�m¾ �z�B)4 p�qr

m¾ ñns���@|a �ÒÓ�t Tim Hudson (tjh@cryptsoft.com) Ä�
�-.
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u2¢­�m¾�8KÎJh���B)4�}i�yÀì¢ �x
` �m¾u2

LäW��V2�yÀ}i�� [�t GNU ÎÏ}i ]

``Ian Fleming was a UNIX fan! 
How do I know?  Well, James Bond 
had the (license to kill) number 007,
i.e. he could execute anyone.''
-- Unknown

MOD_SSL ��

mod_ssl -.�ç?Hô BSD 4}i®ÃyÀ 5��~J�ám¾-. ��}i

��¹@

h55" (c) 1998-2000 Ralf S. Engelschall 'N5"5s
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�����¸n�vns���@|a �ÒÓ�t Ralf S. E
ngelschall <rse@engelschall.com> Ä���~ mod_ssl -u 
(http://www.modssl.org/) �-.

4. y­¢6��}i u2¿ mod_ssl ÅÑ�~þ�-.�B�ÒÓ�����
k I12��}i �»��@¼½¾.�ç®Ã�� rse@engelschall.com

5. y­¢6 Ralf S. Engelschall ��}i u2¿þ�-.�B�ÒÓ�Å?

mod_ssl ðÆÒÓÅÑ�u2cï mod_ssl gë

6. �8K)4®Ã�.yÀvns'N�@|a �ÒÓ�t 
Ralf S. Engelschall <rse@engelschall.com> Ä���~ mod_ssl -u 
(http://www.modssl.org/) �-.
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