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 DES�ÑÒ )
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���! � ��UNIX���Macintosh ­ ��Ä� 
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bp.conf§Ç���0qW�Microsoft Windows ­ ��Ä� 
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DES �Data Encryption Standard� �ßàt�����+É×¦ ­UV�á�\��)*���
9��á��� m�G�UVÊ/UV�Üâ0~]�!�­Å¦ 
UVt��������
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ãä�DESUVt��� 56 Ð¦ 
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�CRYPT_KEYFILE
���! � ���ìZ[��� t�§Ç���íK�+Wî²� 0��
NetBackupF	GH�IY�bpinst SF�T���� v� �+�­��Ä� 
Y�
bpkeyfile SF�T����)�	§Å�ï�������
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NetBackup��� DESUVt��iK� +@0� �	§Å�ï�³Ô¦ ­H#�òó����
NetBackup.��� �	§Å�ï�0vw 63�ôõö�ÑÒ9 �.�¤��� !	"#÷�ø
ùú01� fg�jk+@0� �	§Å�ï0��� ôõ�� ����4ASCIIôõ0û�
�)e¸Z*� c� W ASCII Û{üý��� 	þ�	 �S�T 32� vw³�Ö �S�T 126� �
��ôõ���
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NetBackup�	§Å�ï�� ­ ��Ä� 
�t�§Ç���0q m�G�iK� �0��Z
[��� t�§Ç����m�G�� DESt��iK� �0��Z[��� �+� 9�DES
t��­ ��Ä� 
�I¦ ­Ä¦�§Ç���UVÊ� �0��Z[��� ­ ��Ä� 
�t�

§Ç���0NetBackup�	§Å�ï�î²� 0�� F	GH�I�bpinst SF�T0
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0-change_netbackup_pass_phrase��! � ��������
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t�§Ç���	§Å�ï�� DESt��iK� �0��Z[��� 9�DESt���
NetBackup ­ ��Ä� 
Y�t�§Ç���UVÊ� �0��Z[��� ãä�t�§Ç��
�	§Å�ï���� ��0� ­ ��Ä� 
Y�bpkeyfile SF�T
0-change_key_file_pass_phrase��! � ����� 9 ��� ���t�§Ç���	§

Å�ï���� 9 �.�¤���
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ãät�§Ç���	§Å�ï�� NetBackup�×Ø�#0��T S�T Z[)*��� ãä
t�§Ç���	§Å�ï����)íK�+DESt��t�§Ç���UVÊ�+z{0��
NetBackup�×Ø�#�t�§Ç���UV���_0Üâ�� â�� 9 �.�¤���
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bpinst.exe -CRYPT -passphrase_prompt client2
Enter new NetBackup pass phrase: ********************
Re-enter new NetBackup pass phrase: ********************

²�*�	§Å�ï�xy� 9 � P�¤��� NetBackup ­ ��Ä� 
�� t�§Ç���0
�*�	§Å�ï01�  !�"��)* ��� ²�*�	§Å�ï�xy�)P� �*�	

§Å�ï�iKZ[+DESt�����)UVÊZ[+m�G� Ó 	 
 Ä� 9 �.�¤���

�� �*P��Ñ@+� �	§Å�ï�#�)$[4*�e¸Z*� ­ ��Ä� 
�t�§Ç�

�.%&�+W� %e48+z{0�� t�§Ç���=íK� �0� :��	§Å�ï

�Ñ@+�K)��	§Å�ï.XE04W ��� ��*t�§Ç���=íK�¤4*z

{0�� �*�	§Å�ï����)UVÊZ[+§Ç��� Ó 	 
 Ä� 9 ���¤4e

4W ���

'}�­ ��Ä� 
�0~]��	§Å�ï���� v( �v�#@ XE.qW ��� ~]�

�	§Å�ï���� �� )]�bpinst SF�T�� *­ ��Ä� 
�0�	§Å�ï�

�� 9 �.�¤ ��+4����� �+� ~]��	§Å�ï���� ­ ��Ä� 
÷�J

,­ ��Ä� 
 Ó 	 
 Ä	%�òó� 9 �.�¤���
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� J,­ ��Ä� 
 Ó 	 
 Ä	%�òó�4*z{0�� *­ ��Ä� 
�0"4 �	§Å�

ï����)e¸Z*� 9�z{0�� *­ ��Ä� 
 -�0.��bpinst SF�T�ò
ó� XE.qW ���

NetBackup !!!!((((&&&&HHHH������I��I��I��IJJJJ****----....CCCCDDDD

*NetBackup ­ �	0�UVÊ�ú.Ñ�[)*���

� UVÊ�ú�$F0
�� ��NetBackupH�I�­�	��NetBackup ­ ��Ä� 
.
UVÊI¦ ­Ä¦��òó� � �0E�����

� UVÊ�ú�%F0
�� ��NetBackupH�I�­�	��NetBackup ­ ��Ä� 
.
UVÊI¦ ­Ä¦��òó� � �0�E���½��

­ �	��UVÊ�ú�
�� 0�� NetBackup$%��G§Ô�	�������

�+� bpinst SF�T����)NetBackup ­ �	��UVÊ�ú�$F�+�%F0
��
 9 � P�¤��� |}�­ �	���ú�
�� z{0�� 9������� �+4���

��

UNIX NetBackupF	GH�Ivw class1 � class2��UVÊ�ú�$F0
�� z{�� �
��� �0SF�T�xy����

bpinst -CRYPT -class_encrypt 1 -class_names class1 class2

1 ���� �� UVÊ�ú�$F0
���� �0�%F0
������

����3333$$$$����%%%% ����44445555 NetBackup Encryption666611112222----....
Microsoft Windows � UNIX ­ ��Ä� 
�z{0�� ���
 S¦ ­���� � �0�
NetBackup Encryption�­��Ä� 
Y���
�� 9 �.�¤���

� Macintosh ­ ��Ä� 
�z{�� F	GH�IvwNetBackup Encryption�
�� X
E.qW ��� ­ ��Ä� 
Y���
�� 9 ���¤�½��

NetBackup Encryption <<<<==== '''' >>>>????""""****KKKKLLLLCCCCDDDD

­ ��Ä� 
.H�I0�¤#�7��V�)*4*z{�� F	GH�I�$%&vw

NetBackup Encryption �§ 
 �ÔÄ�x°� XE.qW ��� UNIX/Macintosh ­ ��Ä
� 
��� bp.conf§Ç��0DISALLOW_SERVER_WRITES�� 
 Ó.éê�)* z{0
�� H�Ivw��¤#�.7�Z[�½�� �+� Microsoft Windows ­ ��Ä� 
���
�NetBackup;<� Ö�Ä×Øu¦ ­	 �9�Ö�Ä×Øu¦ ­	��e0�� ­ ��Ä� 
,�

-��G§Ô�	�� [��* + � ] Ã®6�Y� [�� ]�­ Ó ¦ ­ ���� � �� � GÉ� [
!�"#$	%� ��&'() ]u¦ ­	.��Z[)* z{�� H�Ivw��¤#�.7�
Z[�½��
� 3� ,- 15




 .$/% �0(NetBackup Encryption1,-&'
W0���4*ûW� NetBackup Encryption ­ ��Ä� 
 �§ 
 �ÔÄ�F	GH�I���
�m�Å­ 
 Ó0��	 
��Z[)*���

� Windows NT/2000F	GH�I O

install_path�lib�client

� UNIXF	GH�I O

/usr/openv/lib/client

­ ��Ä� 
m� Å­ 
 Ó0�� NetBackup Encryption.H��
� Z�X�4��T �Ô

Ä�� ¦ 
 §¨�#0YZ� ��T�ÔÄm� Å­ 
 Óë.Ñ�[)*��� ��T�ÔÄm�

Å­ 
 Ó0�� NetBackup Encryption.H��
� Z�X�4�þÅ�"��Ø!	"#0

YZ� �þÅ�"��Ø!	"#m� Å­ 
 Óë.Ñ�[)*��� �þÅ�"��Ø!	"#

m� Å­ 
 Ó0�� ��T�ÔÄ/�þÅ�"��Ø!	"#��NetBackup ��É� Ó.Ñ�
[)*���

��É� Ó �F	GH�Ivw­ ��Ä� 
Y�D¢4m�Å­ 
 ÓÀSS��)���

­ ��Ä� 
Y�m�Å­ 
 Ó ���� 0�� ­ ��Ä� 
Y�CRYPT_LIBPATH
����
����

Microsoft Windows ­ ��Ä� 
�m§¨�
m� Å­ 
 Ó O

install_path�NetBackup�bin

UNIX ­ ��Ä� 
�m§¨�
m� Å­ 
 Ó O

/usr/openv/lib

­ ��Ä� 
.Solaris 2�q W� FTP[R�UNIX NetBackupF	GH�IvwNetBackup
Encryption��\� 9 �.�¤ ,-��� ���SF�T�xy��� O

cd /usr/openv
mkdir lib
cd lib
ftp master
ftp> cd /usr/openv/lib/client/Sun4/Solaris2
ftp> binary
ftp> mget *
ftp> quit

��É� Óë O

libvdes40.extension
libvdes56.extension

.extension( !Â )���¦ 
 §¨�#�8)�"4W ��.� àæ�so� sl� �+�
dll��� 40Ð¦ 
 DESt����� z{�� libvdes40.extension.XE��� 56
Ð¦ 
 DESt����� z{�� libvdes40.extension �
libvdes56.extension �P�.XE���
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 . $/% �0(NetBackup Encryption1,-&'
NetBackup Encryption----....MMMM####AAAA NNNN ����****OOOOPPPPCCCCDDDD

NetBackup ­ ��Ä� 
0�� 4c�UVÊ01U�+
���! � �.qW ��� 9[w��
�! � �.­ ��Ä� 
�0]� e
�Z[)* 9 ��^_�)e¸Z*�

CRYPT_OPTION = option

NetBackup ­ ��Ä� 
Y�UVÊ��! � ���ì���� option0
��¤ `�
���� O

denied|DENIED

­ ��Ä� 
.UVÊI¦ ­Ä¦��7a�4*� �0
����� H�I.UVÊ

I¦ ­Ä¦��E�� �� p�E������ �)b¼[��� 9�`�9���

! � ��m§¨�
`���

allowed|ALLOWED

­ ��Ä� 
.UVÊI¦ ­Ä¦�/�UVÊI¦ ­Ä¦��7a� � �0
��

���

required|REQUIRED

­ ��Ä� 
.UVÊI¦ ­Ä¦��E�� � �0
����� H�I.�UVÊ

I¦ ­Ä¦��E�� �� p�E������ �)b¼[���

CRYPT_STRENGTH = strength

NetBackup ­ ��Ä� 
Y�UVÊ�strength �Ð¦ 
å� ��ì���� ��0�
strength0
��¤ `�N����� O

des_40|DES_40

40Ð¦ 
 DES�UVÊ������� 9�`�9���! � ��m§¨�
`�
��

des_56|DES_56

56Ð¦ 
 DES�UVÊ�������

CRYPT_LIBPATH = directory_path

NetBackup ­ ��Ä� 
Y�UVÊ��É� Ó �ÑÒm�Å­ 
 Ó �������

���� UNIX!	"#0�Æ m§¨�
`�� O

/usr/openv/lib/

���� Windows NT/2000� 98� ���95!	"#0�Æ m§¨�
`�� O

install_path�NetBackup�bin�

install_path�NetBackup���	 
��zc��� m§¨�
`�C:\VERITAS�
��

CRYPT_KEYFILE = file_path

NetBackup ­ ��Ä� 
Y�UVt��ÑÒ§Ç���������
� 3� ,- 17




 .$/% �0(NetBackup Encryption1,-&'
���� Windows NT/2000� 98� ���95!	"#0�Æ m§¨�
`�� O

install_path�NetBackup�bin�keyfile.dat

���� UNIX!	"#0�Æ m§¨�
`�� O

/usr/openv/netbackup/keyfile

NetBackup����������������==== QQQQ ))))RRRR****OOOOPPPPCCCCDDDD

UVÊI¦ ­Ä¦�/Ó 	 
 Ä�òó� §Ç��.éê�)* �NetBackup ­ ��Ä� 
0
�t�§Ç��.XE��� t�§Ç��0�� ­ ��Ä� 
.DESt��iK� +@0��
� m�G.Ñ�[)*��� 9�DESt��I¦ ­Ä¦��UVÊ� +@0��Z[���

t�§Ç���$%� 0�� ­ ��Ä� 
Y�bpkeyfile SF�T������� ÙG0c
*)�� QRA�bpkeyfile SF�T�ÚÛ�)e¸Z*�

t�§Ç��.�¸éê�)*4*z{�� �£t�§Ç���íK���� §Ç��ë��

CRYPT_KEYFILE
���! � �����+§Ç��ë�~]0� XE.qW ���

� Windows NT/2000� 98� ���95!	"#0�Æ m§¨�
�t�§Ç��ë O

install_path�NetBackup�bin�keyfile.dat

� UNIX!	"#0�Æ m§¨�
�t�§Ç��ë O

/usr/openv/netbackup/keyfile

�0� t�§Ç���UVÊ���d�� XE.qW ��� t�§Ç���� t�§Ç���	

§Å�ïvwiKZ[+DESt�0�8)UVÊZ[��� àæ�� NetBackupÄ�Ó>�! �
�0��T S�T Z[+ãä�t�§Ç��������.� � W^e4�t6 Ó"��;<� 

z{�� ���t�§Ç���	§Å�ï������� ÙG0c*)�� >p�C�t�§Ç�

��t6 Ó "�0c*) �UNIX ­ ��Ä� 
���A �20 þ�Ï� �ÚÛ�)e¸Z*�

� >p�C�t�§Ç���t6 Ó"�0c*) �UNIX ­ ��Ä� 
���A �20 þ�Ï� 0
��Z[)* � � 4� ���t�§Ç���	§Å�ï����)� � W^e4fg'h�

òi� XE.4*z{�� ²�*t�§Ç���	§Å�ï�xy�4*�e¸Z*� JW

0� ãät��	§Å�ï����� ²�*NetBackup�	§Å�ï�xy�)e¸Z*
����ÚÛ��

Z w0� ��� NetBackup�	§Å�ï�d�� XE.qW ��� NetBackup�	§Å�
ï�t�§Ç���0féZ[)* m�G�iK� �0��Z[��� NetBackup �9�
m�G����)I¦ ­Ä¦��U{Ê� +@�DESt��iK����

ãät�§Ç���	§Å�ï�UVÊZ[+m§¨�
�t�§Ç���UNIX ­ ��Ä� 

Y�íK� z{�� ���SF�T�xy��� O

bpkeyfile /usr/openv/netbackup/keyfile
Enter new key file pass phra se:�ãät�§Ç���	§Å�ï�
Re-enter new key file pass ph rase:�ãät�§Ç���	§Å�ï�
Enter new NetBackup pass phrase: ***********************
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NetBackup 
 .!(2341,-&'
Re-enter new NetBackup pass phrase: ***********************

²�*�	§Å�ï�xy� 9 � P�¤��� NetBackup ­ ��Ä� 
�� t�§Ç���0
j*�	§Å�ï01� LM�f7�)* ��� ²�*�	§Å�ï�xy�)P� j*�	

§Å�ï�iKZ[+DESt�����)UVÊZ[+m�G� Ó 	 
 Ä� 9 �.�¤���
²�*NetBackup�	§Å�ï�xy� 0�� bpkeyfile SF�T�
-change_netbackup_pass_phrase �+�-cnbpp��! � ��������

Windows NT/2000 ­ ��Ä� 
Y�²�*NetBackup�	§Å�ï�xy� z{�� ��
�SF�T�xy��� O

bpkeyfile.exe -cnbpp install_path�NetBackup�bin�keyfile.dat
Enter old key file pass phra se:�ãät�§Ç���	§Å�ï�
Enter new NetBackup pass phrase: **********
Re-enter new NetBackup pass phrase: **********

�� j*P��Ñ@+� �	§Å�ï�d�)k[4*�e¸Z*� ­ ��Ä� 
�t�§Ç�

�.ln�+W� %e48+z{0�� t�§Ç���=íK� �0� :��	§Å�ï

�Ñ@+�K)��	§Å�ï.XE04W ��� ]�*t�§Ç���=íK�¤4*z

{0�� j*�	§Å�ï����)UVÊZ[+§Ç��� Ó 	 
 Ä� 9 ���¤4e

4W ���

t�§Ç��À�Ä­�	m�­ ��Ä� 
F!��$%&��.c$� � �0�)e¸Z*�

�4¼n� UNIX ­ ��Ä� 
��� §Ç���c$&. root�� Õ�T.600� ���§Ç�
�.NFSF�� 
.��4§Ç��!	"#Y0éê�4*9 ����

t�§Ç���I¦ ­Ä¦��XEúP�o0x[ XE.qW ��� UVÊ�+I¦ ­Ä¦�0

1�)�� t�§Ç��.­ ��Ä� 
Y0p0éê�)* z{0¸Æt�§Ç��� Ó 	 
 Ä

� 9 �.�¤ ��� t�§Ç���I¦ ­Ä¦��q� Wlq�7n�½��

�+� ­ ��Ä� 
�t�§Ç����UVÊI¦ ­Ä¦��òó� NetBackup ­ �	�íK
P�o0x[ XE.qW ��� t�§Ç���rsÓ 	 
 Ä� z{0t4Fu_��� +¸�

9�z{� q ­ ��Ä� 
�UVÊZ[)*4*t�§Ç��.C�­ ��Ä� 
Y0Ó 	 
 Ä

Z[ ��ú.qW ���

t�§Ç���I¦ ­Ä¦�vwèe � �0
�� 0�� t�§Ç����	ë�­ ��Ä� 


�è�Ó 	 
À;<� XE.qW ���

NetBackup ����3333&&&&5555777788889999666611112222----....
�NetBackup ­ �	0�UVÊ�ú.Ñ�[)*��� 9��ú�F	GH�IY�
�� X
E.qW ��� ÙG0c*)�� >F	GH�Ivw
�� A �11þ�Ï� �ÚÛ�)e¸Z
*�
� 3� ,- 19



5)6)7�89$
:7; < 	=�>?@ AUNIX 
 . $/% �)BC
::::����;;;;����<<<<����==== >>>> $$$$����????<<<<���� @@@@���� AAAA,,,,BBBBCCCCDDDD EEEEUNIX ����3333$$$$����%%%% ��������FFFFGGGG
9��­! � ��� UNIX ­ ��Ä� 
��0D��¤��� 9 9���Z[)* ;<�t6
Ó "��Windows NT/2000� 98� 95� ���Macintosh ­ ��Ä� 
��·��¤�½��

­ ��Ä� 
 P§Ç���UVÊ� +@0XE4t�§Ç���DESt�����)UVÊZ
[��� 9�DESt��� t�§Ç���	§Å�ïvwiKZ[��� W0���4*ûW�
NetBackup0��T S�T Z[+ãät�§Ç���	§Å�ï����)iKZ[+DESt�
����)t�§Ç���UVÊ����

ãä�	§Å�ï���� �� �UVÊI¦ ­Ä¦�/Ó 	 
 Ä�~ñ0� ��Ê�+UVÊ

I¦ ­Ä¦�/Ó 	 
 Ä�òó� 9 �.�¤���

+¸�� Wm�7+4*,�-.­ ��Ä� 
�t�§Ç��À�Ä­�	m��\� �� p�

,�-.� I¦ ­Ä¦�0���)* UVt��Üâ�+W� p�t��·��)UVÊZ[+

I¦ ­Ä¦�� Ó 	 
 Ä� 9 �.��04W ��� 9�� � 4v[.q ��� ­ ��Ä� 
�

$%&¸Æ.t�§Ç��À�Ä­�	�7c� �0�)e¸Z*�

î0fg�^e0� +@0� ���t�§Ç���	§Å�ï����� t�§Ç���UVÊ

� �+@�DESt��iK� 9 � P�¤��� 9�z{� Wm�7+4*,�-.­ ��Ä
� 
�t�§Ç��À�Ä­�	m��\�+z{�P� p�t��·��)­ ��Ä� 
�UV

Ê�+I¦ ­Ä¦�� Ó 	 
 Ä� 9 ��� Wwx04W ���

���t�§Ç���	§Å�ï���� z{�� I¦ ­Ä¦�/Ó 	 
 Ä��:�� �0��

ÊZ[�½�� ��0� ���t�§Ç���	§Å�ï���� �� UNIX NetBackup ­ �
�Ä� 
Y���� �49 �.i? v�������

NetBackupH�I.­��Ä� 
Y�I¦ ­Ä¦�/Ó 	 
 Ä���� � ¤�� ­ ��Ä� 

Y�bpcdm�Õ�À���)E��hó����

àæ�� bpcd�­ ��Ä� 
Y�/etc/inetd.conf§Ç���
�Z[)�W� inetd
m�Õ�����)y�Z[���

UVÊI¦ ­Ä¦�/Ó 	 
 Ä�òó� 0�� bpcd.t�§Ç���UV�Üâ�)p�§Ç
���â�� XE.qW ���

ãät�§Ç���	§Å�ï���� z{�� bpcd.t�§Ç���UV���_0Üâ�
 9 �.�¤��� bpcd�y�� �0� àæ�inetd Ã � ¦ T.��Z[���

���t�§Ç���	§Å�ï���� z{�� bpcd .t�§Ç���UV���_0Üâ
� 9 ���¤£� inetd Ã � ¦ T���� 9 ���¤�½�� p�Á�� ��0��0�+
.8)� bpcd�	G�TÄ×��×Ø�#� �)y�� XE.qW ���

bpcd****&&&&SSSS���� ����""""TTTT����####TTTTUUUU((((VVVV���� ////0000WWWWXXXXCCCCDDDD

1. /etc/inetd.conf§Ç���bpcd�� 
 Ó �8è� vS Ã� 
 Ä� 
 ���� bpcd
�� 
 Ó����� �4�� 
 Ó���

bpcd stream tcp nowait root /usr/openv/netbackup/bin/bpcd bpcd
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5)6)7�89$
:7; <	 =�>?@ AUNIX 
 .$/% �)BC
2. inetd.
�§Ç���=zâ�� � �0{|_0òó����inetd0
�§Ç���
{|_0=zâ�#�Z½ ���� �� ¦ 
 §¨�#0�8)"4W ��� ±P})4��

�� !	"#� ÓÉ�
� 9 ����

3. t�§Ç���	§Å�ï�4î����bpkeyfile SF�T�
-change_key_file_pass_phrase ��+�-ckfpp� ��! � �������� N O

bpkeyfile -ckfpp /usr/openv/netbackup/keyfile
Enter old key file pass phrase: /ãät�§Ç���	§Å�ï 0
Enter new key file pass phrase: /ãät�§Ç���	§Å�ï 0
******
Re-enter new key file pass phrase: /ãät�§Ç���	§Å�ï 0
******

�×��
� >ReturnA t��xy� �� ãät�§Ç���		��.��Z[���

4. bpcd�	G�TÄ×��×Ø�#� �)y����� y�� 0�� bpcd SF�T�
-keyfile��! � ������ xy.E�Z[+w� ²�*t�§Ç���	§Å�ï�
xy����

bpcd -keyfile
Please enter key file pass phrase: ******

bpcd.I¦ ­Ø��T�òóZ[� NetBackupH�Ivw�E��1n���

bpkeyfile SF�T � -ckfpp��! � �����)t�§Ç���	§Å�ï�4î�
 9 �.�¤��� ²�*t�§Ç���	§Å�ï�bpcd���y�� �$F04W �
��

bpkeyfile SF�T � -cnpp��! � �����)NetBackup�	§Å�ï �I¦ ­

Ä¦��UVÊ� �0��� DESt��íK� �0��� �4î� 9 �.�¤���
+¸�� ²�*NetBackup�	§Å�ï��ê�bpcd�×�	�{|23�� =�� �
�$F0�4W �½��

bpcd ****YYYYZZZZ[[[[\\\\CCCCDDDD

bpcd �{|23� 0��ps SF�T����)� �×�	 ID �45�� 4��+�×�

	 ID 0'�)kill SF�T�hó���� p�6� ps SF�T�=zòó�)bpcd .
{|23Z[)* 9 ��^_���� àæ�UNIX ­ ��Ä� 
�0�� ps SF�T�
-e78������� Solaris 4 /Auspex ­ ��Ä� 
�0�� ps SF�T�-ax78�
������

Solaris 2 ­ ��Ä� 
vw bpcd {|23� z{����� �0SF�T�òó��� :

ps -e | grep bpcd
148 ?        0:22 bpcd

kill 148
ps -e | grep bpcd
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:7; < 	=�>?@ AUNIX 
 . $/% �)BC
Auspex ­ ��Ä� 
vw bpcd {|23� z{����� �0SF�T�òó��� :

ps -ax | grep bpcd
389 ?  S     6:46  0:22 bpcd

kill 389
ps -ax | grep bpcd
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 A

ò ;óvx
� {+'|)}~�-$�/}*_-'.%/ �2�56� º «» ¼ �é	�ôõ� ���

º «» ¼ ;ôõ�
� ØÙ;®�¯°CöP� ���

� ÷�ø ò ù$ú 
� �ø òû;º «» ¼ I Í » º »ÁJü» � �ÎÆ�ýþ ��6�
��ãËÜ ä »x� 
 ò ^ Cµ�� ��� N ^��� � 
 º «» ¼ �ØÙ;��C
	é�� 


command [arg1] 

ò ;��� �J�
$)*`b$C
��
���C���
 ò ^ �x����

� ��ÊJ�N
ÝÍË ê�$ë 
� �J��
����ãËÜ ä »;��C�B
��
�OP� ��� N ^��� � 
 º «» ¼ �ØÙ;��C	é�� 


command [arg1 | arg2]

ò ;��� �J�
$)*`b$�N
$)*`f$;	���COPx��� ê��
��ë� �
N
��C���
 ò ^ �x����

� ��
� �J���6�
��x� 
 ò ^ C=� ��� N ^��� ØÙ;º«» ¼
x
� �J�� directory$C�6� �� 


-client_libraries directory
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bpinst(1M)
��������������������������������				





././././

bpinst
-CRYPTãËÜ ä » ^ A��OP�
 ^ �{+'|)}~�-$�/}*_-'.%/ C Í » ¤ � J�
� N � � Ö6�
 ò ^ �x����

01010101

bpinst -CRYPT [-client_libraries directory] [-crypt_option 
option][-crypt_strength strength] [-passphrase_prompt 
|-passphrase_stdin] [-verbose] [ [-class_encrypt 0 | 
1] -class_names] name1 [name2 ... nameN]

³ ò ;º «» ¼ COP�
�
� {+'|)}~�-$�/}*_-'.%/ �ÎÆx�� {+'|)}~�-$
�/}*_-'.%/ 
� �!á� � Ú × � 	�

23232323

³ bpinst -CRYPT COP� �� �×ÇÈÉ�0�
Ö6CíD� �	�	£ I Í
�» � àxÇÈÉCÖ6�
��
� ��
þ"�� bpinst$º«» ¼ COP� �
£ I Í �» � ÛÇÈÉI Í#I � CË ¢ Ü ­ �� r;$�; bpinst º «» ¼ x
ÇÈÉÝ¤ � ÞJ�CÖ6� � Ú × � 	�
% 


bpinst -CRYPT -client_libraries /usr/openv/lib/client 
clientname1

bpinst -CRYPT -passphrase_prompt clientname1

&þ º «» ¼ I Í »x -client_libraries ^ -passphrase_prompt ;��
;��C�6�
 ^ � ÇÈÉI Í#I � � £ I Í �» � àx
�×'Px�
(
)x
�	N"� Ý¤ � ÞJ�;Ö6�*+� ���

bpinst 
� -CRYPT ãËÜ ä » ^ A��OP� �� ÇÈÉCÀÁJ � �
 {+'|)}~�- £
I Í �» � à� {+'|)}~�-$�/}*_-'.%/ C Í » ¤ � J�� N � � ÇÈÉ;,-CÖ6�

ò ^ �x���� �{ Ò x
� º«» ¼ 
 /usr/openv/netbackup/bin.è Þ £ � �
�� � ��� Ô./l%(j${!Õfggg x
� º«» ¼ 
� install_path/NetBackup/bin.è Þ
£ � � �� � ���

ò ;º «» ¼ COP�
0��$NetBackup Encryption System Administrator’s Guide ;1 f
2xôõ���	
 p R �� ��ÀJÊà�ÇÈÉ� � � � � �C Í » ¤ � J�� � Ú
× � 	� Í » ¤ � J�$
� «¤ ÓÀJÊàx bpinst -CRYPT CíD�� £ I Í �»
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bpinst(1M)
� Û; {+'|)}~�-$�/}*_-'.%/ ; Í » ¤ � J�opqÖ6CíD� ��� ò ;º «» ¼ C
íD�
×tx� 
�� N £ I Í �» � ÛÎÆ�� ¡ Í�C º3J�� � �� £ I Í �
» � ^ ÀJÊ;��x� ÎÆ�Ö6;��CíD�
 ò ^ �x����

³ DISALLOW_SERVER_FILE_WRITES${+'|)}~�- Ö6ãËÜ ä »� £ I Í �» � x
Ö6���	�	 ò ^ C45� � Ú × � 	� ò ;Ö6ãËÜ ä »�Ö6���	

 ^� ÀJÊ
 £ I Í �» � Û� � � � � �C Í » ¤ � J��N
Ö6�
 ò ^
�x��EF�

bpinst -CRYPT COP� ��}i)jj�g ^ 	 R �0; £ I ¤û;�6�; �{ Ò £ I Í �»
� ÛÇÈÉ� � � � � �C Í » ¤ � J��� ÎÆ�,-CÖ6�
�
� ØÙ;p R �
êADxë á7� ���

bpinst -CRYPT -client_libraries /usr/openv/lib/client -crypt_option 
allowed -crypt_strength des_40 -passphrase_prompt -class_encrypt 1 
-class_names class40

à�;º «» ¼ I Í »
 -class_encrypt ãËÜ ä » COP�� £ I ¤P;ÇÈÉß
3CÖ6� ��� �N� ÇÈÉß3
� {+'|)}~�- åæ�J¾ è � ¾ è COP� �Ö6
�
 ò ^ ] x����

bpinst -CRYPT xOPx�
ãËÜ ä »;ôõ�é	�
� ãËÜ ä »8C9:� �
Ú × � 	 ê5��-passphrase_prompt ãËÜ ä »�³µ� � Ú × � 	ë�

³ «¤ ÓÀJÊ;¤ � �Í » ¤ � J����	
 £ I Í �» � P;ÇÈÉCÖ6�

 ò ^ ] x����

444455556666 7777 """"

-CRYPT bpinst º «» ¼ COP� �ÇÈÉC Í » ¤ � J��N
Ö6�
��

� Î�� ò ;ãËÜ ä » CA<7;ãËÜ ä » ^ � ��6�
ÎÆ�
� � ��� =>C��� N � � ò ;ãËÜ ä » C��� �	x Ú × �
	�

-client_libraries directory

{+'|)}~�- £ I Í �» � àÛÇÈÉI Í#I � C Í » ¤ � J�� ���
ò ;ãËÜ ä »x
� £ I Í �» � ÇÈÉI Í#I � CG?«¤ ÓÀJ
Êà;.è Þ £ � � C��ÎÆ�� � �� 


�{ Ò ÀJÊà; I Í#I �.è Þ £ � � 


install_pathÕlibÕclient

ê.�@� � x
� install_path 
 /usr/openv x��ë

Ô./l%(j${!Õfggg ÀJÊàx; I Í#I �.è Þ £ � � 


.`/%*+
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bpinst(1M)
-crypt_option option

{+'|)}~�- £ I Í �» � ; CRYPT_OPTION Ö6H» � � CÖ6� ���
-crypt_option C�6� �	��
� £ I Í �» � 
ÇÈÉÊ¢ £
� ¢ Ë�AÇÈÉÊ ¢ £ � ¢ Ë;	���CB�� �� êØÙ;
ALLOWED C9:ë�

option ��6x�
CCØÙ�=� �� 


DENIED �$denied �$-1

£ I Í �» � �ÇÈÉÊ ¢ £ � ¢ ËCB�� �	p R ��6� ���
ÀJÊ�ÇÈÉÊ ¢ £ � ¢ ËCÆD�
 ^ � r;ÆD
HIJ ^ � �E
\���� ò ;ãËÜ ä »
� ÇÈP�Ö6���	�	 £ I Í �» �
�9�
.�@� � Ö6x��

ALLOWED �$allowed �$0

£ I Í �» � �ÇÈÉÊ ¢ £ � ¢ Ë�N
AÇÈÉÊ¢ £ � ¢ ËCB�
�
 p R ��6� ��� ò ;C
.�@� �Cx��

REQUIRED �required �$1

£ I Í �» � �ÇÈÉÊ ¢ £ � ¢ ËCÆD�
 p R ��6� ��� ÀJ
Ê�AÇÈÉÊ¢ £ � ¢ ËCÆD�
 ^ � r;ÆD
H IJ ^ � �F�
�����

-crypt_strength strength

{+'|)}~�- £ I Í �» � à; CRYPT_STRENGTH Ö6H» � � CÖ6�
��� ò ;ãËÜ ä »CÖ6� �	��
� £ I Í �» � à;
CRYPT_STRENGTH Ö6H» � � 
�����EF�

strength ��6x�
C 


DES_40 �$des_40 �$40

�g G¢ � ��# ÇÈC�6� ��� ò ;ãËÜ ä »
� ÇÈP�Ö6�
��	�	 £ I Í �» � �9�
.�@� � Ö6x��

DES_56 �$des_56 �$56

�� G¢ � ��# ÇÈC�6� ���

-passphrase_prompt | -passphrase_stdin

³µ H	 ] ;CG"N� Ý¤ � ÞJ�
I� �J��	x Ú × � 	� £ I Í �» �
;·J� ¡ Í��KW� N � � LÚ �øN���
� ·J� ¡ Í�CMN©�

;�� 0;Ý¤ � ÞJ�CG"N�6�;Ý¤ � ÞJ��ÎÆ�� � ���
O�	·J� ¡ Í�CMN©x��	���
� H	Ý¤ � ÞJ�COP� �
ÇÈÉ��N� ¡ Í�C � ¤ � ��
 ò ^ 
x�� Ú � � ���

{+'|)}~�- 
Ý¤ � ÞJ�COP� �� �£ I Í �» � à;·J� ¡ Í
�û�>P�
.JÓ CN©� ��� N©$� {+'|)}~�- 
r;·J
� ¡ Í�û;.JÓ COP� �ÇÈ·JCN©� ��� ò ;ÇÈ·J

� Ê ¢ £ � ¢ Ë.JÓ;ÇÈÉopqÇÈ;Q¦�ÎÆ� ] ;x��
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-passphrase_prompt ãËÜ ä »
Ý¤ � ÞJ�;á7CÆD�
Ë
y »Ë � C®=� ��� Ý¤ � ÞJ�;RS
� íT�á7�
T
®
=���EF�

-passphrase_stdin ãËÜ ä »
��á7� �Ý¤ � ÞJ�C¦��
� ���$Ý¤ � ÞJ�
��á7�
ÎÆ�� � ��� ò ;ãËÜ ä »
x
� Ý¤ � ÞJ��®=��
;x�-passphrase_prompt ãË
Ü ä »;�� ò ;ãËÜ ä » p � ]4í��· ­ � ¾ è C	�����
bpinst -CRYPT CÜ ��¤ £ � Ë � ûxOP�
���
� ò ;ãË
Ü ä »;��	'x��

{+'|)}~�- 
� bpinst -CRYPT x�6� N�6�; £ I Í �» � P�
Ý¤ � ÞJ�COP� ��� �£ I Í �» � P�
� 
Ý¤ � ÞJ�C
�6�
��
� �£ I Í �» � � ^ �
� 
 bpinst -CRYPT º«»
¼ Cá7� � Ú × � 	�

Ý¤ � ÞJ�C�6�
 ^ � bpinst -CRYPT 
 £ I Í �» � àx·J
� ¡ Í�CN©�N
��� ��� Ý¤ � ÞJ���
©��
ÇÈ
·J
�;Ê ¢ £ � ¢ ËP�OP����� H	ÇÈ·J
� 0;Ê¢
£ � ¢ Ë; � ¤ � �P�� ·J� ¡ Í�û�>P�����

-passphrase_prompt �N
-passphrase_stdin ãËÜ ä » C�6
� �	��
� £ I Í �» � à;·J� ¡ Í�
�����EF�

-verbose �£ I Í �» � ;��;ÇÈ�0�
Ö6C®=� ��� �N�£ I Í
�» � à; Í » ¤ � J�(��MÖ6(�]®=�����

-class_names

�
�
� x�6� N�0� {+'|)}~�- £ I ¤�x� 
 ò ^ C�6� ���

-class_names ãËÜ ä » COP�
��
� bpinst -CRYPT �� �
6� N�£ I ¤û;�6�; £ I Í �» � C Í » ¤ � J��� Ö6� �
�� -class_names ãËÜ ä » C��� N��
� �0
 {+'|)}~�-
£ I Í �» � � ^ � �E\����

-class_encrypt 0 | 1

{+'|)}~�- £ I ¤P�ÇÈÉ£ I ¤ß3CÖ6� ���
-class_encryptãËÜ ä » COP�
���
�-class_namesãË
Ü ä » COP�
ÎÆ�� � ���
�6x�
C 


g$
ÇÈÉß3CL� ê�N
L�;();� ��Ö6ë ��
;x�
ò ; £ I ¤x
ÀJÊ
 £ I Í �» � P�ÇÈÉCÆD� �EF� ò ;
C
� ÇÈÉP�Ö6���	�	 £ I ¤�9�
.�@� �Cx��

b 
ÇÈÉß3CÖ6�
;x� ò ; £ I ¤x
� ÀJÊ
 £ I Í �»
� �ÇÈÉCÆD� ���

ò ;ãËÜ ä »C�6� �	��
� £ I ¤P;ÇÈÉß3
����
�EF�
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name1 [ name2 ... nameN ]

-class_names ãËÜ ä »;OP(��p � ���� b é�N
��;
{+'|)}~�- £ I Í �» � ��N
 £ I ¤�C�6� ���
-class_names ãËÜ ä » C��� N��
� �0
 {+'|)}~�- £ I Í
�» � � ^ � �E\����

8888

% b

£ I Í �» � Û; Í » ¤ � J��£ I Í �» � ;Ö6CíD�
0�� {+'|)}~�- «¤
ÓÀJÊà�ÇÈÉI Í#I � C Í » ¤ � J��
ÎÆ�� � ��� I Í#I � C �)*j
^ 	 R �0; {+'|)}~�- £ I Í �» � ÛÍ » ¤ � J��
�
� ØÙ;p R �º«» ¼
C êADxë á7� ���

�{ Ò ;�� 


bpinst -CRYPT -client_libraries /usr/openv/lib/client mars

Ô./l%(j${!Õfggg ;�� 


bpinst.exe -CRYPT -client_libraries ignore mars

% f

�{ Ò £ I Í �» � àx }i)jj�g ^ 	 R �0; £ I ¤� �g G¢ � ��# ÇÈC Í » ¤ � J
��� Ö6�
�
� ØÙ;p R �º«» ¼ C êADxë á7� ���

bpinst -CRYPT -client_libraries /usr/openv/lib/client -crypt_option 
allowed -crypt_strength des_40 -class_encrypt 1 -passphrase_prompt 
-client_names class40

ò ;º «» ¼ 
�-passphrase_prompt ãËÜ ä » CG?;x� Ý¤ � ÞJ�;á7C
ÆD�
Ëy »Ë � �®=�����

Enter new NetBackup pass phrase: *********************
Re-enter new NetBackup pass phrase: *********************

8 3

j'*%/` ^ 	 R �0; {+'|)}~�- £ I Í �» � �� �� G¢ � ��# ÇÈCÎ�OP�
 p R
��6�
�
� ØÙ;p R �º «» ¼ C êADxë á7� ���

bpinst -CRYPT -crypt_option required -crypt_strength des_56 strong

8 4

j'*%/` ^ 	 R �0; £ I Í �» � ;Ö6 � ¤ � C®=�
�
� ØÙ;p R �º «» ¼
Cá7� ���

bpinst -CRYPT -verbose strong
BPCD protocol version 3.1.0 on client strong
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40-bit library version is 3.1.0.40 on client strong
56-bit library version is 3.1.0.56 on client strong
BPCD platform is sgi5 for client strong
Current configuration entries are:
CRYPT_KEYFILE = /usr/openv/netbackup/keyfile
CRYPT_LIBPATH = /usr/openv/lib
CRYPT_OPTION = 1
CRYPT_STRENGTH = 56
About to update 40-bit DES library for client strong
No update of 40-bit DES library required for client strong
About to update 56-bit DES library for client strong
No update of 56-bit DES library required for client strong
About to update NetBackup configuration for client strong
No update of NetBackup configuration required for client strong
About to update NetBackup pass phrase for client strong
No update of NetBackup pass phrase required for client strong

9999

� bpinst -CRYPT �ü ¢ � �J£ C�� � £ I Í �» � Û���
Ý¤ � ÞJ�
�
{+'|)}~�-�g G¢ � ��# ·JxÇÈÉ�����$

� � {+'|)}~�- £ I Í �» � à;·J� ¡ Í�
� {+'|)}~�-$��# ·JxÇÈÉ���
�� £ I Í �» � ;Ö6(��p ø�� ·J� ��g G ¢ � �N
 �� G ¢ � ��
�
� ��� ·J� ¡ Í�Û;� £�¤
� åæ���6� � Ú × � 	� �{ Ò £ I Í �
» � x
� ·J� ¡ Í�;� �
 *%%' x� !J ¼ 
 �gg �Ö6� � Ú × � 	� �
N·J� ¡ Í�C {"# C�� �H £ ¤ÁJ � x��	p R �Ö6� � Ú × � 	�

� Ý¤ � ÞJ�
I� �J��	p R � � � Ú × � 	� #$�%CíD�
T�
�
bpinst -CRYPTCOP� � £ I Í �» � àx·J� ¡ Í�CM
©�
ÎÆ�� 

���� � ��� N ^��� %*}) ^ 	 R �0; {+'|)}~�- £ I Í �» � �ÇÈÉ
Ê¢ £ � ¢ ËCíD&�'��;#$�(
�� %*}) ;� ¡ Í��)*� N ^ � �
�� ò ;p R �(�x
� Ê¢ £ � ¢ ËC � ¤ � ��
 N"�� £ I Í �» � àx
ÇÈÉ� � � � � �C Í » ¤ � J�� �Ö6�
ÎÆ�� � ���$

ØÙ�� ÇÈCOP� N,-x;*+,�#$�%;-.C=� �� êã/ÞJ
¾ è »0Ü ¤ ¾1 ^ {+'|)}~�- ; � ¤ � ��é	�;23
� {+'|)}~�-$
!*%�4i+j5%%'./`$6�.l+ C9:� � Ú × � 	ë� ØÙ;%x
� {+'|)}~�-$£ I Í �»
� � ^ � �$%*})$COP� �	���

1. %*}) àx 7# CMÍ » ¤ � J�� ���

2. %*}) àx {+'|)}~�- £ I Í �» � � � � � � �CMÍ » ¤ � J��� MÖ6� ���

3. ØÙ;º «» ¼ êADë CíD�� %*}) àxÇÈCMÍ » ¤ � J��� MÖ6� �
��
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bpinst -CRYPT -client_libraries /usr/openv/lib/client -crypt_option 
allowed -passphrase_prompt orca
Enter new NetBackup pass phrase: *********************
Re-enter new NetBackup pass phrase: *********************

ò ò xá7�
Ý¤ � ÞJ�
� %*}) xOP� NA<8"; ] ;x��$

4. %*}) àxOP� N�Ý¤ � ÞJ�P� bpinst -CRYPT C9:� �íD� ���

# bpinst -CRYPT -passphrase_prompt orca
Enter new NetBackup pass phrase: *********************
Re-enter new NetBackup pass phrase: *********************

5. Ê¢ £ � ¢ Ë� N� ¡ Í�C %*}) Û � ¤ � � � ���

:::: ;;;; !!!!$$$$

�{ Ò;

� �{ Ò$ÀJÊº «» ¼

/usr/openv/netbackup/bin/bpinst

� £ I Í �» � I Í#I � C	é �{ Ò ÀJÊ.è Þ £ � �

/usr/openv/lib/client/

� �{ Ò £ I Í �» � ÇÈIÉÍ#I �

/usr/openv/lib/libvdes*.*

� �{ Ò £ I Í �» � ÇÈÉ·J� ¡ Í�

/usr/openv/netbackup/keyfile

� �{ Ò$£ I Í �» � ÇÈÉ·J� ¡ Í��J¾ è � ¾ è

/usr/openv/netbackup/bpkeyfile

Ô./l%(j${!Õfggg� <=� �N
 <�;

� Ô./l%(j${!Õfggg ÀJÊº«» ¼

install_path�NetBackup�bin�bpinst.exe

� £ I Í �» � I Í#I � C	é Ô./l%(j${!Õfggg ÀJÊ.è Þ £ � �

install_path�lib�client�

� Ô./l%(j${!Õfggg� cd� �N
 c� £ I Í �» � $ ÇÈ·J� ¡ Í�

install_path�NetBackup�bin�keyfile.dat 

� Ô./l%(j${!Õfggg� cd� �N
 c� £ I Í �» � ÇÈI Í#I �
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install_path�bin�libvdes*.dll

� Ô./l%(j${!Õfggg� cd� �N
 c� £ I Í �» � ÇÈ·J� ¡ Í��J¾ è � ¾ è

install_path�bin�bpkeyfile.exe

�)}./'%jaU

� �)}./'%ja £ I Í �» � ÇÈI Í#I �

:System Folder:Extensions:libvdes*.dll 

� �)}./'%ja$}i.+/' £ I Í �» � $ ÇÈ·J� ¡ Í�

:System Folder:Preferences:NetBackup:keyfile 
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����������������



������������������������





././././

bpkeyfile 
 {+'|)}~�- P;ÇÈÉ·J� ¡ Í��J¾ è � ¾ è x��

01010101

bpkeyfile [-stdin] [-change_key_file_pass_phrase] 
[-change_netbackup_pass_phrase] [-display] key_file_path

<0<0<0<0====>>>>

bpkeyfile º «» ¼ 
 {+'|)}~�-$�/}*_-'.%/ ãËÜ ä » ^ ×t�OPx����

23232323

bpkeyfile 
� ��# ÇÈ·JC�©�
;�OP�
��CG?� ¡ Í�CN©�N

�V� ��� ò ;��
� �J��KL�
 {+'|)}~�- Ý¤ � ÞJ��WX	��©�
���� ·J� ¡ Í�
�J��KL�
 ·J� ¡ Í�Ý¤ � ÞJ�� p ø�ÇÈÉ�
����

{+'|)}~�- £ I Í �» � � � � � � �
� ·J� ¡ Í�û;��� �YZ� NÇÈCO
P� �Ê¢ £ � ¢ Ë[�� ¡ Í�CÇÈÉ�� � ¤ � �[�� ¡ Í�;ÇÈCQ¦� �
��

� ¡ Í��P\�
��
� ]\;·J� ¡ Í�Ý¤ � ÞJ�;á7CÆD�
Ëy »
Ë � �®=�����

-change_key_file_pass_phrase C�6�
��
� V�	·J� ¡ Í�Ý¤ �
ÞJ�;á7CÆD�
Ëy »Ë � �®=����� ^;Ý¤ � ÞJ�Cá7� N��

� w_·JÝ¤ � ÞJ��OP�����

w_·JÝ¤ � ÞJ�COP�
��
� bpcd C`a8�íD�
 ò ^ �x����
b`;·J� ¡ Í�Ý¤ � ÞJ�COP�
��
� NetBackup Encryption System
Administrator’s Guide ;$1 �2; ²r;s;·J� ¡ Í�ç· ­ � ¾ è �é	� ê�{ Ò £
I Í �» � ;¹ë´ xôõ���	
 p R �� bpcd C -keyfile��^ A��íD� �
Ú × � 	�

444455556666 7777 """"

-stdin w_á7� �Ý¤ � ÞJ�C¦¹c� ��� 5��6� �	d� �
bpkeyfile 
ÓJef�á7� �Ý¤ � ÞJ�C¦¹c� ���

-change_key_file_pass_phrase (or -ckfpp) 

·J� ¡ Í�CÇÈÉ�
;�OP�
Ý¤ � ÞJ�C��� ���

-change_netbackup_pass_phrase (or -cnpp) 

£ I Í �» � à; {+'|)}~�- Ê¢ £ � ¢ Ë4�J¿ Í#CÇÈÉ�
;
�OP�
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-display
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/usr/openv/netbackup/keyfile
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install_path�NetBackup�bin�keyfile.dat
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