Legato NetWorker °©
Administrator’'s Guide
UNIX® Version

LEGATO..



gﬁpyright © 1998, Legato Systems, Inc. All rights reserved. Legato NetWorker is a registered trademark of Legato Systems, Inc.
other trademarks are the property of their respective owners.

LICENSE AGREEMENT

THIS PRODUCT CONTAINS CERTAIN COMPUTER PROGRAMS AND OTHER PROPRIETARY MATERIAL, THE USE OF
WHICH IS SUBJECT TO THIS LICENSE AGREEMENT. YOU ARE CONSENTING TO BE BOUND BY AND BECOME A
PARTY TO THIS LICENSE AGREEMENT. IF YOU DO NOT AGREE WITH ALL THE TERMS, YOU MUST RETURN THIS
PRODUCT, ALL MANUALS AND DOCUMENTATION, AND PROOF OF PAYMENT, TO THE PLACE YOU OBTAINED
THEM FOR A FULL REFUND WITHIN 30 DAYS OF FIRST ACQUIRING THIS PRODUCT. Your written approval is not a
prerequisite to the validity or enforceability of this agreement and no solicitation of any such written approval by or on behalf of
Legato shall be construed as an inference to the contrary.

LICENSE AND TERMS

Legato and any applicable sublicensors grant to you a limited, personal, non-exclusive, non-transferable license to use the server
sottware programs and related documentation in this package (collectively referred to as the "Software") on licensed client
Pprocessing unit(s). Any attempted sublicense, assignment, rental, sale or other transfer of the Software or the rights or obliﬁations
of this Agreement without the prior written consent of Legato shall be void. This license granted herein will automatically
terminate without notice to you if you fail to comply with its terms. This Agreement will be governed by the laws of the State of
California as such laws appf; to agreements between California residents entered into and to be performed within California.

The Software is copyrighted. You may make copies of the software programs only for backup and archival purposes.
Unauthorized copying, reverse engineering (except to the extent applicable laws specifically prohibit such restriction),
decompiling, dissassembling, and creating derivative works of the é)oftware are prohibited. \%u may print and make copies of
the documentation for your use and archive purposes only. Unauthorized printing, copﬁ/ing, and creating derivative works of
the documentation are prohibited. Title to the Software is not transferred to you by this license. Ownership and title to the
Software and to the actual contents of this package, including the copy of the Software and the media on which it is stored and
the associated documentation are retained by Legato.

LIMITED WARRANTY: LIMITATION OF LIABILITY

Legato does not warrant that the Software will be free from error or will meet your specific requirements. Legato disclaims all
complete responsibility for decisions made or actions taken based on information obtained using the Software. Any statements
made concerning the utility of the Software are not to be construed as unexpressed or implied warranties.

Subject to the conditions and limitations on liability stated herein, Legato warrants for a period of thirty (30) days from the
delivery of the first copy of each type of SOFTWARE, as so delivered, will materially conform to Legato's then current
documentation for such SOFTWARE. This warrang covers only problems reported to Legato during the warrang period. ANY
LIABILITY OF LEGATO WITH RESPECT TO THE SOFTWARE OR THE PERFORMANCE THEI%EOF UNDER ANY
WARRANTY, NEGLIGENCE, STRICT LIABILITY OR OTHER THEORY WILL BE LIMITED EXCLUSIVELY TO PRODUCT
REPLACEMENT OR, IF REPLACEMENT IS INADEQUATE AS A REMEDY OR, IN LEGATO'S OPINION, IMPRACTICAL,
TO REFUND OF THE LICENSE FEE. EXCEPT FOR THE FOREGOING, THE SOFTWARE IS PROVIDED "ASIS" WITHOUT
WARRANTY OF ANY KIND INCLUDING WITHOUT LIMITATION, ANY WARRANTY OF FITNESS OR
MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE. FURTHER, Legato DOES NOT WARRANT,
GUARANTEE, OR MAKE ANY REPRESENTATIONS REGARDING THE USE, OR THE RESULTS OF THE USE OF THE
SOFTWARE OR WRITTEN MATERIALS IN TERMS OF CORRECTNESS, ACCURACY, RELIABILITY, OR OTHERWISE.
THIS DISCLAIMER OF WARRANTY CONSTITUTES AN ESSENTIAL PART OF THIS LICENSE AGREEMENT, SOME
STATES DO NOT ALLOW EXCLUSIONS OF AN IMPLIED WARRANTY, SO THIS DISCLAIMER MAY NOT APPLY TO
YOU AND YOU MAY HAVE OTHER LEGAL RIGHTS THAT VARY FROM STATE TO STATE OR BY JURISDICTION. The
Licensee understands that Legato is not responsible for and will have no liability for hardware, software, or other items or any
services provided by any persons other than Legato. Legato shall have no liability for delays or failures beyond its reasonable
control.

LEGATO OR ANY SUBLICENSOR SHALL NOT BE RESPONSIBLE OR LIABLE WITH RESPECT TO ANY SUBJECT
MATTER OF THIS LICENSE AGREEMENT UNDER ANY CONTRACT, NEGLIGENCE, STRICT LIABILITY OR OTHER
LEGAL OR EQUITABLE THEORY: A) FOR LOSS OR INACCURACY OF DATA OR (EXCEPT FOR RETURN OF AMOUNTS
PAID TO LEGATO THEREFORE), COST OF PROCUREMENT OF SUBSTITUTE GOODS, SERVICES OR TECHNOLOGY, B)
FOR ANY INDIRECT, INCIDENTAL, SPECIAL OR CONSEQUENTIAL DAMAGES INCLUDING, BUT NOT LIMITED TO
LOSS OF REVENUES AND LOSS OF PROFITS; OR C) FOR ANY MATTER BEYOND ITS REASONABLE CONTROL.

EXPORT CONTROLS. You shall comply with the US Foreign Corrupt Practices Act and all applicable export laws, restrictions,
and regulations of the United States or foreign agency or authority. You will not export, or a]ll())w the export or re-export of the
Software in violation of any such laws, restrictions or regulations. You shall obtain and bear all expenses relating to any necess:
licenses and /or exemptions with respect to the export from the US of the Software to any location so as to be in compliance wailtz
all applicable laws and regulations prior to delivery thereof by Licensor.

MISCELLANEOUS. This Agreement represents the complete agreement concerning this license between the parties and
supersedes all prior agreements and representations between them. It may be amended only by a wriﬁnaﬁ executed by both
parties. If any provision of this Agreement is held to be unenforceable for any reason, such provision shall be reformed only to
the extent necessary to make it enforceable. This Agreement shall be governed by and construed under California law as such
law applies to agreements between California residents entered into and to be performed within California.

U.S. GOVERNMENT RESTRICTED RIGHTS. Use, duplication or disclosure by the Government is subject to restrictions set
forth in subparagraphs (a) through (d) of the Commercial Computer-Restricted Rights clause at FAR 52.227-19 when applicable,
or in subparagraph (c) (1) (ii) of the Rights in Technical Data and Computer Software clause in DFARS 252.227-7013, and in
similar clguses in the NASA FAR Supplement.

Legato NetWorker Administrator's Guide, UNIX Version
December 1998 — P/N 22-1903-01



Contents

o 1= = T PP PPRSRT 21
0 o 11T o o= RSO PUPPPPPRP 21
ADOUL THIS GUIAE ...ttt e e e e et e e e e e e e e e e e e e annnees 21
Other NetWorker DOCUMENTATION .......ccuiiiiiiiiiiiiiiie ettt e e e e e e 22

INSTAIALION GUIAE ... .eeiiiiiiiiie e e et e e e b 22
Disaster RECOVEIY GUITE......uiiiiee e ittt e e e e e e s se st r e e e e e e e s e s s ee e e e e e e e e e ennnnnes 22
Release SUPPIEMENT .....cooiiiiiii e e e 23
ONIINE HEIP ..ottt e e e s annnee e s 23
ONliNe ManUAI PAgES ..... ..ttt e e e e e e e 24
Legato Product Manuals and DOCUMENLAtION .............uuvuuueeiiiiiiieie e e e e 24
1070]1177=T 011 o] o 3PP PPR PRSP 24
Year 2000 COMPIANCE. ....uuiiiiiie e e e e e e s e s e e e e e e e e e s s e nanrreneeees 25
INFOrMAtioN AN SEIVICES .....uuiiiiiiie et e e e e s s e e e e e e e e e e e ennnnes 26
TECHNICAl SUPPOIT ...ttt e st e e e e sanneeee s 26
L0101 (o] 4 =T AR T=T A (o TP PPRRTP 27
CUSLOMEY FEEADACK.....ceiiie ittt e e e e e e e e e e as 27

Chapter 1: INTrOAUCTION .......uuiiiiiiiiiiiiieeee e 29

WAt IS NEIWOIKEI? ..ttt e et e e e e e e e e e nb e eeeaaaaeeeeeaannnenes 29
Cross-Platform ManagemMENt...........oooi it e e e e e e 30
PeITOIMEANCE ...t e e e e e e e e e e e e eanaes 31
EASE OF USE ...ttt et e ettt e et e et e e e e nrbr e e e e e ane 31
Yo7 1= o 11 32

NetWorker ProducCt FamMily .........cooiiiiiiiiii et 32
Server SOftWAre PrOGUCES..........iiiiiiiiie et e e e e e e 32
Client SOftWAre PrOGUCES ........uuiiiiiiieiaiie ittt e e e e e e e 33



Contents

L@ 11 [T o o oo (1 o] £SO ETPT T TRPOP 33
HOW NETWOTKEE WOTKS ...ttt ettt e e sttt e e s st e e e s sntaeeeeean 34
SOftWAre LICENSE MOUES ......veiiieiiiieieee ettt sttt e e s e e e s snneneeas 35
Roadmap of NetWorker Configuration TaSKS .........ccuueeiiiiiiiiiieiiiiiiee e 36

Chapter 2: Getting Started...........coooiiiiiiiii e 39
Initial AdMINISTrAtioN TASKS ......uviiiiiiiiiee e e e e 39

Basic Configuration for the NetWOrker SErver.......ccccoeviiieccciiieiieeeee e 39

ENADIEr COUE ENIY .cooiiiiiiiiiiie ettt e 41

How to Register and Authorize Your SOftWare..........ccooccveviiiiiiiic e 41

How to Remove an Enabler COUe... ...t 42

DeVvice CoNfIQUIALION........uueiiiiie e e e e e e e e e aaaaes 43

DEVICES RESOUICE .....eeiiiie ittt ettt s e b e e e st e e e et bee e e e e neee 43
JUKEDOXES RESOUICE ...ttt ettt e et e et e e e s sbbeee e e 43

VOIUME LADEIS ..ottt et e e e e e e s s ae e e e e e aeeeeeeannns 44
Preconfigured RESOUICES ........coouuiiiii ettt e et e e s sbreeee e 44

ClENES RESOUICE ...ttt e e e e et e e e e e e e e e e e e anabeereees 44

GrOUPS RESOUICE ...t e e e e e e e e e e e e e aeeeeeeeeeeeeenrnrnees 46

(010 S =TT o 10 o = PP PRPRI 48

SChEAUIES RESOUICE ...ttt st e st e e e e e 48

POlCIES RESOUICE ...coieiieeeieieieeie ettt e e e e e e e e e e e e e e e e e s e e nnneaenneeeeeaeens 50

Preconfigured Policies for NetWOIKEr ...t 51

DIFECHVES RESOUITE ...ttt et e e e e e e e e e s et beeeeaaaaeas 51

Preconfigured Directives Shipped with NetWorker...........cccocciviiiiiiiiiiiiinnnnn. 51

NOLIfICAIONS RESOUICTE .....eiiiiiiiiiie ettt e e s e e s st e e e s snneeeas 53

NetWorker Server Bootstrap PrintOUL.........ccoveeiiiiiiiiiiiiiececee e e e e e 54

NetWorker Administration Window DiSplay ..........ccoccveeeiiiiiiieiiiieeeeieee e, 55

Label TemMPIate RESOUICE ..........eiiiiiiiiiiei ittt 55
Chapter 3: Server and Storage Node Operations.............cccceeeeeiiieeeeeeeeeennn, 57

Client/Server Communication Configuration ..............cccccviiiiiriieee e 57



Contents

Permissions ManagemMeENt.......cccocieiiii e e e e e e e e e e e e e e e e e e e araaa—a 58
L =Y 11T o] Lo o PP 58
What Are SEIVICE POIMS? ...eiiiiiiiiiiie ettt ettt e e e 59
How to Configure SErvice POIS .......ccoiiiiiiiiiiiiiie et 59
What are CONNECHON POMS? ....ooiiiiiiiiieiie et e e e e e e e e e e e 60
General Guidelines for Configuring Connection POrtS.............ciiiiiiiiiiiiiiiieeeeeeenn. 61
How to Configure Connection and Service POIS ............oovvvviviiiiiiiiiiiiiieieieieeeeeeeeeee, 61

[ o] g = L= oTo] 111 5o [PPSR 62
Storage Node ConfIQUIAtION............uuuiiiiieeeiiiiiir e e e e e e e reeaeeeees 62
How to Configure a Timeout for Storage Node Operations..........c.ccceevvvveeeeniiiieeeeens 63
Scheduled Backup Configuration............ccoiiiieiieiiiiieee i e e 64
Backup Group ConfigUIation ..........ooouuiiiiiiieeiee e e e e e nees 64
How NetWorker Uses Backup GrOUPS .......cooiiiuiuiiiiiieeiee e e et e e e e e e 65
NetWorker Default Group SEtiNgS.....uuviiveeeii e 66

(O3 1=T 01 =) {1 PSPPSR 67

Using a Group Schedule to Override a Client’'s Regular Backup Schedule........ 67
Monitoring and Managing Group BaCKUPS ..........ccouiiiiiiiiiiiiieeeiiieee et 68
MONITOrNG OPEIALIONS .....cei i ittt e e e e e e e e e e e e e e e e e e e e e aennnes 68
Immediate Start of a Scheduled Group Backup..........cooooeiiiiiiiiiiiiniieiiiii 69

Stop and Restart of a Scheduled Group Backup .......ccccvveevveveeiiiiiiciiiiieeeeeeee, 69
Management of Open Files During a Scheduled Backup.............cooeccviviiiivienec i, 69
Savegroup Completion MESSAGE ......ccuiiiiiiiiieiiiiie et 69
Bootstrap Generation and PriNTOUL............cooiiiiiiiiiiiiieee e 70
SYSIEM CONSOIE LOQ ..ttt e e e e e e e s et ae e e e e e aaaeaeas 70
Schedule ConfIQUIAtioN .........uuueeiiie e 70
How NetWorker Uses Backup Schedules............ccouvvevieeeei e 71
BacCKUP SCHEAUIES .....oevieeee e e e e e e e e ennes 73
Example: Scheduling Large Client FileSyStems .........ccooiuviiieiiiiiiieniiiiee e, 74
Schedule Configuration AttriDUES............eviiiiiii e 74
Configuration Order for Backup Schedules.............cccoiiiiiiieeeee, 75
BACKUP LEVEIS ...ttt e e e e e e e e e e eanae 76



Contents

Vi

How NetWorker Uses BacKup LEVEIS.........ccoiiiiiiiiiiiiiiiiieeeeeeiiieee e 77

How NetWorker Backup LEVEIS WOTK .......coevveeeiiiiiiiiiiiieeicee e cssiieeen e e e 78

Save Set CONSONAALION ....covveiiiiiiiieiie e e e seaeee s 81
How to Direct Data From a Consolidation Backup to a Specific Pool....................... 83
Hardware REQUITEIMENTS .......ocuuiiiiiiiiiii ettt e s 83
Using Save Set Consoldation ..........c...uuiiiiiiiiiei e 83
How to Invoke Save Set Consolidation Through the GUI ..., 84
Invoking Saveset Consolidation from a Command LiNe ........ccccceveeeviiiiiiiiiieeeneeeeeeenn, 84
When to Use Save Set CoNSOlAation .........c.coeeiiiiiieiiiiiiie e 84
INAEX MANAGEMENT ..ottt e et e e et bt e e s s bt e e e e sabb e e e e e anneee 85
Client File INdeX FOIMAL.........oi it e e 85
Media Database FOIMAL.............uuiiiiiiiiiiiiiiie e e ee e e e 87
INAEX SiZE ANA STIUCTUIE .....eeeiiiiiiie ettt e e e e e e e e 88
How to Manually Reduce the Client File Indexes and Media Database .................... 89
How to Override a Retention POIICY ..........coccciviiiiiiiii e 90

(O 11 1= ST =T YT PSR SR 90
How to Configure @ CIUSIEN SEIVET ......cociiiiiiiieiiiiee et 91
How Relocation of the NetWorker Service is Handled..............coccciniiiiieeee, 92
How to Shut Down and Restart the Cluster Server..........oooouiiiiiiiiiieeee, 92
How to Make a Cluster Member a Client of the NetWorker Cluster Server ............... 93
NEtWOIKEr PerfOIMENCE .......oiiiiiiiiie ettt e st e e e s sbaeeeeean 93
[V 7=T 0 0 N[ 13 o%= L1 T o SR 94
Preconfigured NOTIfICAtIONS .........ccoiiiiiiiiiiiii e 94
Routine Data Movement Operations REPOIS.........cccuvviiiiiiieieieieiiiiiiieeeee e 94
Storage Management Application REPOIS.........ccooeeiiiiiiiiiiiiiiiiieee e 95
NetWorker Server Statistics and Diagnostic REPOMS .......cevvveeeeviiiiciiiiiiiieeceeee, 96
MESSAGE LOG FIlES ...ciiiei e 96
MAINTENANCE TASKS ....eeteeiiiiiieiee e e e st e e e e e e e s e e et e e e eeeeeessssssnsenteeeeeeeeaeeeesaaannesnnnees 96
Message LOg ManNagEMENL..........euiiiiiiiiiiiiiiiie et 96
How to Set the Startup Script to Trim Log Files .........cuuveiiiiiiiiiiiieee 96

How to Use the Operating System Services to Trim Log Files............ccccccceeeeen. 97



Contents

How to Move Your NetWorker Server License to a Different Computer.................... 98
Chapter 4: Device and Media Management..........cccoeeeeeevieeeiciciiiiiinnnnnne. 101

DeViCe CONFIQUIALION.........eiiiiiiiiiie ittt e et e e e st r e e e s st e e e e abreeeeeeaaes 101
Storage Devices and Media Types Supported by NetWorker ..., 102
Stand-Alone Device Configuration ... 103
File Device CoNfigration ............cececiii i r e e e e e e e e s r e e e e eaaee e 103
Autochanger Device Configuration.............ceeeoiiiicciiiiiiieieeee e er e e e e e e 103
Hardware Compression Versus Software COMPreSSion ..........coovveeeeevniiieeeenneeeeens 104
Storage Nodes, Remote Devices, and Multiple Network Interfaces ...........ccccceeevnnnneen. 105
Remote Device CoNfIQUIatioN...........oooiuiiiiiiiiiee et 105
Multiple Network INtEITACES ......oooiiiiiiiie e 106
LYo 1= WY = Ta = To =T 1 0= o | SRR 106
010 ] PSP PRI 106
HOW NetWorker USES POOIS. ........uuuiiiiiiieeeieiciiiiie e e e 106
NEtWOIKEr POOI TYPES ...ttt 107

How NetWorker Uses Pool Criteria to Sort Data............coeveiiiiiiiiiiiiiieaeeeeis 107
Example: Directing Client Indexes and Bootstrap to a Separate Pool.............. 108

When Data Meets the Criteria for More than One Pool Configuration .............. 108

When Data Does Not Meet the Criteria for Any Pool..........cccccevveeiiiiiiiiiiine, 109

How to Configure a Pool for Incremental Backups ..........cccccovvviiiiiiiniiiene e 109

How to Configure a Pool for Clone Data............coocvveieiiiiiiiie e 110

How to Configure a Pool for Archive Data ..............ceveiiiiiiiiiiiiiiiiiieeeee s 110

How to Configure a Pool for Migration Data...........ccccceeeeieieiiieeeeeieiececcieeeeeeeiians 110

How to Configure a Pool for Manual Backups ..........ccccveeeiiiiiiiiiiiieiieiee e 111

How to Use Storage Devices and Pool Configuration to Sort Data............ccccee....... 112
Volume Pools for Backup Data Directed to a Specific Device ...........ccccevvunneee. 112
Volume Pools for Backup Data Written to Different Media TypesS..........cccveeenne 112
Labeling Storage VOIUMES .....ooooi ittt 112
How NetWorker Uses Label Templates ... 112

How to Customize Label TeEMPIatES ... 113

Vii



Contents

How to Use Label Template COMPONENES .........ueeiiiiieiiiiiiiiiiiieeee e 115
Storage Management Operations (Labeling and Mounting)...........ccccccviveireeeee e eecicinnns 116
NetWorker Criteria for Volume Selection and Mounting .........cccccvveeeeeeiincciiiiienenn. 117
HOW to Label @ VOIUME ... e 117
How to Mount or Unmount @ VOIUME ... 118
Timeout Settings for REMOE DEVICES........cuiiiiiiiiiiiiiiieeie e 119
How to FINd @ VOIUME NAME ......ooiiiiiiiiiie e 119
How NetWorker Selects a Storage Volume for Relabeling........ccccceeeeeiiiiiiiiinnnnn. 120
AUt Media MaNAgEMENL.......uuuiiiieeee e iecicie e e e e e e s re e e e e e e e e e s e rrreereeeees 121
StOrage VOIUME STATUS......ouuiiiiiiiii ittt 122
SAVE ST STAGING . .eeeietteiiee ittt ettt ettt e s e s e e b e e s e e e annes 123
164 o] o1 s o [T PUPUPPTTPUPOt 125
Clone Storage Node AffiNity ........coooiiiiiiii e 127
Cloning Versus Duplication of VOIUMES ...........ccccviiiiiiiiie e 128
Cloning and Data Tracking Information.............cccccviieiiie e 128
Cloning PerfOrMaNnCE .........ooiiiiiiiiie e 129
ClonNiNg ANA RECOVEIY ........eiiiiiiiiiee ittt e e 130
Chapter 5: Client OPerationsS.............uuiiiiiiiiieeeeeee e e e 131

What IS @ NEetWOrKer CHENE? .......oiiiiiiiiie et e e e nbaeee e 131
L0 1151 1= g @ 1= o S 132
Configuring a New NetWorker CHENt...........cooiiiiii e 132
HOW t0 Create @ NEW ClENT.........ooi e 132
NetWorker Clients of Different Platforms ..o 132
UNIX CIENES .ttt ettt e e e st e e e s e nbae e e e e nnnees 133
WINAOWS NT CHENES ..eeiiiiiiiiiie ittt e s 133
WINAOWS 95 CHENLS ....eeeieiiieee e e e e e e e e e e e e e e e s e annns 135
NEIWAIE ClIENTS ...t e e e e e e e e e aeeeeeaaeeas 136
MACINTOSN CHENES ... a e e 137
Storage Node AffINILY ....coooeeee e 137
How to Specify the Level of Backup.........cccccviiiiiiiiic e 139

viii



Contents

How to Specify When Backup Starts............ccoiiiiiiiiieeeieee e 139
[T Yol (U 0 J ] (01U o 1 UPEEUPR 139

(O 1= T o | = o T ] Y2 SRR 139
How to Specify Which Data IS Backed Up...........cooiiiiiiiiiiiiiii e 140
WHhat IS @ SAVE SEL? ... 140
How to Use Unique Client/Save Set Combinations .............occccviiiiieiiieenennnnns 140
Logical Volume BacKUp.......oooiiiiiiiieeee e 141
How to Specify the Longevity of Backup Data.............ccccvviiieeeeeeee i, 142
What Are Browse and Retention POIICIES? ........cueeviiiiiiiiiiiiiiiee e 142
How the Browse POlICY WOIKS .......cooiuiiiiiiiiiie e 143
How the Retention POlICY WOTKS...........oiiiiiiiieiiie e 145
How the Browse and Retention Policies Manage the Data Life Cycle.............. 147
SaVe Set SAtUS VAIUES ....ocooiiiiiiiiieieeeee et 149
HOW t0 CUSIOMIZE POICIES.....cuiiiiiii ittt 150
Save Set Recover and the scanner Program ..........c.oooecciviieeieeeee e sccsiiinneeeeeeeee e 151
How to Rebuild a Save Set Entry in the Client File IndeX .........ccccccoviiieennnne 151
How to Recover an Entire Save Set to the NetWorker Server..........c..ccccooen. 152
How to Recover One File Directly from a Volume..........cccooo s 153
How to Add Processing Instructions to the Scheduled Backup............ccccvveeen. 153
What Are DIFECHVES? ....veiiieiiiieiee ettt ettt sttt s e e e snareeee s 153
How to Create Customized Dir€CIVES ........ccveiviiiiiiiieiiiee e 154
Example: Directives to Back Up Specific Directories on a UNIX Client............. 154
Backup COMMAN ........oooiiiiiiiieii ettt s e s 156
How to Use the savepnpc Command...........ooouuiiiiiiiiiiieeeiiie e 157
How to Use save in a Customized Backup SCript.......cccccvviiiiiiiiiiiiiiineneis 159
How to Allow Remote Access Rights to Other Clients .......ccccccveeeeiiiiccciiiiiieeeeeeen, 162
How to Modify or Delete an Existing NetWorker Client...........cccccceveeeeeiiviccciiiiieeeee e, 162
How NetWorker Enforces Client LICENSING ......coovviiiiiiiiiiiieiiiiieee e 163
Backup and Recovery with NetWorker Client Applications...........ccccoeeeiiiiiiiiinniinenens 165
Manual Backup from the NetWorker Client Application..........ccccccoviiiiiiiiiiiieeenennenn, 165
How to Start a Recovery from the NetWorker Client Application..............ccccceeeeeeen. 165



Contents

Archive and Retrieve NetWorker Client Applications ..o 165
Permissions Required to Retrieve Archived Data to the Client................cccccvvvveeeeen. 166
Permissions Required to Retrieve Archived Data to Another Client........................ 166

Chapter 6: ArCNIVE .....cooiiiieie e 167

OVBIVIBW ...ttt ettt et e e e oo e ook bbbt ettt e e e e e e e e e aannbb b be e et eeaeeesessannnnnranee 167

INstallation REQUIFEMENTS ........cuiiiiiiiieice e s e e e e e e s e e e e e e e s s s annbanreeeraaaees 168
How to Evaluate NetWorker Archive ... 168
NetWorker Archive Enabler Entry, Registration, and Authorization ......................... 169

How to Enable NetWorker ArChive ... 169
How to Register NetWorker ArChive .............iiiiiiiiiiieeee e 170
How to Authorize NetWorker Archive ... 170

Permissions for Archive and REtHEVE .........cccuviiiiiiiiiiie e 170

HOW t0 AICRIVE DALA.......oivieiieiiiiiiii et snnaeee s 171

How NetWorker Performs an ArChive...........oooov oo 172

How to Retrieve Archived Data to a UNIX Client............eeviiiiiiiiiiiiiiiiieeceeeeee e 175

Chapter 7: AUtOCHANGETS .....cccooe e 179

OVBIVIEW ...ttt ettt e ekttt e e e ettt e e e ettt e e e e ah b et e e e e anb b e e e e e enbe e e e e e anbbeeeeeannbnee s 179

Autochanger INSTAIALION .........ouuiiiiii e ree e 180
How to Configure an AULOCNANGET ..........coiuiiiiiiiiiie et 181
How to Test the Autochanger CONNECLION ..........coeiiiiiiiiiiiiiiiiieeee e 184
How to Enable and Register the Autochanger Software Module.................c.oooe. 185
Remote Autochanger Management ..........cccuuiiiiiriieee e r e e e e e e s reeeee s 185

Hints and Tips for Specific Autochanger ModelS.........cccvvvvieeiiiiiiice e 186
Tips for the Optical AULOCNANGET .........ocuiiiiiiiiiie e 186
Tips for the ADIC 1200C AUtOCNANGET .....ciiiiiiiiiieiiiiiiee et 187
Tips for the HP C1533A and HP C1553A Autochangers........cccccoviiiiiiiiiiiinienaeeeenn, 187

Dip SWILCH SETNGS ...ttt e e e e 187
Transfer Rates With SOlariS. ..o 187
Using a Hewlett-Packard Tape Drive With IRIX..........coooiiiiiiei e 187



Contents

Tips and Suggestions for the EXB-60 CHS ............coiiiiiiiiiie e 188
Tips and Suggestions for the EXB-120 CHS........ccvvvviiiiiiiiiiieeee e 188
Autochanger Configuration and Management ............ccccvviiieiieeeee e 189
How to Add More AutoChanger DEVICES.........c.uuviieiiiiiiiee et 190
Auto Media Management with Autochanger DeVICeS..........ccccovuvveieiiiiieeee e 190
Cleaning Cartridge Use and Management ............coooiiiiiiiieiieeee e aiiiieeeeeeeaee e 191
How to Use a Non-Default Slot for the Cleaning Cartridge ........ccccceeeveiiieiieeeeeeennnn. 192
Cartridge ACCESS POI..... ..ot e e e e e s st e e e e e e e e e e s 193
HOW t0 DepOSit @ VOIUME..........euiiiiieiiice et e e e e e e e nnnees 194

How to Withdraw @ VOIUME .........uiiiiiiiiii e 194

VOIUME MANAGEIMENT ....ceiiiiiiiie ittt e e e s et e e e e e anbre e e e e nnnneas 195
How to Mount a Volume in an AUtOChANGET ........cooiiiiiiiiiiiieei e 195
How to Label a Volume in an Autochanger ............ccoovviririeiee e 195
How NetWorker Uses Barcode Labels with Autochangers ...............ccccvvvvieeeeenenn. 196
How to Label an Autochanger Volume with Barcodes .........cccccceeeviviiiiiniinieneneeenn, 198
How the INventory ProCeSS WOIKS ..........uviiiiiiiiiiieiiiieee it 199
How to Inventory Volumes in an AUtOChANGET .........c.eviiiiiiiiiieiiiieeee e 199
How to Determine Which Volumes Are Used for Backup.......ccccccooiiiiiiiiiiiiin, 199
How to Check Autochanger NOtifications ..............coooviviiiiiieii e 200
Suggestions for Operating AUtOChaNQErS........ccvvvviii i, 201
Recycling Versus Adding More Backup VOIUMES ..........ccoovvviciiiiiiiiiiieeee e 201

Using Pools with an AUtOChaNGer ..........ccooiiiiiiiii e 201
Calibrating the DEVICES ........ccoiiiiiiieei et 202

MOVING MBIttt e e e e e e e e e e annnees 202

Chapter 8: Hierarchical Storage Management ............ccccceeveeeeieeeeeeeeeeeee, 203

L@ YT QT SO 204
SUPPOITE FEALUIES ...ttt ettt e e st e e e s snnneeeeas 204
How HSM Complements Backup OPerations .............ccooiiiiiiiiiiiiaiae e eea e 204
HSM Software Installation on a DIGITAL UNIX Client.........cccvviiiiiiiiiiiiiiiiecceeeeeen 205
XDSM HSM Software Installation on a Solaris Client ...........ccccovviviee e 206

Xi



Contents

Files Installed During XDSM HSM Installation...............cccccoiiiiiiiiiiniiieeeeeeeeeeeee, 207
Enabling and Registering the HSM Module.............ccccviiiiiiiiee e 209
Initial XDSM HSM COoNfIQUIatioN ........cccieeeiiiiiiiiiiiieiece e e e e e e e snranneeeeaeee s 209

How to Mount the StackFS LAYEr ........cccoiiiiiiiiiiiiiiec e 209

How to Unmount the STaCKFS LaYer.........ccuviiiiiiiiiiiciiieee e 210

How to Convert Legacy Symbolic Links to New XDSM Stubs..........ccccooviiiiviiinnnen. 210
F XU (o0 0= Ao, o = L1 [ o 211

How Automatic Migration WOTKS .........ccoiiiiiiiiiiiiieece e r e e e e e e e e eae s 212

L1 LYo = 11T o SR 212

MIGration POJICIES .......eiiiiiiiiiii e 213
HOW Files Are Migrated .........coooiiiiiiiiiiiiie et 214
How to Configure the XDSM HSM File Fingerprint Size ........ccccccoviiiiiiiiinnnen. 215
Files That Are NOt Migrated............uuuuuuiiiiiiiiieiei e 216

FIlE RECAI ....eeiieiiieiee et e s e e e 217
How to Configure a Migration ClENt............ceeeeiiiiiiiiiiiiceie e 217

Creating a Group for Migration ClIENtS............eeeiiiiiiiiiiiie e 217

How to Configure a Migration POOI RESOUICE ...........ccoiiiiiiiiiniiiiieeeie e 218

How to Configure a Migration Client RESOUICE ...........coouiiiiiiiiiieiiieeeee e 218
Testing File MIgratiOn ......... i e s e e e e e e e aeaaaaeeeeeeeeesasernnes 219

How to Test Local File Migration..............occciiiiiiiiiie e 219

How to Test Remote File Migration With XDSM HSM .........cccocvvevvieeeii e, 220
File Migration Man@gemENt...........ueiiiiiiiiiee et 221

Backup and Recovery Considerations with XDSM HSM ..........ccccoviiiiieiniiieee e, 221

Recovering an Accidentally Deleted Stub ............oiiiiiiiieee e 222

How XDSM HSM Handles Deleted FilesS...........ccoooiiiiiiiiiiiiiiiiiiieeeeeen 222

Cloning Migration MedIa ..........ccccuiiiiieiie e e e e e e e s 223

Performing a Super-Full BaCKUP .......ooooiiiiiie e 223

Media Management for Migrated FileS...........coooiiiiiiiiiiiii e 223

Using the Migration and Migration Clone POOIS ..........cccoiiiiiiieiiiiiieeieeee e 224
Client Indexes and the Bootstrap Save Set for Migration Data ......................... 224
Manually Migrating Files from the Local Migration Client................ccccooeeiiiiiiiiinnnnn, 225

Xii



Contents

Manual Migration of XDSM HSM Files over NFS..........ooovvviiiiiiiciiiiiinie e, 225
Syntax for XDSM HSM Migration Command Line ULIlItIeS .......ccccccceevvvciviiieennenenn, 226
Using the XDSM HSM migrate Command...........ccccevveeeeeeiniiiciiiiieieeeeee e e e s 228

Using the XDSM HSM recall Command ...........ccoocuveieiiiiiiieeiiiieee e 230

Using the XDSM HSM migls Command...........cccoocuriieiiiiiiieeeniiie e 231
Example of a Shell Script That Uses the migls Command..............ccccccccoeenniee 231

[\ 1o =X dTo] o TN 1Y (0] a1 (o 1 o TP 232

Chapter 9: SmartMedia.........coooiiiiiiii e 235
OVEBIVIBW ...ttt ettt ettt e e e e a4 e o ettt e e e e e ae e e e e e s nnbbebeeeeeeeaaeeeesaannnbenaeeeeaens 235
How to Purchase SmartMedia............cccuuuiiiiiiiiiii e 237
SmartMedia DOCUMENTATION ........cciiiiiiiiiiiieiieee e a e 237
INSEAIAtION GUIAE ...eiiiiiiiiiie e 238
AdMINISITALOr'S GUIAE .. ...iiiiiiiiiiiee it s e e 238
Release SUPPIEMENT..........oiiiiiiie e 238
Changes to NetWorker for SMartMedia..........ceveiiiiiiieiiiiie e 238
The jb_config command .............oueiiiiii e 239
The NSHD COMMANG .. ...eieii e e e e e e e e e e e e e e e e eeaeaens 239
How NetWorker and SmartMedia INteract ..........cccceeeiiiiiieiiiiiiiiee e 240
Overview of Configuration TASKS .........uviiieeeriiiiiiiiiieier e e e e s s s s e e e e e e snenrreeee s 241
How to Add Security Keys to SmartMedia............ccooveiieiiiiiiiiiniieeiieee e 244
Example for Adding SECUILY KEYS .....cocuuiiiiiiiiiiiie ittt 246
How to Create a Virtual Jukebox for NetWorker..........cccuuviiiieeee, 248
Example for Configuring a Virtual JUKEDOX .........ccooiiiiiiiiiiiiiiiiieeeeeee e 250
Chapter 10: SNMP MOAUIE .......uuuiiiiiiiiiiiiiiiieeeeee e 253

OVEBIVIBW ...ttt ettt e e e e e e e e o sttt et e et e e ae e e e s e e nnbbbbeeeeeeeaaeeeesaannnbenaeeeeaens 253
What the NetWorker SNMP Module Provides ..o 254
SNMP Notification ConfiQUIation...............uuuuiiieiiiiiiiiie e 254
Customized NetWorker NOIfiCAatIONS .......c.uuviiiiiiiiiie e 254
NetWorker SNMP DefaUILS .......cooiiiiiiiiiiiiiiie e 255



Contents

SUNNET IMANAGET «..ceeiitiie ittt e e e e e b e e e e e e tb s e e e e ea e e e e e e aaba s 255
How to Configure SunNet Manager to Receive NetWorker Notifications ................ 255
How to Add the NetWorker Option to the Tools List ........cccccvvieeeieeee i, 256
How to Configure the NetWorker Server to Send Notifications..............oooeccvvvveenennn. 256

HP OpenView Network NOGe ManNager .........c.uueiiiiiiiiieiiiiiee ettt 257
How to Configure HP OpenView Network Node Manager...........ccccceeeiiiiiiiinieneenn. 257
How to Configure Event NOtIfiCationsS.............oooviiiiiiiiice e 258
How to Add the NetWorker Option...........occciiiiiiiiiie e 258
How to Send Natifications to the HP OpenView Console ........ccccccvveeeeeviiiiivnveeennn. 259

Chapter 11 SIlOS ...coi i a e 261

OVBIVIBW ...ttt ettt ettt et e e e oo oo ek bbb ettt et e e e e e e e e e e s abb e beeeeeeaeeeeessannnnnrnnne 261
How NetWorker Interacts With @ Silo..........cceoviiiiiiiiiii e 261

Silo Installation and Configuration ..............uuueiiiiiie e 262
HOW tO CONFIGUIE @ SO ...eiiiiiiiiiii et 262
Silo Device-Naming CONVENTIONS..........ciieiiiiiiie ettt 264

Y (o] = To [l =] U PUUTT PP 265
2 Y 7 e PRSP PR 265
EMASS/GIAU ..evveiieeiiiiiee ettt ettt ettt e e e st e e e e st e e e e s st ae e e e e nnnees 265

Media Management in @ SilO.........cccviiiiiiiiee e 266
What Slot Numbers Mean in @ SilO ........cocueiiiiiiiiicee e 266
How to Use the CAP to Deposit and Withdraw Volumes in a Silo............ccccvveeeeen. 267
How to Allocate Volumes iN @ Sil0 .......oooiiiiiiiiiiiie e 268
How to Mount and Unmount Volumes in @ SilO..........cooviiiiiiiiiiiiiiieiiieeeeeen 269
How to Label VOIUMES iN @ S0 .....ooevviiiiiiiiiiie e 269
How to Deallocate VoIUMES iN @ SilO .......oouvviiiiiiiiiiieie e 270
HOW O INVENLOTY @ S0 ....eiiiiiiiiiii e 271

Silo DEVICE MANAGEMENT.......eeiiiiiiiiite ettt e e e e e s ab e e e e e aanees 271
HOW t0 Define @ SilO DEVICE........eeiiiiiieiiii it 271
SNAIEA DBVICES ...ttt e e e e s e e e et e e e e e e s eeeees 273
[TV oI O 1= =T g o U 273

Xiv



Contents

Appendix A: NetWorker FUNCHONAIILY .........coevviiiiiiiiiiiiiiiiiiee 275
How NetWorker Backs UpP Data..........cccoiiiiiiiiiiiiiiieeeiiiieee ettt 275
NetWorker Daemons and Programs ............cccieioooiiiiiiiieeee e seirieeeeee e e 275
Events during a Scheduled NetWorker Backup .........ccccuvviiiieiiiiiiiiiiiiiiieeeeeeeeen 278
HOW NetWorker RECOVEIS DAta ..........ceieiiiiiiee ittt ettt e e siraeee e 280
NetWorker Operations with Storage NOUES ..........coovvvciiiiiiiiiiie e 282
Appendix B: Command Line Reference ...........ccccceeeeeiiiieieiiiiiiieeeeeiiiiiienns 285

Enabler Entry and RegiStration .............coooiiiiiiiiiiiieeerrs s e e e e e e e e 285
1T = S PPPESRRRR 286
1S o PSP PRPTRPPRP 287

[N IS G o= ] PR 288

1] (07 T 1 PP P PP PP 289

ST ] 10100 [0 o TR 290
USer INtEIfACE STAMTUD ....ooi ittt e e e e e e e e e e e e as 290
(1S =T [0 o PSP PRPTRPPRR 291
Command Options for NSFAAdMIN ..........uveeiiiiiee e 294
Resources Available in the nsradmin Program ...........cccoccveieiniiniciniiece e 296

[N ES] ol 1= o | SO UPERRPPRN 296

NSR DEVICE ..ottt ettt sttt e et e s erae e e saree s 298

NSR QIFECLIVE ...ttt e e e e e e e sanees 304

I ST 0 | (01 o PPN 304

NSR JUKEDOX ...ttt e e e e r e e e e e e e e e e annnne 306

[N IS G = 1= PR 311

[N ES] G [Tod= £ SO UPERUPPRN 312

NSR MUGFALION ...ttt e e e e et e e e e e e e e e e e e annnnees 313

NSR NOLIFICALION ...ttt a e e 314

[N IS G o1 T3V PEUUPR 315

[N IS G o o1 PSR 316

NSR SCREAUIE ... e e e e e e s e e ennnnees 318

XV



Contents

XVi

ST R ] =T [ PSPPI 318

[N EST = S RSP PRP 320
Server Status Resource for Character-Based Displays .......ccccccceevveeeeeiiiiiicnnnns 321
111772 1o 0 T o S 322
Online Help for NWAAMIN .......uveiiii e 323
NMWEAICKHIVE ...ttt et e e e e s e s e bbbttt et e e e e e e s aaaannbbeeeeeeaaaaaaas 324
Online Help for NWArCHIVE ..........ccooiiiiiiii e 325

111 0= Lo U o ISR 325
Online Help for NWhACKUP .......uviiiiiiiee e 326
NIWIECOVET ...ttt ettt e ettt e e e ettt e e e e ettt b e e et e et tba e e e e e eeaban e e e e e e e enb s eeeeeebannes 327
ONline Help fOr NWIBCOVET ... ..uiiiiiiiiiiee ettt 328
NIVWEEETIEVE ..ttt ettt ettt et e e e e e e e e s e bbbt e et e e e e e e e e e e saannnbbesaeeeaaaaaans 328
Online Help fOr NWIEIHEVE .........iiiiiiiei e 329
Device and Media ManagemENt...........uuuuiiiieeeeiiiiiiiiiiie e e e e e e e s e s sarrear e e e e e e e e e s s eanneneeees 330
(o] 0= o =T £ 330
010111« T PP PUPPRPP 331
1= 1= o PP 331
L0 (U1 (= PP TR 332
0TI o o O PPPRRRN 332
] 02 (][ SRR 333
o 0T o] o PP PPRPP 334
DS ]i eeeeeeeeeeeeeeeeeeeeeeebreeeeeaaraeeas 334
17STSTor= 1 o 1RO 335
LT =] PP T TR 335
1] o] 0] { F T PP TP TR PTPTPPPPRT 335
110 1= 10 o R 335
1] T o L= TR PTPPRP 336
0T PP UPP PP 336
01T |« OO P PP PUPPRPP 336
(857 10010 0 IO PP TP P PP PPPPPPPPPP 341
] 0T o [P P TP PTPTPPPPRTN 344



Contents

1] (T o PP U TP PPOTPPPPPPRPPPPR 344
LSy 1o [o] 1= o SR 345
5] 1T L P 345
L1 o PP P PR PRP 346
11 |« PP PPT R PUPPPPN 346
LS| 7= To T PP PRSPPI 347
LS L= ] SR 347
LS 1o 348
L0 ] ST PP PP PPPPPPPPPR 349
Data ManagEMENT.........uueiiiiiee e e e e e 349
EST2 NV T o | o PP 349
SV ittt e oo e oo e e e e e et ee e e ettt ettt ettt tbebnbab e e e e e e e e e e e e e aaaaaaaaeas 351
ST A< £ T PP U PP TP OUPPPPPPR 354
LS V7= ] oo 357
=070 1V =T TP TP PP PPPPPPPPRPPPPRR 358
(015 100 1o TP PP PPT TP PRPTPPPRT 360
(151 01001 o PO PP P PP PPT R PPPPPPPTPPPRP 361
NSTASIMICK .ttt ettt e et e e e e e e s s e anb bbb e e e e e aaaeeaeeaaans 363
NSTANCNIVE ...t e ettt e e e e e e e e s e bbb bbb e e e eeaaaeaeeaaan 364
LS T (== PRSPPI 367
(1S ol 0] o = PP PRRRPPRP 368
L] (1] o PP PP PPPRRRPUPPPPIN 370
Performing Save Set Consolidaton With NSISSC .........coovciiiieiiiiiieeeiieeee e 370

5] 1= (o [ TP P T PP 372
STor= 1] 0 [T SO PP PO RO PP PPPPPPPN 373
File Index and Media Database Management ..........ccccccovviiiiiiiiiiiieeee e 375
(18] 0071 0] (o PSP PRPTRPPRR 375
Examples of mminfo Report Commands ...........ccoocvviieiiiiiieeiniiee e 379
IMMIOCALE ... eeeeee ettt e ettt e e e e e e s e s s bbbttt e e e e e e e e e s saannsbeebeeeeaaaeeeaeaanns 380
(0011070 To o ] H PP TP PPPPPRPPPTR 381
00T a0 T =T o0 )Y PP TP TP TP 382



Contents

1S (o PP TP PTPPPPPPTT 383
1S 1 1 4 PRSP PPRPP 385
LS 1 o T PR PTPRRPP 387
ST 1 P 388
Appendix C: Troubleshooting.........cc.uiiiiiiiiiiii e, 391
Information to Gather Before You Call Technical Support .........cccccceeeveeeeeiiiiicciiiineeee. 391
NetWorker Backup and RECOVET .........uuuiiiiiiieicii i 392
Checking the NetWorker DAaGMONS. .......cccoiiiiiie ittt 392
Backup of Clients FailS 10 STOP .....coivvriiiiiiiiiie ettt 393
No Notification of Client File Index Size Growth ... 393
Media Position Errors Encountered When Auto Media Verify Is Enabled................ 393
PACKET RECEIVE BUFFER and NO ECB Counters INCrease ...........ccecuveeeeennnnen. 394
NetWorker Not Found in Expected Location for Solaris Client ................ccccvvvvenennn. 394
The scanner Program Marks a Volume Read-Only ..........ccoccieviiiiiiiiiiiieeniieeen 395
Index Recovery to a Different Location FailS ..........ccccvveieiiiiiiiiiiiiiciieee e 395
Potential Cause for Client Alias Problems ... 395
lllegal Characters to Avoid in Configurations ................cuvviiiiiiiiiiiiii e, 396
The scanner Program Requests an Entry for Record Siz€............ccoeccvvvvvveeneeneeennnnn 396
Failed Recover Operation Directly after New Installation............ccccccceeviviiiiivinnnnn. 397
File INdeX iS MiSSING MESSAUE ....cccoiuiiiiiiiiiiiiie ettt 397
How to Activate Full Diagnostic Core DUmMpPs 0N AlX ..o 398
“Hardware Address Not Found” Message Encountered for HPUX ..........ccccccceeen. 398
Recovering Files from an Interrupted Backup..........ccoooiiiiiiiiiiiiiiiieeiiiieeceeeeen 399
Backup of a New Client Defaults to a Level Full ..., 399
Renamed Clients Cannot Recover Old Backups ...........cooovcvviiiiieiiiee e 399
(11 Q= o= I T ) SRR 400
Errors from Unsupported Media in HP Tape Drives.........ccccviieeiiniiiieeeiiiee e 400
IRIX Displays “No Space Left in Tape” MeSSage.........oovccvirieeiiiiieeeeee i 401
Cannot Print Bootstrap INfOrmation.............coooiiiiiiiiiiiiee e 401
SErVEr INUEX SAVEU.......oiuiiiii it 402

Xviii



Contents

(070] o) VAV o] F- 11 o] o HO PP T TP PPPPUPTP 402
DY T = 1 (o T PRSP 402
Client/Server COMMUNICALIONS. ........oiiuueiiieiiieiee et e et e e sbree e s sbbeee e e snnneeeee s 403
HOW t0 TroubleShOOt IP EITOIS ....ccoi it n e e e e 403
HOW t0 Set Up HOSE TADIES ....ooiiiiiiii e 404
How to Disable Name Servers for Troubleshooting ..........cccccccveiiiiiiiiiiiiiiiieeneeeen, 405
How to Use ping to Verify Network Connections...........c.c.uuvveeeiiiiiiiiiiiiiiiiiiieceeeeeen 406
How to Use rpcinfo to Verify that Sessions Can Be Established..............ccccceeee.. 407
How to Verify Firmware for Switches and ROULErS ..........ccccvvevveeeeiiiiiciieeeee e, 408
NaMIiNG REGUIFEMENTS ..ottt 408
Binding t0 SEIVEr EITOIS .....vviiiiiiiieie ettt 408
Saving RemMOte FIleSYSIEMS ......coiiiiiiiiiiee e 409
Remote Recover ACCESS RIGNTS .......uuuiiiiiiii e 410
P 0 (oo g = Ta o [T G @] o =] = L1 o] 1SR 410
MaintenNanCe COMMANTGS........cceiiiiiiiieiiieie et e et e e e s sbbree e s seneeeee s 411
How to Test the Device Driver Installation...........c.ooooieeiiiiiiiiiiiee e, 411
The lusdebug Command FailS ... 412
The jbexercise Command FailS..........ooooiiiiiiiiiiii e 414
Autodetected SCSI Jukebox Option Causes Server to Hang.........ccceeeeeeveeeenninnnnns 414
Autochanger INventory ProblemS ..........ccuviiiir i 415
Destination Component FUll MESSAQES ......uuuiiiiiieeeiiiiiiiieieee e e srrnee e e e 415
Tapes Are Not Filled t0 CaPaACItY ........ueeeiiiiiiieeeiieiee e 415
Server Cannot Access Autochanger Control POrt ............coovviiiieiiiiiine e 417
NetWorker Archive and RetrEVe..........coii i 417
Remote Archive Request from Server FailS ..., 417
Multiple Save Sets Appear as a Single Archive Save Set......ccccccccvviviiiiiiieeeneeenn, 417
Cloned Archives Do Not Appear in NetWorker Retrieve Window.............ccccceeeen.n. 418
Wrong Archive PoOI IS Selected ........ocuuiiiiiiiiiiiie e 418
Second Archive Request DOes NOt EXECULE ..........cooiiiiiiieiiiiiiiee e 418
Command Line Archive Does Not Start Immediately ............ccccooeeiiiiiiiiiiiiien, 418
Empty Annotations in RetreVe LiSt...........uueiiiiiiiiiiiiiiieeeeee e 418

XiX



Contents

[ =T g0 1S3 1o e To ] 418
(DT |10 1S) (o3 = L= oo} o o 419
COMMUNICALIONS TESES....uviiiiiiiiiiie ettt e e e s b e e e e nnnees 419

GlOSSANY ...ttt e e e e et ettt a e e e e e e eeees 421
[T L= SR 433

XX



Audience

Preface

The Legato NetWorker® Administrator’s Guide, UNIX® Version, contains
information about how to configure and manage the Legato NetWorker® for
UNIX® software.

This guide also provides information about how to use and administer the
NetWorker software when it is installed in a typical networked environment.
For more detailed technical information about NetWorker commands, refer to
the online NetWorker manual (man) pages after you install the software.

The information in this guide is intended for system administrators who are
responsible for installing software and maintaining the servers and clients on
a network. Operators who monitor the daily backups may also find this
manual useful.

About This Guide

You must install the NetWorker on your server and clients to use the
information presented in this guide. If you have not yet installed the software,
refer to the Legato NetWorker Installation Guide version for your operating
system for installation instructions.

The Administrator’s Guide contains detailed information about how to set up,
configure, and use the NetWorker software, backup devices, and backup
media. This guide assumes you have a basic knowledge of networks, backup
devices, and other technical subjects related to computer hardware, software,
and networks necessary for the installation, configuration, and use of the
NetWorker product.
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Other NetWorker Documentation

A portable document format (PDF) version of the Administrator’s Guide is
included with the NetWorker software. Refer to the Installation Guide for
information and instructions about how to access the PDF files and install the
Adobe® Acrobat® Reader on your machine.

Other NetWorker Documentation

22

The Administrator’s Guide is part of a complete documentation suite, consisting
of electronic versions of the documentation as well as online program help and
online man pages. A PDF version of each of these documents is included with
the NetWorker software.

Installation Guide

The Installation Guide is your single source for installation information, such as:

¢ How to install the software components on your server, client, and
designated storage node machines

e How to configure your backup devices

¢ How to update or upgrade your current NetWorker software

¢ How to install the Acrobat Reader and access the PDF versions of the
printed manuals

¢ How to remove the software components

Read the Installation Guide thoroughly before you install the NetWorker
software. After the installation is completed, keep a printed copy of the
Installation Guide in a safe place so it is available if you need to reinstall or
remove the software later.

The Installation Guides for the Legato NetWorker ClientPak for NetWare®,
UNIX, and Windows® Clients software provides instructions for installing the
client software on other operating systems that are not supported as
NetWorker servers but are supported as NetWorker clients.

Disaster Recovery Guide

The Legato NetWorker Disaster Recovery Guide is a multiplatform guide that
provides information about how to use NetWorker products to recover data
from your servers in case of a disaster. This guide also contains tips and
information about preventive measures to safeguard data and prepare your
backup policies to guard against a disaster before one strikes.
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Review the Disaster Recovery Guide when you first install and configure
NetWorker to be prepared with strategies to protect your data and operations
in case of a disaster. Keep a printed copy of the guide with your other
documents regarding disaster recovery so that it is available in case of a
disaster.

A PDF version of the Disaster Recovery Guide is included with the NetWorker
software distribution. Refer to the Installation Guide for information and
instructions on how to access the PDF files and install the Acrobat Reader.

Release Supplement

The Legato NetWorker Release Supplement provides late-breaking information
on software bugs, workarounds, and other items not found in the other
documentation sources. The Release Supplement might also contain information
onnew and improved features that could not be included in the Administrator’s
Guide, Disaster Recovery Guide, or other documentation.

Review the Release Supplement before you install the NetWorker software for
any last-minute notes on installation procedures. After you successfully install
the software, review the Release Supplement more thoroughly for notes on how
to configure the NetWorker software, backup devices, and backup media, as
well as for information on new product features.

Your NetWorker software includes a PDF version of the Release Supplement.
Refer to the Installation Guide for information and instructions on how to access
the PDF files and install Acrobat Reader. The document might be updated after
the software is released. Legato maintains a current version of the Release
Supplement available at http://www.legato.com.

Online Help

The NetWorker graphical user interface (GUI) includes an online help
component. The online help contains specific information about the GUI,
including context-sensitive help in each window that describes the purpose of
the window and what information to enter in each field in the window. There
are also help topics that describe NetWorker features and topics that provide
step-by-step procedures for doing NetWorker tasks with the GUIL

To access the online help, select the Help menu displayed in the GUI. You have
four choices:

* On Window provides help on the current window.
¢ On Topic provides a list of help topics to choose from.

®  On Help provides information on how to use the online help.
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Legato Product Manuals and Documentation

*  On Version provides information on the version of NetWorker software
that is installed on your system.

NetWorker also provides Help buttons in most of the dialog boxes. Clicking
the Help button in a NetWorker dialog box displays the help topic associated
with that NetWorker feature.

Online Manual Pages

The manual (man) pages are a reference for the syntax and function of the
NetWorker commands you issue from the command line. To view a man page,
make sure that the MANPATH environment variable includes the path where
you installed the NetWorker man pages, then enter the man command plus the
name of the command at the shell prompt. For example, to view the man page
for the nsrjb command, type

man nsrjb

To print a copy of the entire collection of NetWorker man pages, enter the troff
command at the shell prompt with the options shown in this example:
troff -t -man ‘nsr_man -I'| Ipr -t -P printer-name

The command for your machine may vary (for example, your print command
may be lp instead of 1pr), depending on the operating system and the version
of PostScript or troff software you have installed.

Legato Product Manuals and Documentation

Conventions
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Legato offers an extensive archive of product documentation at its web site
(http://www.legato.com). You can search the archive by part number, title,
publication date, version, or OS/platform. Most of the documents are PDF
files that you can easily view by downloading Adobe Acrobat Reader, which
is also available from the Legato web site. To access the archive, select
Document Library from the home page (http://www.legato.com), then make
your selection from the Legato Product Manuals and Documentation search
choices.

This manual uses the following typographic conventions and symbols to make
information easier to access and understand.

¢ Dboldface — Indicates DOS or UNIX line commands. For example:

The nsradmin command starts the command line version of NetWorker.
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e italic — Indicates directory pathnames, files, machine names, and new
terms defined in the Glossary or within the chapter. Also shows emphasis
on words or ideas. For example:

Messages that appear within the NetWorker message display are also
written to /nsr/logs/daemon.log.

e fixed-width - Used to indicate examples and information displayed
on the screen. For example:

media waiting: recover waiting for 8mm 5GB tape volume
name

¢ Pull-down_menu>Command>Command — Depicts a path or an order to
follow for making selections in the GUI. For example:

Volume>Change Mode>Appendable

e fixed-width, boldface — Used for commands and text you type
exactly as shown. For example:
nwadmin

* fixed-width, boldface italic — Used for commands and text you

type for which you need to substitute a variable. For example:
nwadmin-s  server_name

Important: Indicates important information and cautionary notes
that prevent you from making a mistake.

Year 2000 Compliance

NetWorker supports dates in the year 2000 and beyond. For additional
information and details about related test cases, see the Year 2000 Compliance
(Y2K) section on the Legato web site at www.legato.com.
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Information and Services

Information and Services

Legato offers a variety of services, including electronic, telephone, and fax
support that provide company, product, and technical information.

(650) 812-6096 or training@legato.com

Company &

Technical Binary Product Training
Legato Service or Resource Bulletins Patches | Information Programs
http:/fwww.legato.com Yes Yes Yes Yes
ftp.legato.com, Yes Yes
Internet address 137.69.200.1
(log in as anonymous)
Legato Inside Sales, Yes
(650) 812-6000 or sales@legato.com
Legato Education Services, Yes

Note: For detailed information about our services, support policies, and software subscriptions, please refer to the
booklet LegatoCare Service, Support and Training Programs included in the NetWorker package.

Technical Support

Legato also provides several sources to fulfill your technical support needs.

Technical Support Service

\ddress

Hotline

(650) 812-6100

E-mail

support@legato.com

Tech Dialog (requires password)

http:/fwww.legato.com/tech_dialog
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Preface

Customer Service

Contact Customer Service if you have questions about licensing, registering,

or authorizing your Legato products. Customer Service also supplies

instructions for transferring licenses to a different server (rehosting) and

provides status on product orders.

Customer Service

Address

Telephone number

(650) 812-6000 (option 3)

Fax number

(650) 812-6220

E-mail for customer service

service@legato.com

E-mail for order status

orderadmin@legato.com

Customer Feedback

The Legato NetWorker for UNIX team welcomes your comments and

suggestions about software features, the installation procedure, and
documentation. Please send any suggestions and comments to

feedback@legato.com. You will receive a notice confirming receipt of your e-mail.
Although we cannot respond personally to every request, we consider all your
comments and suggestions during product design.

For a chance to win a photo-holder mousepad or other prize, help us improve
our documentation by aiming your browser at
http://www.legato.com/documents/surveys/ and answering our brief survey.
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Chapter 1: Introduction

This chapter contains information about the features provided by your Legato
NetWorker for UNIX software and a suggested roadmap to follow to configure
and learn how to use the NetWorker software.

This chapter consists of the following sections:

What Is NetWorker?
NetWorker Product Family

Software License Modes

Roadmap of NetWorker Configuration Tasks

What Is NetWorker?

It is important to back up the data on computer systems to protect them from
the loss of valuable data. In a networked environment, where users depend on
shared data and the amount of data grows rapidly as systems are added to the
network, the need to manage data becomes crucial.

Legato NetWorker is a solution for network storage management and backup;
it protects and helps manage data across an entire network of computers.
NetWorker saves valuable administrator time by speeding up and simplifying
daily operations of storage management. A graphical user interface (GUI)
guides you through administering and configuring your network for storage
management. As the NetWorker software manages your data, it creates a
database of saved data, making it easy to locate data for recovery.
Furthermore, as the network and amount of data grow, NetWorker provides
the capacity and performance to handle the load.
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What Is NetWorker?
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NetWorker software features include a storage management application that
directs high performance to a wide range of storage devices. The NetWorker
software product is made up of the following components:

* NetWorker client software, which is a collection of processes and
programs installed on the computers that contain data to be managed.

¢ NetWorker server software, which is a collection of processes and
programs installed on the computer that performs the NetWorker
services, including data backup, recovery, archive, and NetWorker
HSM™ (Hierarchical Storage Management).

* NetWorker storage node software, which is a collection of processes and
programs installed on computers that control their attached storage
devices during NetWorker operations, including backup, recovery,
archive, and HSM.

You can configure your NetWorker software to back up data to storage devices
that are directly connected to the NetWorker server, or you can create a
NetWorker storage node, which is a separate computer with one or more
storage devices connected. The NetWorker server maintains the resources and
files that keep track of NetWorker data. The storage node computer controls
the storage devices and media.

You can direct backup data, archive data, and migrate data to specific
collections of volumes, according to particular data characteristics. As data is
written to storage media, the NetWorker server creates a database to track the
location of all managed data. The NetWorker server monitors data status and
automatically rotates data through the tracking system as it reaches different
levels of obsolescence, as defined by you.

You and your users can browse an index of recoverable files, create reports that
describe the status of data or media, and recover data to a point in time
specified by the user. In response to a data recovery request, the NetWorker
storage management system locates the volume that contains the requested
data and either directs a device to mount the appropriate volume for retrieval,
or sends a message to the operator to request the volume by name. In this way,
NetWorker manages all storage volume operations.

Cross-Platform Management

NetWorker is a cross-platform product for storage management. You can

administer a NetWorker server from a workstation running UNIX, Windows
NT, or Novell NetWare®, if the workstation has the NetWorker server software
installed and is connected by a network. Additionally, a NetWorker client on
one platform can back up its data to a NetWorker server of a different platform.
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The NetWorker server can direct and conduct administration services for any
client or server on the network that has the NetWorker software installed and
is recognized by the NetWorker server. The NetWorker administration
program interface offers you only the options that are relevant to a particular
NetWorker client, so you do not need to know the configuration of individual
computers before you start a monitoring session.

Performance

NetWorker has many standard and optional performance features:

Parallelism, which allows several savestreams to flow to the server or
storage node at the same time.

Multiplexing, which lets more than one savestream write to the same
device at the same time.

Client parallelism, which lets the client send more than one savestream at
a time.

Session management, which enables you to control the number of
savestreams per device to maximize the performance of each device.

Backup to file devices and optional subsequent staging to nearline or
offline volumes.

Optional NetWorker software additions, such as:

-  NetWorker Autochanger Module

- NetWorker Silo Software Module

- NetWorker Archive™

—  NetWorker BusinesSuite"" Module

- NetWorker SNMP (Simple Network Management Protocol)
- NetWorker SmartMedia®

— Remote Library Managers (RLM)

~  NetWorker HSM "

—  Cluster server and client support (only available with NetWorker
PowerEdition )

Ease of Use

NetWorker provides tools to make protection of critical data easy to manage.
With NetWorker, you can:

Use either the NetWorker GUI or the command line to manage
NetWorker.

Administer and configure NetWorker functions from any computer on
the network.
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NetWorker Product Family

Scalability

Grant permission to provide the capability for recovery of one client’s
data to another client computer of the same operating system.

Obtain immediate answers to questions by accessing online help and man
pages.
Take advantage of the automatic media management feature to allow the

NetWorker server or storage node to label and mount volumes as needed
for backups.

Use the Tech Dialog and technical bulletins on the Legato web site to find
answers to common questions.

You can add to your current NetWorker software purchase as your storage
management needs grow. For example, you can:

Upgrade the basic level of server functionality, add support for additional
(or larger) autochangers, add support for more clients, or add optional
software modules without the need to reinstall the server software.

Add special BusinesSuite Module client software to back up databases
and other nonfilesystem data.

Add support for remote storage nodes to control backup devices, while
the data management tasks remain centralized on a controlling
NetWorker server.

Introduce NetWorker GEMS " into your enterprise environment to
streamline storage management and provide comprehensive
administrative policies that control media, devices, software, licensing,
and NetWorker servers and clients. The GEMS Java-based interface
allows you to administer, configure, and monitor your storage
management applications from one location.

NetWorker Product Family
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Legato has a large product family of server, client, database, and related
backup-and-recover software.

Server Software Products

All NetWorker clients (and servers, which can function as their own clients
and back up their own data) can be backed up by NetWorker server software,
which runs on the following platforms:

UNIX (AIX®, HP-UX®, IRIX®, Dynix/PTX®, and Solaris" ")
Windows NT
Novell NetWare/ IntranetWare®
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NetWorker server products are available in three distinct versions:

NetWorker Workgroup Edition"", which enables you to back up the
server and up to three clients. NetWorker Workgroup Edition does not
include support for additional clients or optional software features such
as NetWorker Archive. If you decide later to purchase a higher level of
NetWorker software, all the data backed up by NetWorker Workgroup
Edition is recoverable by any level of NetWorker software you purchase.

NetWorker NetWork Edition, which enables you to back up the server
and as many client workstations as you purchased client connections for.
You can upgrade NetWorker NetWork Edition to include support for
additional clients, as well as optional software features.

NetWorker Power Edition ", a server software product that has been
specially tuned to protect and provide backup for environments that
support VLDB (very large database) or large filesystem applications (in
the terabyte range). You can upgrade NetWorker Power Edition to
include support for high-speed devices as well as cluster servers and
clients.

Client Software Products

Some NetWorker client software products are included with the server
products. Refer to the Legato NetWorker Installation Guide for the client support
packages available, and for instructions explaining how to install the software.
Support for platform-specific clients is also sold separately as NetWorker
ClientPak™ software. Presently, Legato produces client software support for
the following platforms and operating systems:

UNIX: Solaris, SunOS, DIGITAL UNIX, Dynix/PTX, HP-UX, AIX, IRIX,
and UnixWare®

PC Desktops: Windows NT Workstation, Windows® 98, and
Windows*™ 95

Windows NT Server
Novell NetWare/IntranetWare®
Macintosh®

Other Products

Legato offers other products to enhance your storage management needs:

The NetWorker Autochanger module, which enables you to fully use the
automatic backup capabilities of NetWorker when connected to one or
more autochangers.
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How NetWorker Works

¢ The NetWorker Archive™ application, which provides you with a
sophisticated method to archive valuable data for long-term storage.

* The NetWorker HSM™ and XDSM HSM applications, which provide a
method to automatically move data between different media types and
locations, thereby conserving network management resources.

¢ The NetWorker SNMP (simple network management protocol) module,
which allows communication of NetWorker event notifications to
SNMP-compliant network management stations.

* The NetWorker BusinesSuite™ modules, which reliably back up the most
widely used databases, including Microsoft Exchange Server and SQL
Server™, Oracle®, INFORMIX®, Lotus Notes® and Sybase®'

We continue to develop enhancements to the NetWorker product line,
including additional server, client, database, and add-on products. Access the
Legato web site (www.legato.com) for the latest product information.

How NetWorker Works
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The NetWorker server is the computer on your network that runs the
NetWorker server software, stores the client indexes and media database, and
provides backup and recovery services to the clients on the network. You can
connect storage devices to the NetWorker server or attach them to a storage
node. The NetWorker client must have the client software installed and must be
included in the server’s list of clients. All server and storage node computers
that you want a client to back up to must be listed in the nsrhost file, which is
created when you install the client software.

The NetWorker server backs up client data in increments called save sets. A
save set typically comprises all the backed-up data from a single filesystem or
logical disk. Save sets are saved to a volume (for example, tapes or optical disk)
mounted in a backup device attached to the server. The server uses a pool to
sort specific data to preselected volumes to help manage your data and
collection of volumes.

The NetWorker server maintains records of the client save sets and the
volumes in a client file index for each client and a media database on the server.
The NetWorker software uses these records to track the saved files and the
volumes on which the files are stored. The client file index and media database
contain the tracking information for all data controlled by the NetWorker
server, whether the data is written to a device attached to the server or a device
attached to a storage node.

When the NetWorker server backs up files, you might receive a request to
mount a writable volume in the server’s backup device. When a NetWorker
user recovers files, you receive a request to mount a specific volume by its
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name. To fulfill either request, you only need to mount the requested volume
or volumes in the device attached to the server. If you back up to an
autochanger, the requested volume is automatically loaded if it is stored in the
autochanger.

This guide uses the term autochanger to refer to a variety of robotic libraries,
including jukebox, autoloader, carousel, library, nearline storage, and
datawheel devices.

The NetWorker software supports many of the latest backup devices that
provide the highest performa