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NAME
auth.props- Sun Ray authentication daemon configuration file.

SYNOPSIS
/etc/lopt/SUNWut/auth.props

DESCRIPTION
The auth.props file contains the Sun Ray Authentication Manageonfiguration properties. Changes to
mary of these properties are not supported and should not be set to other than the default values.

OPTIONS
The following options arevailable:

adminConfigFile=filename
This file contains the administre¢i catabase configuration information.

allowAnnotations=boolean
UNSUPPORED. When set true, grepplication can connect from wanP address and annotate a
session. Annotations are restricted égvkords prefixed by "x_". Values are not restricted.

allowFWLoad=boolean

Specifies whether or not thiload command is allowed to download firrare to DTUs connected
to this Authentication Manager.

allowLANConnections=boolean
When set true the DTU connections are allowed from public LAN interfaces, as well as frae pri
Sun Ray interconnect interfaces.

cbport=portNumber
UNSUPPORED. The Authentication Manager listens on this port for connections fronishe-
siond daemon and other programs, suclutisad.

cbtimeout=seconds
UNSUPPORTED. Specifies the read timeout in seconds for programs that connect to the cbport.

controllers=maximum
UNSUPPORED. Specifies the maximum number of spare threads thawaitabe for handling
new connections from applications suchuad(1M).

enableGroupManager=hoolean
UNSUPPORTED. Flag to turn on the group manager function.

enableLoadBalancingboolean
Flag to turn on group manager load balancing.

enableMulticast=boolean
UNSUPPORED. Flag to enable/disable use of multicast in group mand§etisabled, group
manager will use broadcast.

forceSessionLocationboolean
UNSUPPORED. Flag to force use afessionHostandsessionPortsettings from this file gerd-
less of the various authentication modules.

gmDebugdevel
UNSUPPORTED. Group manager debugginglle

gmKeepAlivelnter val=seconds
UNSUPPORED. The group manager uses this as the time in seconds between broaejzalstk
messages.

gmport=port
UNSUPPORED. The group manager uses this port to send andveckstpalve/discorery mes-
sages from other Authentication Managers.
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gmSignatureFile=file

The group manager can "sign" messages to other group managers based on the contents of a signa-
ture file. Other group managers with the same signature file contents are "trusteel(sable, the

file must be owned bydot’ and must not be readable, writable, receitable by anyone else; it

must contain at least 8 bytes, at leasi tf/which are letters and at least one which is a non-letter
printable character.

log=filename

UNSUPPORTED. This option specifies a file that contains the log messages.

logAddTimeStamp=boolean

UNSUPPORED. Add your own timestamp to syslog messages. This may be appropriate for
dehugging or in cases where a remote syslogesasvbeing used and higher resolution timestamps
are required.

logFacility=value

The logFacility can be one of the fallg:kern, usermail, daemon, auth, syslog, Jmews, uucp,
cron, local0, locall, local2, local3, local4, local5, local6, local7

Log files

Log priorities for diferentutauthd message classes can be one of the following: emerg, alert, crit,
err, warning, notice, info, debug, OFF.

The message classes are:
logPriClientError= value
logPriDebug=value
logPriNotice=value
logPriWarning=value
logPriConfigError= value

logPriUnexpectedError=value

maxStartingmaximum

UNSUPPORED. Specifies the maximum number of threads that can be simultaneously initiating a
session. Additional threads wanting to start erify a session wait for previous threads to finish
starting or verifying a session.

moduleDir=directoryName

UNSUPPORTED. Specifies the location of the authentication modules.

multicastTTL= integer

UNSUPPORED. Time-to-live parameter for forwarding multicast patk. If set abwe me,
keepalive messages can pass through routers.

noClaimSleepTime=seconds

UNSUPPORED. The amount of time in seconds to sleep after andlas been offered to all of
the authentication modules and before notifying the DTU that the authentication failed.

policy=filename

Specifies the location of the authentication podigecification.

port=portNumber

SRSS 4.0
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remoteSelectboolean
If true, the remote server selection option ofudteelec{1) command is enabled by default.

reportAliDesktopEvents=boolean
UNSUPPORED. When true, all desktoprents are reported instead of being filtered to just those
evants that change the "exists" state of the DTU.

selectAtLogin=boolean
If true, actvates autselect -L GUI allowing the user to select a Sun Ray sehefore logging into
CDE. If only one server isvailable, the GUI exits automaticalliRefer to theutselectman page for
more information on the. option.

sessionHosthostname
UNSUPPORED. Specifies the host name of the server that is running thealdefsessiondfor
this Authentication Manager.

sessionPortportNumber
UNSUPPORED. Specifies the port number of the sgrihat is running the dadilt utsessiondfor
this Authentication Manager.

sessionTypesFilefilename
Specifies a file that contains mappings from session types to the associated session startup and shut-
down commands.

smartcardConfigSource =<list of space-separated sources>
The leys in this property specify the order in which to search for the configuration files. The special
resered key LDAP means go to the configured BP database. Another value refers to a local
probe order file.

smtimeout=seconds
UNSUPPORED. Specifies the read timeout in seconds for reading messages frateetssiond
daemon.

termAddrisSecret=boolean
UNSUPPORED. When true, the IP address and port of DTUs are not reported in the dynamic sta-
tus information provided on port cbport in response to the string.

terminalokens =<list of space-separated tokens>
UNSUPPORED. Define the types of tokens that are handled by the terminal rather than by the
auth manageif a token of this type is seen, the auth manager will use the ID value generated by the
terminal rather than trying to determine the ID on the server.

terminateEnable=boolean
UNSUPPORED. Enable the cleanup of empty sessions based on notification from the session
managerThe default is enabled.

timeout=seconds
UNSUPPORED. DTUs are required to send a message to the Authentication Manager at least
once @ery time period specified byeconds

tokenDir=directory
UNSUPPORED. Specifies a directory that contains the mappings from logicah tokmes to ses-
sion identifiers. The persistent storage of these mappings allowsatited daemon to reagr its
state after restarting. This state is reset on reboot of the system.

token.equiv=filename
UNSUPPORTED. Specifies a file that contains mappings from @nwkan name to another.

workers=maximum
UNSUPPORED. Specifies the maximum number of spare threads thawaitabe for handling
new connections from Sun Ray DTUs.
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FILES

The following files are used:

[etc/init.d/utsvc
This is the system startup script thatakes the daemorfopt/SUNWut/lib/utsessiond

ATTRIBUTES

The session manager performs the actual session switching function.

SuRay File Format

Seeattributes(5) for descriptions of the following attributes:

auth.props(4)

Availability

Attribute Type

SUNWutr

Attribute Value

SEE ALSO

utauthd(1M), utpolicy(1M), utsessiond(1M) utselect(1)
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NAME
kiosk - Kiosk Session Service.

DESCRIPTION
The Kiosk Session Service pides an infrastructure which can be used to support unauthenticated access
to an application environment in a controlled manndmauthenticated access is useful in scenarios where
users cannot be expected toyide authentication credentials ( e.g. public kiosks etc. ) and in scenarios
where authentication isxpected to be carried out by an application other than the standard login applica-
tion e.g. Sun Ray Windows Connector.

Kiosk Session Service Overview
The Kiosk Session Service can be described in terms of a number ofvggloleepts/elements.

Kiosk Session Service User Pool
The Kiosk Session Service maintains a pool of user accounts dedicated specifically to the running of Kiosk
sessions. These accountsédne following characteristics.

. They are locked for normal login.
. They belong to a local unix group that has minimal rights on the system.
. No two sssions use the same Kiosk user account at the sameTiimdiosk Session Service User

Pool may be configured usikgskuseradm(1M).

Kiosk Session Service Prototypes
Kiosk prototypes are directories whose contents are copied to Kiosk users’ home directories. Three specific
types of prototypes exist. These are:

. user prototypes:
These are prototypes which are copied to Kiosk users’ home directories prerytineocation of
a Kiosk session and independent of the specific session to be launched.

. session prototypes:
These are prototypes associated with a specific Kiosk session which are copied to Kiosk users’
home directories prior towocation of that session.

. application prototypes:
These are prototypes associated with a specific Kiosk application. Whenvaridelse prototypes
are copied to Kiosk users’ home directories is a Kiosk session specific matter anarywfiiom
session to session.

Kiosk Session Service Sessions and Applications
Kiosk sessions consist of a Kiosk Primary Session and optional added Kiosk Applications.

Every Kiosk Primary Session is defined by a Kiosk Session Descipkiosk Session Descriptor defines,

at a minimum, a sessioxezutable which will be launched as the user session. Kiosk Session Descriptors
may also define other session specific properties such as a session prototype, pre geclipostseripts

and a list of added Kiosk Applications.

Kiosk Application Descriptors are used to define Kiosk applications which may be added to a Kiosk Pri-
mary Session. Similar to session descriptors, a Kiosk Application Descriptor defines, at a minimum, an
application &ecutable which will be launched when the associated applicatiomakesh Kiosk Applica-

tion Descriptors may also define other application specific properties such as an application prototype and
pre and postxcution scripts.

Not all Kiosk Primary Sessions will support the ability to add Kiosk Applications. For example, while it is
reasonable for a Kiosk JDS session to support the ability to launch additional Kiosk Applications, it may
malke no nse for a Kiosk Full Screen Browser session te Hais capability Kiosk Primary Sessions
which support added Kiosk Applications must define application launcher' identified by the
KIOSK_SESSION_APPLAUNCHER property in the associated Kiosk Session Descriptus applica-

tion launcher will be imoked by the Kiosk Session Service while processing the list of added applications
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and is responsible for launching applications in a session specific manner.

Note: Kiosk Session and Application Descriptors are notvedd as part of the Kiosk Session Serviae b
are preided independently by Kiosk Session authors. Each Kiosk Session provided in this way should
clearly document its operation, configuration etc.

Kiosk Session Service Configuration
There are a number of different types of configuratiorvaateo the Kiosk Session Service.

Kiosk Session Service Framework Configuration
The Kiosk core libraries and utilities use the Kiosk Session Service Wakn€onfiguration to
identify locations of various files and directories needed for correct operation of the Kiosk Session
Service. The Kiosk Session Service Framk Configuration is ‘ailable in /etc/opt/SUN-
Wkio/kioskrc .

Kiosk Session Service User Configuration
Kiosk Session Service User Account Configuration is used to configure the Kiosk Session Service
user account pool and the Kiosk Session Service user accounts maintained within that pool. This
configuration may be managed using kieskuseradm(1M) utility.

Kiosk Session Service Policy
Kiosk Session Service Pojiéndicates whether or not the Kiosk Session Service should lve acti
for a given display. Kiosk Polig/ is a subset of Kiosk Session Service Session Configuration. F
more information sekioskconfig(1M) andsession.conf(4)

Kiosk Session Service Session Configuration
Kiosk Session Service Session Configuration is used to identify per display Kiosk Session informa-
tion including Kiosk Session Service Pglikiosk Session Descriptovarious session properties
used to control resource limitations etEor more information seeioskconfig(1M) and ses-
sion.conf(4)

Kiosk Session Service Application Lists
The list of applications which should be added to a Kiosk session are collected together in a Kiosk Session
Service Application List File. The location of an Application List File to be used byea Kiosk Session
is identified using the KIOSK_SESSION_APPLIST setting in the associated Kiosk Session Service Session
Configuration. The format of a Kiosk Session Service Application List is a newline separated list of appli-
cation entries, each entry having the form

exeddescapp-namestart-mode/argl,arg2...argn|

where

. exec|desdndicates whether the subsequamip-namerefers to an xecutable or an application
descriptor.

. app-nameis an absolute path or a name indicating an applicatteoutable or an application
descriptor.

. start-modendicates hw the application should/can be started. Valid values are:

. auto: the application is started automatically.

. critical : the application is started automatically and registered as critical.

. user. the application may be started by the user.

. arglarg2...argnare the command line arguments to be passed to the applicatntable.

Enabling and Configuring Kiosk Session Service
Enabling Kiosk sessions on your host is a simple three step procedure.

. Configure thepam(3PAM) stack for your login manage®ee pam_kiosk(5) for details on he to
do this.
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. Configure the Kiosk Session Service user account pool usingalauseradm(1M) utility.
. Configure your preferred Kiosk session usingkioskconfig(1M) utility.

Locating Prototypes, Descriptors and Application Lists
Prototypes, descriptors and applications lists may be identified either by an absolute path or ammell-kno
name. When a well-known name is used to identify @nthese objects, the Kiosk Session Service will
search a number of predefined locations when trying to locate the object. The search path used depends on
the type of object being searched for and is summarised as follows.

Note: the KIOSK _* ervironment \ariables mentioned beloare specified and may be configured in the
Kiosk Session Service Framerk Configuration as described afeo

. prototypes:
prototypes are searched for usiOSK_PROTOS_DIR/<prototype name>
. descriptors:

session descriptors are searched for UBKISK_SESSIONS_DIR/<session name>.conf
application descriptors are searched for u$iKtDSK_APPS_DIR/<application name>.conf

. application lists:
application lists are searched for us$i§OSK_APPS_DIR/<application list name>.list

ISSUES
gdm(21) and the gdm greeter

The gdm login manager will wioke its configured greeter gerdless of whether or not authentication cre-
dentials are needed. In the case of a Kiosk session, a greeter is neither needed nor desired. In some
instances, the greeter may become temporarily visible during the initialisation of Kiosk sessions. As a
workaround for this, an alternaé geeter,/opt/SUNWKkio/lib/gdm/kioskgreeter is supplied with the
Kiosk Session Service. kioskgreeter depends on non public interfaces of gdm and, as such, is supplied
unsupported and initially unconfigurec §onfigure kioskgreeter you should edit your gdm configuration
file, usually/etc/X11/gdm/gdm.conf modifying theGreeter setting as follows.

Greeter=/opt/SUNWEKkio/lib/gdm/kioskgreeter <original_greeter>

where<original_greeter>is the previous value of the Greeter settingyiilable.
You must restart gdm after this modification.

Kiosk sessions and screen lock applications
Some environments support a screen lock function which locks the session after a periodvity ioacti
under other circumstances. Access to such eaebbdession is only granted when the user has reauthenti-
cated, typically by providing a passwmd. Kioskuser accounts ke ro passvord set and are locked for
ordinary login. Because of this Kiosk users will not be able to unlock their session, if a screen lock is acti-
vated.

Session authors are encouraged toarsake their Kiosk sessions v&sreen lock functionality disabled. If
this is not possible, and if the screen lock program supportsatim¢3PAM) authentication franwork,
you can guard agnst this lockout scenario by adding tieam_kiosk(5) module to the PAM stack for the
screen lock program ipam.conf(4)with thereentryoption.

ATTRIBUTES
Seeattributes(5) for descriptions of the following attributes.

Attribute Type Attribute Value
Availability SUNWEKio, SUNWKior
Interface Stability Committed
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SEE ALSO
kioskdesc(1) kioskstatus(1) kioskconfig(1M), kioskuseradm(1M), kioskrestart(1M), session.conf(4)
pam_kiosk(5)
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NAME
kioskconfig - generate Kiosk session configuration

SYNOPSIS
/opt/SUNWKio/bin/kioskconfig enable [e display-f display-filg [-c config-fil§

lopt/SUNWKio/bin/kioskconfig apply [d display-f display-filg [-c config-filg§
/opt/SUNWKio/bin/kioskconfig disable [d display-f display-fild-a]
lopt/SUNWKio/bin/kioskconfig print [-d display-f display-fild-a]
/opt/SUNWKkio/bin/kioskconfig list

lopt/SUNWKio/bin/kioskconfig reset

lopt/SUNWKio/bin/kioskconfig help

lopt/SUNWKio/bin/kioskconfig -h

DESCRIPTION
kioskconfigis used to generate or stdiosk session configuration for avgn display or set of displays.
Kiosk session configuration describes the desired user environment of Kiosk sessions. This description
defines Kiosk polig (indicating if Kiosk mode is enabled or disabled) and identifies the actual Kiosk ses-
sion to be used along with settings used to configure Kiosk sessiars full description of Kiosk session
configuration se&iosk(5).

kioskconfig can perform its operations either on a single disgascified by thed option, on a set of dis-

plays listed in alisplay-file specified by thef-option or on all displays for which kiosk configuration-cur
rently exists. Br operations that can operate on selected displays, operation on all currently enabled dis-
plays is requested using th& eption. If no display selection option is provided, the default display file
/etc/opt/SUNWKkio/displaysis used.

For the operations that can enable Kiosk mode for a displipsk session configuration file must be pro-
vided. If noconfig-fileis specified by thec- option, the default locatiofetc/opt/SUNWKkio/session.conis
used. For details on the form and content of the configuration fikessimn.conf(4)

The Kiosk Session Service does notvide standard display or session configuration files in thauttef
locations. If you wish to use one of these files, you must create them yourself.

Configuration changes apply the next time a session is started on a configured Iflisioisly sessions are
already running on the affected displays, you carkisskrestart(1M) to force a restart of the sessions.

SUBCOMMANDS
The following subcommands are supported.

enable
Enable and configure Kiosk mode on one or more displays. Kiosk session configuration is created
for the specified display(s), based on the specified configuration fileerfdi®#e command will
always enable kiosk on the specified display(s). If the configuration file specifies Kioskifssit
(i.e. it contains th&IOSK_ENABLED setting), this polig setting is ignored.

apply Apply Kiosk session configuration which includes a poketting to one or more displays. The
specified configuration file should contain tKEOSK_ENABLED setting to indicate whether
kiosk should be enabled or disabled on the specified display(s). If the configuration file does not
contain a polig setting, kiosk will be disabled on the specified display(s).

disable
Disable Kiosk mode for the specified display(s).

print  Print the current Kiosk session configuration for the specified display(s).
list  List the displays on which kiosk mode is currently enabled.

reset Remae dl current kiosk session configuration. dexiting theresetcommand disables Kiosk mode
on all displays and remes internal data structures. This command should only be used to
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deconfigure Kiosk mode completefgr example after deconfiguring all kiosk user accounts.
help Shaw a help message.

OPTIONS
The following options are supported.

-a Operate on all currently configured displays.

-d display
Identifies a single display to be configured.

-f display-file
Identifies a file which lists the displays to be configured. This file must contain a list of X11 display
identifiers, one per line. Comment lines starting with '#’ are supported. If neithet tloe £ nor -a
options are specified, a display file from a default location is used. The location ofahk disf
play file is/etc/opt/'SUNWKio/displays The Kiosk Session Service does notvinle a default dis-
play file. If you wish to use one, you must provide it yourself.

-c config-file
Identifies a file containing Kiosk configuration. If treeoption is not specified, a default configura-
tion file location is used. The default location of the configuration fifetegopt/SUNWkio/ses-
sion.conf The Kiosk Session Service does not provide awetonfiguration file. If you wish to
use one, you must provide it yourself.

-h Shawv a Lsage message.

EXAMPLES
Example 1 Enabling a set of displays using the default configuration file

Given a cefault display file/etc/opt/SUNWKio/displayscontaining the following:

and a default configuration fil&stc/opt/SUNWkio/session.confontaining the following:

KIOSK_ENABLED=no
KIOSK_SESSION=gnome
KIOSK_SESSION_PRTOTYPE=/export/home/prototypes/gnome

the command
kiosk# kioskconfig enable

will enable Kiosk sessions for displays :1, :2, :3 and :4. Kiosk sessions on these displays will use the
gnome Kiosk Session Descriptor and thexport/home/prototypes/gnomeprototype directory The
KIOSK_ENABLED setting will be ignored.

Example 2 Applying configuration to single display
Using the configuration file shown alsthe command

kiosk# kioskconfig apply -d :2
will apply all Kiosk configuration, including thklOSK_ENABLED setting, in the default configuration

file /etc/opt/SUNWEkio/session.conto the :2 displayThis will effectively disable Kiosk sessions for the :2
display This could also be achied using the command
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kiosk# kioskconfig disable -d :2

KioskSession Service Administration

Example 3 Listing displays for which Kiosk Mode is enabled

kioskconfig(1M)

After executing the commands from the previouxsu@ples, you can list the displays on which kiosk is no
enabled using the command

kiosk% kioskconfig list

The following exit values are returned.

i
3
4
EXIT STATUS
0 Success
1 Falure
ATTRIBUTES

Seeattributes(5) for descriptions of the following attributes:

Availability

Attribute Type

Interface Stability

SUNWEKkio
Uncommitted

Attribute Value

SEE ALSO
kiosk(5), session.conf(4)

Kiosk 4.0
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NAME
kioskdesc- list or print contents of Kiosk Session Service descriptors and application lists

SYNOPSIS
/opt/SUNWKio/bin/kioskdesclist -a]-A|-s[namé

lopt/SUNWKio/bin/kioskdescprint {-a]-A|-s} name
/opt/SUNWKio/bin/kioskdeschelp
/opt/SUNWKio/bin/kioskdesc-h

DESCRIPTION
kioscdescmay be used to listvailable Kiosk Session Service descriptors and application lists.

SUBCOMMANDS
The following subcommands are supported:

list  List available Kiosk Session Service descriptors and application lists or test for the existence of a
named descriptor or application list. If nameis provided, a list of names is printed, which enu-
merates all @ilable Kiosk Session Service descriptors or application lifts1ameis provided,
kioskdesctests for the existence of the named Kiosk Session Service descriptor or application list.
If the descriptor or application list exists, the full path to the descriptor or application list file is
printed.

print  Print the contents of the Kiosk Session Service descriptor or application list named
help Prints a help message.

OPTIONS
The following options are supported:

-a The list or print subcommand is applied to Kiosk Session Service application descriptors.
-A The list or print subcommand is applied to Kiosk Session Service application lists.

-S The list or print subcommand is applied to Kiosk Session Service session descriptors.

-h Prints a usage message.

OPERANDS
The following operands are supported:

name The name of a Kiosk Session Service descriptor to be listed or whose contents should be printed.
namemay be a full path to a descriptor or application list or a wellsknoame used to search pre-
defined locations for descriptors or application lists. For more details on the use of weil-kno
names to locate descriptors and applications listkiesk(5).

EXAMPLES
Example 1 Listing available descriptors

You may use thédist subcommand to list aliailable session descriptors as follows.

kiosk% kioskdesc list -s
jds3

uttsc

kiosk%

Similarly, use thdist subcommand to list alvailable application descriptors as follows.

kiosk% kioskdesc list -a
browser

calculator

charmap

editor
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imageviewer
messenger
sun_webstart
kiosk%

Example 2 Testing for the existence of a descriptor
You may use thédist subcommand as follows to check if &egi session descriptor exists.

kiosk% kioskdesc list -s jds3
/etc/lopt/SUNWEkio/sessions/jds3.conf
kiosk%

Similarly, use thdist subcommand as follows to check if &eagi goplication descriptor exists.

kiosk% kioskdesc list -a browser
letc/opt/SUNWKkio/applications/browser.conf
kiosk%

Example 3 Printing the contents of a descriptor
You may use therint subcommand as follows to print the contents ofvarggession descriptor.

kiosk% kioskdesc print -s uttsc

KIOSK_SESSION_ARGS=-t 1800 -- -m -b

KIOSK_SESSION_DESCRIPTION=A full screen Sun Ray Windows Connector session.
KIOSK_SESSION_EXEC=/etc/opt/SUNWkio/sessions/uttsc/uttsc
KIOSK_SESSION_ICON=

KIOSK_SESSION_LABEL=Sun Ray Connector for Microsoft Windows OS

kiosk%

Similarly, use theprint subcommand as follows to print the contents ofvargépplication descriptor.

kiosk% kioskdesc print -a sun_webstart
KIOSK_APP_DESCRIPTION=3a Web Start
KIOSK_APP_EXEC=/usr/jeeljre/javawns/javans
KIOSK_APP_ICON=/usr/jaaljre/plugin/desktop/sun_ya.png
KIOSK_APP_LABEL=Jaa Web Start
KIOSK_APP_POST=

KIOSK_APP_PRE=

KIOSK_APP_PRTOTYPE=

kiosk%

EXIT STATUS
The following exit values are returned.

0 Success
1 Falure

ATTRIBUTES
Seeattributes(5) for descriptions of the following attributes:

Attribute Type Attribute Value
Availability SUNWEkio
Interface Stability Uncommitted
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SEE ALSO
kiosk(5)
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NAME
kioskrestart - terminate kiosk sessions to restart them in a clean state

SYNOPSIS
lopt/SUNWKio/bin/kioskrestart

/opt/SUNWKio/bin/kioskrestart -a
lopt/'SUNWKio/bin/kioskrestart -d display...
/opt/'SUNWKio/bin/kioskrestart -u username..
/opt/SUNWKio/bin/kioskrestart -h

DESCRIPTION
Thekioskrestart utility may be used to terminate running kiosk sessions. This usually causes the sessions
to be restarted from scratclRestarting a kiosk session can be used to let changes to kiosk configuration
take dfect or to reset sessions to a known, clean state.

Sessions are restarted by simulating termination of a critical applicaftluia.works only for sessions in
the "running" state, as reported kipskstatus -x. In particular this command may report errors, iffan
affected kiosk sessions are currently starting or terminating on their own.

The kioskrestart command can be used to restart the session within which itdkethor ane or more
specified sessionsoTestart specified sessions one of the-d or -u options must be specified. Only one
of these options can be specified. Root privileges are required to restart specific sessions.

The first form of thekioskrestart command, without gnoptions, is used to restart the current kiosk ses-
sion. This form can be used only within a kiosk session.

The second form of thkioskrestart command, with thea option, is used to restart all currently running
kiosk sessions.

The third form of the&ioskrestart command, with thed option, is used to restart the kiosk sessions on one
or more specified displays.

The fourth form of th&ioskrestart command, with theuoption, is used to restart the kiosk sessions run-
ning under one or more specified kiosk user accounts.

The last form of th&ioskrestart command, with theh-option, displays a usage message.

OPTIONS
The following options are supported. The -d and 4 options are mutuallyxelusive. Without ary option,
kioskrestart terminates the current kiosk session.

-a Terminate all currently acte kiosk sessions.

-d Terminate the kiosk sessions for the specified displays.

-u Terminate the kiosk sessions for the specified user accounts.
-h Displays a help message.

EXAMPLES
Example 1 Terminating all kiosk sessions.

To terminate all kiosk sessions, foraanple after disabling kiosk mode on all displays, uséitbekrestart
command with theaoption:

kiosk# kioskrestart -a
kiosk#

Example 2 Terminating a specific kiosk session.

To terminate a kiosk session on a specific disdiayexample after changing kiosk configuration for this
display use thekioskrestart command with thedoption:
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kiosk# kioskrestart -d :4
kiosk#

Example 3 Terminating a kiosk session for a specific user account.

To terminate a kiosk session running under a specific kiosk user account, kgeskinestart command
with the uoption:

kiosk# kioskrestart -u kul3
kiosk#

EXIT STATUS
The following exit values are returned:

0 All specified sessions were terminated successfully.

non-zero
Terminating at least one specified session failed.

ATTRIBUTES
Seeattributes(5) for descriptions of the following attributes:

Attribute Type Attribute Value
Availability SUNWEkio
Interface Stability Uncommitted

SEE ALSO
kiosk(5), kioskconfig(1M), kioskuseradm(1M)
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NAME
kioskstatus- indicate the current Kiosk Session Service status forea gisplay or user.

SYNOPSIS
lopt/SUNWKio/bin/kioskstatus [-hgx]

lopt/SUNWKio/bin/kioskstatus -d [-gx] [display...]
/opt/SUNWKio/bin/kioskstatus -u [-q] [username..]
lopt/SUNWKio/bin/kioskstatus -c [-q]
/opt/SUNWKio/bin/kioskstatus -h

DESCRIPTION
The kioskstatus utility may be used to query whether Kiosk mode isvacin a g/stem session and the
overall configuration status of Kiosk Session Service.

The first three forms of thkioskstatus command indicate whether or not aragi X11 display or user
account is currently running @ahd Kiosk session. The fourth form kibbskstatusindicates whether Kiosk
Session Service is configured, so that kiosk sessions can be started.

Without ary options, kioskstatus will report whether or not the current session (identified by the current
value of $DISPLAY) is avalid Kiosk session. In addition to checking the status for the session allocated to
the current displayit is aso \erified that this session is allocated to the current sid@gin name, as
reported by logname(1).

kioskstatus may be used to check sessions on other displays by specifyind)dp&on. No user identity
check is performed in this case. If desplayis specified, the current session (identified by the current
value of $DISPLAY) is checked.

The kiosk status of a session can be determined by inspecting er pargerty set on the X11 root win-

dow or by querying the kiosk user account allocation data maintained by Kiosk Session Services. By
default session status is determined using kiosk user account allocation queriesoptien-may be used

to perform an X property query instead. Generally the X property query more accurately reflects the state of
an actve kiosk session, Ut such a query requires authorization to connect to the X server for the inspected
session and may hang, if the X server is currently grabbedxdonpde by a display manager showing a

login greeter.

Alternatively, kioskstatuscan determine whether specified user accounts are currently assigned teean acti
kiosk session by specifying tha eption. If nousernames specified, the current useilbgin name, as
reported bygetlogname(1) is checked.

kioskstatus may also be used to check whether Kiosk Session Service configuration is complete, so that
kiosk sessions can be started. It is cleeckhat kiosk user accounts are configured. You can configure
kiosk user accounts using tki@skuseradm(1M) tool.

The last form okioskstatusdisplays a short help message.

OPTIONS
The following options are supported.

-C Query whether Kiosk Session Service is configured.
-d Query kiosk status for the specified displays or for the current X display.
-u Query kiosk status for the specified user accounts or for the current user.

-X Read the kiosk status from the X sarior the display(s). This option requires authorization to con-
nect to the X server for the session. The X server access may hang, if the X server is grabbed.

-q Quiet mode. Indicates that the status should not be printed to standard output. This option is most
useful for scripting.
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-h Displays a short help message.

EXAMPLES
Example 1 Querying users’ Kiosk status

Given a Kiosk usey ku1000, who is currently running a Kiosk session, a Kiosk user kul1001, who is not
currently running a Kiosk session and a non Kiosk user user1002, using kioskstatus to query their status
will produce the following output.

kiosk% kioskstatus -u ku1000 ku1001 user1002
ku1000: actie

ku1001: not actie

user1002: not a kiosk account

kiosk%

Example 2 Querying a display Kiosk status

Given a dsplay, :2, which is currently running a Kiosk session and a disgayvhich is not currently run-
ning a Kiosk session, using kioskstatus to query their Kiosk statuses will produce the following output.

kiosk% kioskstatus -d :2 :3
:2: actve

:3: not actve

kiosk%

Assuming the current user has access to both X servers, using kioskstatus to query the X servers for their
Kiosk status will produce the following output.

kiosk% kioskstatus -dx :2 :3
:2: running

:3: disabled

kiosk%

EXIT STATUS
The following exit values are returned:

0 If the -c option is used, anxé status of 0 indicates that Kiosk Session Service is configured.-Other
wise an exit status of O indicates that a Kiosk session igedfti all specified displays or user
names.

1 If the ¢ option is used, arxé status of 1 indicates that the Kiosk Session Service is not configured.
Otherwise an exit status of 1 indicates that there is neeakiosk session for at least one of the
specified displays or usernames.

2 An exit status of 2 indicates that determining the status of Kiosk Session Service configuration or of
at least one of the specified displays or usernames failed due to an error.
ATTRIBUTES

Seeattributes(5) for descriptions of the following attributes:

Attribute Type Attribute Value
Availability SUNWEkio
Interface Stability Uncommitted
SEE ALSO
kiosk(5)

Kiosk 4.0 08/01/07 2



kioskuseradm(1M) Kiosksession Service Administration kioskuseradm(1M)

NAME
kioskuseradm- Kiosk Session Service user administration tool

SYNOPSIS
lopt/SUNWKio/bin/kioskuseradm show [-p]

lopt/SUNWKio/bin/kioskuseradm create [g] -1 prefix-g group|[-i gid] -u first-uid -c count
lopt/SUNWKio/bin/kioskuseradm modify [-fq] [-I prefiq [-g group[-i gid]] [- u first-uid] [-c coun]
/opt/SUNWKio/bin/kioskuseradm extend [q] -¢ count
lopt/SUNWKio/bin/kioskuseradm delete [fq]
lopt/SUNWKio/bin/kioskuseradm leakcheck [p]
lopt/SUNWKio/bin/kioskuseradm cleanup [g]
lopt/SUNWKio/bin/kioskuseradm status [pv]
lopt/SUNWEKio/bin/kioskuseradm help
/opt/SUNWKio/bin/kioskuseradm -h
DESCRIPTION

The Kiosk Session Service maintains a pool of user accounts dedicated to running Kiosk sessions.
kioskuseradmmay be used to administer this pool of accounts.

SUBCOMMANDS
The following subcommands are supported.

show Print the current Kiosk User account configuration. With theption the output has the form of an
option line that can be passed to theate or modify commands to restore the same configuration.

create
CreatecountKiosk user accounts in the grogmpup. Consecutre uds starting afirst-uid will be
used for the accounts. The user name for the created accounts aithéatorm prefixaumber
wherenumber runs from 0 tccountl.

If the 4 option is not provided, the grogwoup must exist on the system. [fis specified, a group
namedgroupis created with the group-gid. A group of that name must not exist on the system.

The createcommand will fail, if a Kiosk user account configuration already exists.

modify
Modify an isting Kiosk user account configuration. The existing configuration is deleted and
recreated with the mesettings. Settings that are not specified in tlvedation of this command are
kept unchanged from the old configuration. Otherwise the effect of this command is the same as
running thedeletecommand followed by thereate command.

The modify command will fail, if Kiosk user accounts are not yet configured. If therexisting
Kiosk sessions, theodify command will fail unless thd eption is specified.

extend
Extend the current range of Kiosk user accountsduntadditional accounts.

The extend command can be used to add more Kiosk accowetswehile there are existing Kiosk
sessions.

delete Delete the existing Kiosk user accounts.
If the group used for the Kiosk user accoungés wreated biioskuseradmby specifying thei-gid

option to thecreate or modify command, the group will also be deleted. Otherwise the group will
not be deleted.
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If there are existing Kiosk sessions, ttedetecommand will fail unless thd eption is specified. If
the { option is provided thelelete command will attempt to terminate existing Kiosk sessions
before deleting the Kiosk user account.

If deleting one or more user accounts fails, you can udedakeheckcommand to find gnleftover
accounts and theleanupcommand to delete these accounts once the circumstances teatqute
their deletion are resolved.

leakcheck
Search for Kiosk user accounts lefteofrom a prior configurationUse thecleanup command to
delete ag accounts found once the circumstances thatgoted their deletion are reselt. With
the p option, the output of the command is a list of user account names, one per line.

cleanup
Force the remedl of "orphaned" Kiosk accounts, which could not be reedavhen a prior config-
uration was deleted or modified. Use kaakcheckcommand to find such accounts.

status Print the number of configured and currently used Kiosk user accdwuitts the p option, the out-
put of the command is a pair of numbers

total-count used-count

With the -v option, the command also lists all Kiosk user accounts currently in use and the session
(the X11 display) to which tlyeare allocated.With both the p and v options, the output of the
command is a list of the used user account names and their associated displays, one account per
line.

help Prints a help message.

OPTIONS
-| prefix
Specify the prefix for all Kiosk user account names. The prefix must start with a letter which can be
followed by up to three more letters or digits.

-g group
Specify the name of the group which all Kiosk user accounts will belongrtp.valid group name
may be specified. If the gid option is also specified, this group will be created with thengjid.
In that case the group will also be deleted when the Kiosk user account configuration is deleted.
Otherwise the group must exist on the system and will not be deleted with the Kiosk accounts.

-i gid Specify the group-id of the group which all Kiosk users account will belong to. The group specified
using the g group option will be created using this group-id. YAmalid unused group id can be
specified.

The special value "auto" can be specified asdite In that case selection of a group id is left to the
groupadd(1M) tool.

-u first-uid
Specify the starting uséd to be used for the Kiosk user account podlnumber greater than 100
must be specified. All uids in the ranfyest-uid ... first-uid+countl must be wailable for Kiosk
account configuration to succeed.

-c count
Specify the number of meKiosk user accounts to create. When usingcteate or modify com-
mands,count indicates the the total number of Kiosk user accounts requested. When using the
extend commandcountindicates the number of weKiosk user accounts that should be added to
the user account poo¥ou may specify an positive number of up to 4 digits.

-f Force termination of existing session when deleting user accounts.
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-p Produce parseable instead of human readable output.
-q Quiet Mode. Suppress extersirogress messages.

-V Verbose mode. Provide more detail in output.

-h Print a usage message.

EXAMPLES
Example 1 Initial configuration of Kiosk user pool

The command
kiosk# kioskuseradm create -l ku -g kiosk -u 1000 -c 10

will create 10 Kiosk user accounts, starting with uid 1000. The accounts will be named, kuO, kul, ku2 etc.
The accounts will belong to the preexisting group named kiosk.

Example 2 Displaying the current configuration of the Kiosk user account pool

Assuming the Kiosk user account pool has been created using the command shown in Example 1, the pool
configuration may be displayed as follows

kiosk# kioskuseradm show
Current kiosk user account settings:
user name prefix: ku
first account uid: 1000
number of accounts: 10
kiosk group name: kiosk
kiosk# kioskuseradm sho-p
-l ku -g kiosk -u 1000 -c 10

Example 3 Extending the Kiosk user account pool

Assuming the Kiosk user account pool has been created using the command shown in Example 1, the pool
could be increased in size to alléor 20 Kiosk users using the command

kiosk# kioskuseradm extend -c 10
Example 4 Removing the Kiosk user pool

If you no longer need to run Kiosk sessions, you may delete all accounts in the Kiosk user pool using the
command

kiosk# kioskuseradm delete

EXIT STATUS
The following exit values are returned.

0 Success

non zero
Falure

ATTRIBUTES
Seeattributes(5) for descriptions of the following attributes:

Attribute Type Attribute Value
Availability SUNWEkio
Interface Stability Uncommitted

Kiosk 4.0 08/01/07 3



kioskuseradm(1M) Kiosksession Service Administration kioskuseradm(1M)

SEE ALSO
kiosk(5)
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NAME
libusbut.so.1- Sun Ray libusb plugin
SYNOPSIS
/opt/SUNWIt/1ib/libusbut.so.1
DESCRIPTION

The Sun Rayibusb plugin provides Sun Ray-specific supportifbusb.

The SUNWIibusbut package deliers the Sun Ray libusb plugiibusbut.so.1in /opt/SUNWut/lib. This
plugin is loaded by thé&busb wrapper librarylibusb.sq which is delvered as part of th&UNWIibush
package.

For the wrapper library to be able load the plugin the faithgy link must exist in /usr/sfw/lib/libsb_plug-
ins:

libusbut.so.1 -> /opt/SUNWut/lib/libusbut.so.1

If the SUNWIibusb package is installed in the system prior to Sun RayeBeuftware installation, then
the requirecsymlink is created automatically.

If the SUNWIibusb package is not installed, the administrator needs to instagtiéWlibusb package
and then create the symlink as follows:

# cd Msr/sfw/lib/libusb_plugins
# In -s bpt/SUNWut/lib/libusbut.so.1

See also /usr/sfw/share/doc/libusb/libusb.txt

NOTES
The Sun Rayibusb plugin currently does not support:
. usb_interrupt_write
. timeouts for the 1/O calls.

Note: Do not fork processes to do I/O. Use threads instead.
The SUNWIibusb package can be found in the Supplemental area of the Sun Ray Server Software.

ATTRIBUTES
Seeattributes(5) for descriptions of the following attributes:

Attribute Type Attribute Value
Availability SUNWIibusb, SUNWIibusbut
MT-Level UnSafe
Interface Stability External

SEE ALSO
intro(3), attributes(5)
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NAME
pam_kiosk- Kiosk Session Service pam module.

SYNOPSIS
/opt/SUNWKio/lib/pam_kiosk.so

DESCRIPTION
pam_kiosk is the Kiosk Session Service pam module used to bypass normal authentication for Kiosk ses-
sions. Thepam_kiosk module is iroked by the display manager during session startup.

pam_kiosk provides the following functions.

1. [all modules] ReturnPAM_IGNORE and perform no further action, if the session is known not to be a
Kiosk session.

2. [auth module] Evaluates Kiosk policto find out if Kiosk is enabled.

3. [auth module] If a user identity was already s@am_kiosk can clobber it and try to establish the
Kiosk user apway or ignore the Kiosk poljcand proceed to login that us@he default behaviour is to
ignore Kiosk polig, which can be changed by setting itpeoreuseroption.

4. [auth module] Identifies the user account to use for the session and establishes the user identity for the
session.

5. [auth module] ReturnsPAM_SUCCESSfrom pam_sm_authenticate(3PAM)to login the account
without requiring ap actual credentials.

6. [auth module] In pam_sm_setcred(3PAM)the X session is magkl as a Kiosk session. Returns
PAM_IGNORE to allov normal credential settingpém_unix_cred(5) to proceed.

7. [account module]ReturnsPAM_SUCCESS if this is a Kiosk session, to short-circuit account check-
ing, as the Kiosk user accounts should be locked.

8. [session moduleLreates/Resets the user account home directory at session start.
9. [session modulelCleans up the user account at session end.

OPTIONS
pam_kiosk supports the following options.

debug
Send debug messages to syslog usingtitie.debugmode (seayslog.conf(4). This option can be
provided multiple times to increase the amount of debug output generated.

nowarn
Don't output non-fatal warning or error messages.

ignoreuser
Ignore (clobber) anxésting PAM_USER item. Default behavior is toverride the Kiosk polig and
fall back to an authenticated session.

log=facility
Usefacility for logging eents to the system log. Supportealues forfacility are AUTH, USER
andLOCALO-7,

reentry
Check if the current X display and\M_USER user account belong to an eetkiosk session. If
they do, pam_sm_authenticate(3PAM)returns success. Use this option only in the authentication
stack for a screen lock program, to allkiosk sessions for which a screen lock has beewnatadi
to unlock. This option has an effect only on the authentication module.

USAGE
To use thepam_kiosk module you must correctly configure the pam stack for your login manager as fol-
lows

Kiosk 4.0 08/01/07 1



pam_kiosk(5) Kiosksession Service pam_kiosk(5)

Configuring the pam stack on Solaris
Both dtlogin(1X) andgdm(1) are supported on Solariso Tonfigure either of these you must modify the
pam configuration filéetc/pam.confas follows, replacingervicewith dtloginor gdmas appropriate.

. Insert the line
service auth sufficient /opt/SUNWKio/lib/pam_kiosk.so

This linemust be before apline that features pam_authtok_get for your login manager.
. Insert the line

service account sufficient /opt/SUNWEkio/lib/pam_kiosk.so

This line must be first in th@ccountstack for your login manager.
. Insert the line

service session required /opt/SUNWKio/lib/pam_kiosk.so

This line must be first in theessiorstack for your login manager.
The following is an example of the resulting pam stack for dtlogin.

dtlogin auth sufcient /opt/SUNWEkio/lib/pam_kiosk.so
dtlogin auth requisite pam_authtok get.so.1

dtlogin auth required pam_dhys.so.1

dtlogin auth required pam_unix_cred.so.1

dtlogin auth required pam_unix_auth.so.1

dtlogin account stitient /opt/SUNWkio/lib/pam_kiosk.so
dtlogin account requisite pam_roles.so.1

dtlogin account required pam_unix_account.so.1

dtlogin session required /opt/SUNWEkio/lib/pam_kiosk.so
dtlogin session required pam_unix_session.so.1

Configuring the pam stack on Linux
Only gdm(1) is supported on Linux. D configure gdm you must modify the gdm pam configuration
file /etc/pam.d/gdmas follows.

. Insert the line
auth sufficient /opt/SUNWKio/lib/pam_kiosk.so

This linemust be before apline that features pam_unix.
. Insert the line

account sufficient /opt/SUNWKkio/lib/pam_kiosk.so

This line must be first in th@ccountstack for gdm.
. Insert the line

session required /opt/SUNWEKkio/lib/pam_kiosk.so

This line must be first in theessiorstack for gdm.
The following is an example of the resulting pam stack for gdm.
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auth  suficient /opt/SUNWEKio/lib/pam_kiosk.so
auth required pam_unix2.so0 nullokset secrpc
account sufcient /opt/SUNWEkio/lib/pam_kiosk.so
account requiredpam_unix2.so

password requiredpam_unix2.so #strictafse
session required/opt/SUNWEkio/lib/pam_kiosk.so
session requiredpam_unix2.so dely # trace or none
session requiredpam_devperm.so

session optionalpam_console.so

Prevent fallback to an ordinary session
The pam_kiosk module can be specified multiple times in the safkld Btack. In this case only the first
invocation will perform the full function of the module. Subsequeviidations will detect that the function
has already been performed and will simply return an approriate result code reflecting the success, ignore or
error state of the primaryvocation (see section ERRORS). This can be used termqirBAM processing to
continue when kiosk setup has failed due to an ,ehyrgecifying pam_kiosk twice as follows (in
pam.conf(4)syntax):

service auth sufficient /opt/SUNWKkio/lib/pam_kiosk.so
service auth requisite /opt/SUNWKio/lib/pam_kiosk.so

Configuring for screen lock programs
Kiosk user accounts hia o passvord set and are locked for ordinary login. Because of this Kiosk users
will not be able to unlock their session, if a screen lock isatet.
To guard against this lockit scenario, you can use th@m_kiosk module with theeentryoption, so that
the screen lock program will instantly unlock without user action, if pam_kiosk detects a kiosk ses-
sion. To do this specify pam_kioskat the very top of the PAM stacks for screen lock services as follows:

lock-service auth sufficient /opt/SUNWKio/lib/pam_kiosk.so reentry

ERRORS
All modules return the following error codes:

PAM_SUCCESS
if the current session is a kiosk session and the module has performed its function successfully.

PAM_IGNORE
if the current session is not a kiosk session.

PAM error codes
if determining the kiosk polichas failed or if Kiosk Mode is enabled for the session, but setting up
the kiosk session failed.

Some reasons for failure are

. There are no kiosk user accountsilable.
. The kiosk session configuration iv#id.
. Eliminating remnants of a prior kiosk session using the same account has failed.
. Setting up the environment for the kiosk session has failed.
ATTRIBUTES

Seeattributes(5) for descriptions of the following attributes.
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SEE ALSO

Attribute Type Attribute Value
Availability SUNWEkio
Interface Stability Committed
kiosk(5), pam(3PAM), syslog.conf(4)
08/01/07
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NAME
session.conf Kiosk Session Service session configuration file.

SYNOPSIS
/etc/opt/SUNWKkio/session.conf

DESCRIPTION
session.conf is the default configuration input fileKieskconfig(1M). The contents of session.conf indi-
cate, at a minimum, which Kiosk session should be used for Kiosk enabled displays. Other Kiosk session
properties configuring resource limitations, session arguments etc. may also be specified in session.conf.
Kiosk session properties specified in session.cuafride properties set in the associated Kiosk session
descriptor.

The format of session.conf is that ofaigt Bourne shell script where Kiosk session properties are defined
using environment variables.

The following is a list of the environment variables which may be used to configure your preferred Kiosk
session. With thexeeption of KIOSK_SESSION, dl environment variables are optional. Unless other
wise stated, no default values are applied.

KIOSK_ENABLED
Indicates whether or not Kiosk should be enabMalid values areyes or no indicating that Kiosk
is enabled or disabled respgely. The default value iso.

KIOSK_SESSION
Identifies which Kiosk session should be us¥du may specify either the well-kmen name of or
absolute path to a Kiosk Session Descriptor here. For more details on Kiosk Session Descriptors
and the use of well-known names to locate themkiesi(5).

KIOSK_SESSION_APPLAUNCHER
Identifies the absolute path to a Kiosk session spegiugable used to launch applications added
to the session.

KIOSK_SESSION_APPLIST
Identifies a Kiosk Session Application List to be us&@u may specify either the well-kmm
name of or absolute path to a Kiosk session application Hiat.more details on Kiosk Session
Application Lists and the use of well-known names to locate thenkjasld5).

KIOSK_SESSION_ARGS
Identifies the command line arguments to be passed to the Kiosk sessiotalde when the ses-
sion is launched.

KIOSK_SESSION_DIR
Identifies a directory reserved for use by the Kiosk session.

KIOSK_SESSION_EXEC
Identifies the absolute path to the Kiosk sessikaoigable.

KIOSK_SESSION_ICON
Identifies an icon that can be used to represent the session in an administration tool.

KIOSK_SESSION_LABEL
Identifies a label that can be used to represent the session in an administration tool.

KIOSK_SESSION_LOCALE
Identifies the locale to be used by the Kiosk session. The default value is the default system locale.

KIOSK_SESSION_LIMIT_CPU
Identifies the maximum cpu usage (in seconds) per process for the Kiosk session. Thealiedault v
is the default system limit. For more details, skmit(1) .

KIOSK_SESSION_LIMIT_DESCRIPTORS
Identifies the maximum number of open file descriptors per process for the Kiosk session. The
default value is the default system limit. For more detailsubedt(1) .
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KIOSK_SESSION_LIMIT_FILESIZE
Identifies the maximum file size (512 byte blocks) for the Kiosk sesdibe. default value is the
default system limit. For more details, sgienit(1) .

KIOSK_SESSION_LIMIT_VMSIZE
Identifies the maximum sap size (in KB) per process for the Kiosk session. The default value is
the default system limit. For more details, aémit(1) .

KIOSK_SESSION_POST
Identifies the absolute path to areeutable which will be xecuted immediately after the Kiosk ses-
sion eecutable KIOSK_SESSION_EXEC) terminates.

KIOSK_SESSION_PRE
Identifies the absolute path to axeeutable which will be xecuted immediately before the Kiosk
session xecutable KIOSK_SESSION_EXEC) starts.

KIOSK_SESSION_PROTOTYPE
Identifies a Kiosk Session Prototype which should be applied to the Kiosk bsere directory
before launching the Kiosk sessiolou may specify either the well-known name of or absolute
path to a Kiosk Session Prototype hermar. fore details on Kiosk Session Prototypes and the use of
well-known names to locate them, $eask(5).

ATTRIBUTES

Seeattributes(5) for descriptions of the following attributes:

Attribute Type Attribute Value
Availability SUNWEkio
Interface Stability Committed

SEE ALSO

kiosk(5), kioskconfig(1M), ulimit(1)
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NAME
sunray - Sun Ray virtual device drér.

SYNOPSIS
/dev/sunray

DESCRIPTION
The/dev/sunrayfile refers to a pseudo-device\ai that provides frametbfer compatible information for
configuring theXsun(1) X sener. The sunray driver's anly function is to properly respond to the
VIS_GETIDENTIFIERIoctl(2).

ATTRIBUTES
Seeattributes(5) for descriptions of the following attributes:

Attribute Type Attribute Value
Availability SUNWuUto

SEE ALSO
visual_io(71)
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NAME

uninstaller - Removes Sun Ray Connector software.
SYNOPSIS

uninstaller [-a admin
DESCRIPTION

uninstaller removes the Sun Ray Connector 2.0 software from the system.
OPTIONS

The following options are supported.

-aadmin

An alternate admin(4) file can be specified veittmin Solaris only option.

FILES

Jopt/SUNWuUttsc/etc/admin_dadilt isthe default admin file.
EXIT STATUS

0 if operation performed successfullyif error found
ATTRIBUTES

Seeattributes(5) for descriptions of the following attributes:

uninstaller(1m)

Availability SUNWauttsc

Attribute Type Attribute Value

SEE ALSO

Sun Ray Connector_2.0 07/26/07



utaction(1) SurRay User Commands utaction(1)

NAME
utaction - Sun Ray DTU connect/disconnect action

SYNOPSIS
lopt/SUNWuUt/bin/utaction [-cccmd] [ -ddemd] [ -e ] [ -D display] [ -i ] [ -t sec]

DESCRIPTION
The utaction program provides a way txeeute commands when a Sun Ray DBdssion isonnected
or disconnectedThe ccmdis invoked usingsh(1) wheneer the session is connected to a DT8Imilarly,
thedcmdis invoked using sh(1) wheneer the session is disconnected from a DTU. Normatition is not
taken on the initial state of the session (whtattion is first run) unless the -i option is used.

Note: In earlier releases, this command residedpt/SUNWut/lib/utaction ; now, howeva, it resides in
/opt/SUNWuUt/bin/utaction .

OPTIONS
The following options are supported.

-cccmd
Run this command when the current session is connected to a DTU.

-d demd
Run this command when the current session is disconnected to a DTU.

-D display
This option will set the X displayariable that is to be used in determining the Sun Ray DTU ses-
sion. Otherwise the DISPMAenvironment variable is used.

-e This option causes utaction to exit after encountering a command.

i Run the connect or disconnect command immediatdiichever is ppropriate.

-t sec This option specifies a time-delay in seconds for the actions. In that casemith@ dcmdwill not
be invoked unless the session remains in the connected or disconnected state,vebgpimtiat
leastsecseconds.

EXAMPLES
Example 1: This command ivokes the CDE screen lock whener the session is disconnected

% utaction -d '/usr/dt/bin/dtaction LockDisplay’ &

ATTRIBUTES
Seeattributes(5) for descriptions of the following attributes:

Attribute Type Attribute Value
Availability SUNWuUto

NOTES
Theccmdanddcmdare each only one argumentuiaction. Quotes should be used if a command contains
multiple words.
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NAME
utadem - Sun Ray audio dvier emulator.

SYNOPSIS
/dev/utadem

DESCRIPTION
utadem provides a generic virtual audio interface to Sun Ray DTU’s. The actualaogetd the DTU is
through a daemon that is sessiovaei®@. The daemon connects utadem through a master port and is
responsible for creating the stadcevice nodes which connect to normal audio applications.

API
The exact capabilities of the audio device emulated depend on the OS and audio daemon.

Solaris  Applicationghat normally operidev/audio may useutadem as long as thehavesome way of
selecting the audio device, such as throughdtaeviceswitch, or the AUDIODEV evironment
variable. Compliancéo the standardudio(71) interface is handled in the following manner:

Audio Data Formats
The data formats supported depend on the daemon. Please refer to the daemon documen-
tation for its capabilities.

Audio Ports
Input and output audio ports are directly dependent on the Sun Ray DTU and not on the
daemon. The daemon is capable of disdag the type and quantity of input portead:
able and report them in theecord.avail_ports and play.avail_ports fields of the
audio_info structure. Although the ports can be controlled direthly actual audio out-
put is generally a mix of multiple services, so fit@y.gain setting is the contribution of
this audio deice to the total experience. Since recordingxidiesive d a Sngle service,
therecord.gain andrecord.balancecontrols directly affect the hardware gain.

Sample Granularity
Since theutadem driver is working through a daemon which transfers the audio dega o
an interconnect, lger granularities and jitter in the reporting of sample counts is possible.
At any given time, the reported input and output sample counts will vary from the actual
sample count by no more than the size of thiéebs it is transferring. Programs should
not rely upon the absolute accuraf the play.samplesandrecord.samplesfields of the
audio_info structure.

Audio Status Change Notification
As described inaudio(71), it is possible to request asynchronous notification of state
changes in an audio device.

Linux  Complianceo the standard Open Sound System (OSS) atteris handled in the following man-
ner:

Audio Data Formats
Same as Solaris.

Audio Ports
Input and output audio ports are directly dependent on the Sun Ray DTU and not on the
daemon. The daemon is capable of disdag the type and quantity of input porteag:
able. Use the OSS mixer interface to det@ne which ports arevailable

Sample Granularity
Same as Solaris.

The following OSS features are unsupported:
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SNDCTL_DSP_REALTIME
Realtime capabilities are not supported.

SNDCTL_CAP_MMAP
Device DMA memory mapping is not supported.

/dev/audio
/dev/audio interface is not currently supported. Use /dev/dsp with appropriate
format settings instead

ERRORS
Solaris utadem errors are defined in theudio(71) man pages. If the daemon has exited, further audio
operations are no longer possible on thgesjarts. Audio programs must exit in order to clear
this error New goens will return ENODEWData writes andoctl operations will return ENXIO.
Data reads will complete normally and then return end-of-file.

Linux  arethere any?

FILES
The following file is used:

. /dev/utadem

Master port for daemons.
The logical device name of the wtaport depends on the daemon.

ATTRIBUTES
Seeattributes(5) for descriptions of the following attributes:

Attribute Type Attribute Value
Solaris
Availability SUNWutu
MT-Level Safe
Linux
Availability SUNWutkau
SEE ALSO

Solaris and Linux
utaudio(l), ioctl(2)

Solaris attributes(5), audio(71), streamio(71)
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NAME
utadm - Sun Ray network and DHCP configuration utility.

SYNOPSIS
lopt/SUNWuUt/sbin/utadm -a interface-name

/opt/SUNWut/sbin/utadm -c
lopt/SUNWut/sbin/utadm -d interface-name
/opt/SUNWut/sbin/utadm -f
/opt/SUNWut/sbin/utadm -I
/opt/SUNWut/sbin/utadm -n
/opt/SUNWut/sbin/utadm -p
/opt/SUNWut/sbin/utadm -r
/opt/SUNWut/sbin/utadm -x
/opt/SUNWut/sbin/utadm -A subnetwork
lopt/SUNWut/sbin/utadm -D subnetwork
lopt/SUNWut/sbin/utadm -L on | off

DESCRIPTION
Theutadm command manages the netw and DHCP configuration for a dedicated Sun Ray interconnect
or a shared subnet on a LAN. It configures the name lookup, hosgrkehetmask, and DHCP database
files so that Sun Ray DTUs can be connected to a central $erst @er one or more pxiate interconnects
or shared subnetne of the following option flags must be specified:-c, -d, -f, -I, -n, -p, -r, -, -A, or
-D. The command is run with superuser privileges.

OPTIONS
The following options are supported.

-a Configure the network interface specified ibjerface-nameas a dedicated interconnect. In the
default case, anvailable private address is selected from the range 192.168.128.0 to 192.168.254.0.
If the subnet selected is 192.188), entries for the hosts, neivks, and netmasks files are gener
ated using th@ostnamef the server anthterface-name
File Entry
/etc/hosts  192.168.N.1 hostname-interface-name
letc/netvorks SunRay-interface-name 192.168.N.0 SunRay
/etc/netmasks 192.168.N.0  255.255.255.0
Once the appropriate entries are established, theorietnterface is acteted as hostname-intade-name
usingifconfig(1M). If the interface is already up and configured, the user will\sa thie option to bypass
configuration of the network interface and only configure DHCP on the interface. This atlofiguration
of a Sun Ray interconnect on the primary interface of theeséPsaddresses on the Sun Ray subnets are
managed using the DHCP protocol, which requires the additiorveasenacro entries to the DHCP table
to control parameters on Sun Ray subnets. A pool of IP addresses for assignment to Sun Ray DTUs is cre-
ated. It is possible to disableferfing IP addresses by entering 0 as the first unit address or entering N to
the query to offer IP addresses for the irstegf when prompted. Once the interface is configured and acti-
vated, utfwadm(1M) is invoked to add the current version of the firnane to the DHCP macros for themne
network. Theuser is prompted for appra of all the default options, and may change them as desired.
The auth semr list is the list of IP addresses of Sun Ray exsrv Thevalue input werrides the defult
value prompted for The auth server list can also be provided in a file as a list of IP addresses separated by
spaces.

The-a option implies thec option if the initial configuration has not yet been performed.

-C Initialize the basic configuration files for a Sun Ray interconnect or shared subnet without setting up
ary networks. Thisinvolves making sure that the network database files andraaéor DHCP

SRSS 4.0 08/01/07 1



utadm(1M) SurRay System Administration utadm(1M)

exist, and setting th&tc/nsswitch.conffile so that network information for the local Sun Ray inter
connect or shared subnets is obtained from local files.

-d Delete the network interface specifiedibterface-namdrom the list of configured Sun Ray yaie
interconnects. The specified interface museHaen previously configured using tizeoption.

-f Take this server offline, prenting the creation of me sessions on this server when it is within a
failover group. Existing sessions are not killed, but load balancing does not select this server for
new sessions. Note: The GroupManager updates the host interface list (if therdden ag
changes) aftenvery keep aWe intenal. So in order for the changes to bfeetive, the user has to
wait at least the keepak ime interval.

- Print the current configuration for all the Sun Ray dedicated interconnects or shared @tisnetw
This includes remote subnetworks.

-n Bring this serer back online. This restores normal operation of the server and allomsessions
to be created on this seivNote: The GroupManager updates the host iaterfist (if there hae
been ag changes) aftervery keep alWe intenal. So in order for the changes to béeetive, the
user has to wait at least the keegalime interval.

-p Print the current Sun Ray interconnect configurationwstgfor each interface the hostname, net-
work, netmask, and number of IP addresses out ofvatalble pool of addresses assigned to Sun
Ray DTUs by DHCP.

-r Unconfigure all actie Sun Ray interfaces and rer@dl Sun Ray entries from the configuration
databases. If LAN connection support is on, will prompt the user if it should be turned affiltDef
is yes (turn it off).

-X Print the current configuration in a machine-readable format

-A Configure thesubnetworkspecified as a Sun Ray subnetwork. This option only configures the
DHCP service to allocate IP address and/or to provide Sun Ray parameters to Sun ray clients. It also
will automatically turn on support for LAN connections from a shared subnetwork.

-D Delete thesubnetworlspecified form the list of configured Sun Ray subnetworks.

-L on| off
Turn support for LAN connections from a shared subnetwork on or off.

EXAMPLES
Example 1: The following example configures the Sun Ray ptate network on hmel

# lopt/SUNWut/sbin/utadm -a hmel

FILES
The following files are used:

. /etc/nsswitch.conf

Name service switch configuration file.
. Solaris: /var/dhcp/dhcptab Linux: /etc/dhcp.conf

Solaris files or NIS+ table
. /etc/inet/hosts
. /etc/inet/networks
. [etc/inet/netmasks
. /etc/hostname.*

Linux DHCP service configuration files
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. letc/sysconfig/dhcpd
. Ivar/lib/dhcp/dhcpd.leases
. letc/sysconfig/network-scripts/ifcfg - <interface_name>

Interface information for Red Hat AS 3.0
. letc/sysconfig/network/ifcfg - <interface_name>

Solaris: Hostname for each interface
Linux: Interface information for JDS and SuUSE

ATTRIBUTES
Seeattributes(5) for descriptions of the following attributes:

Attribute Type Attribute Value
Availability SUNWuto

SEE ALSO
Solaris:

dhtadm(1M), pntadm(1M), dhcpconfig(1M), dhcp(4), dhcp_network(4), dhcptab(4), networks(4), net-
masks(4)

Solaris and Linux:

ifconfig(1M), syslogd(1M) syslog(3) nsswitch.conf(4) hosts(4) syslog.conf(4) attributes(5),
utfwadm(1M)

Alexander S., and Droms, R., DHCP Options and BOOTP Vendor Extensions, RFC 1533, Lachchan T
nology, Inc., Bucknell Uniersity, October 1993.

Droms, R., Dynamic Host Configuration Protocol, RFC 1541,Bucknelldhiiy, October 1993.
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NAME
utadmin.conf - Sun Ray server administration configuration file.
SYNOPSIS
letc/lopt/SUNWut/utadmin.conf
DESCRIPTION
The utadmin.conf file is a contains configuration parameters for the Sun Ray server administration
database.

Theadmin.defaultlocale parameter (see below) is the only parameter that should be changed once the Sun
Ray server is configured and in use. All other parameters are reserved.

PROPERTIES
The supported configuration parameters are listedhvb&tir each one, the name, description, andxame
ple are gien.

Name Description

admin.defaultlocale
The default locale for Web-based Administrati@moll Supportedaues:

Solaris "en_US(US English), "fr" (French), "ja" (Japanese), "zh" (Simplified Chinese).

Linux "en_us"(US English), "fr_FR" (French), "ja_JRcjp" (Japanese), "zh_CN" (Simpli-
fied Chinese).

admin.dstatus.dbfile
The name of the NDBM data files where the desktop status is stored.

admin.http.cfile
Configuration file for the Sun Ray Administration Server.

admin.http.port
The webserver port used by the Administration Tool.

admin.sewer.name
The name of the server where the administration database LDA€? peveess is running. This is
usually the host name of the Sun Ray server.

admin.subtree
The subtree within the LDAP hierascvhere Sun Ray administration data for this server resides.
This is an entry under the UT root entry that was specifiaddmnfig.

admin.user.name
The LDAP user that the administration clients should bind as to perform privileged operations.

admin.ustatus.dbfile
The name of the NDBM data files where the user status is stored.

EXAMPLES
Example 1: Configuration parameters for the LDAP and NDBM databases:

Solaris and Linux
admin.servename  =sray-139
admin.serveport =7012
admin.usename =cn=utadmin,uthame=sray-139,0=v1,0=utdata
admin.subtree mtname=sray-139,0=v1,0=utdata
admin.defultlocale =en_US
admin.dstatus.dbfile Aar/opt/SUNWut/ndbm/dstatus
admin.ustatus.dbfile Aar/opt/SUNWut/ndbm/ustatus

admin.http.port 4660
admin.ssl.enable =
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Solaris
admin.http.cfile
Linux
admin.http.cfile
admin.http.cfile
ATTRIBUTES

Seeattributes(5) for description

SuRay File Brmat

Fusr/apache/httpd.conf

Fusr/apache/conf/httpd.conf #(on JDS only)
Fetc/httpd/conf/httpd.conf #(on RHAS only)

s of the following attributes:

utadmin.conf(4)

Attribute Type
Availability

SUNWutr

Attribute Value

SEE ALSO

utinstall(1M) , utconfig(1M), utuser(1M), utdesktop(1M)

Sun Ray Server Softvead.0 Administrators Guide
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NAME

utadminuser - Command used to manage authorized user list to administer the Sun Ray services through
the Admin GUI.

SYNOPSIS
lopt/SUNWut/sbin/utadminuser

/opt/SUNWut/sbin/utadminuser -h
/opt/SUNWuUt/sbin/utadminuser -ausernamg username .}
/opt/SUNWuUt/sbin/utadminuser -dusernamg username . ]
lopt/SUNWut/sbin/utadminuser -r

DESCRIPTION
This command is used to add, list and delete authorized users from the list which is stored in the datastore.

When irvoked without ary option, it prints the list of authorized users, one name per line.

Theusernamanmust be a string consisting of characters from the set of alphabetic characters, numeric char
acters, period (.), underscore (), and hyphen (-). The first character should be alphabetic.

When the Administration GUI is configured to use the default Sun Ray Datastore Authentication mecha-
nism, only the "admin" user is supported and it is added automatically to the list of authorized users by
utconfig. Whenthe Administration GUI is configured to use the Unix Login Authentication mechanism,
you can add agnvalid Unix username to the authorized user list.

Only super-user can add and delete entries.

OPTIONS
The following options are supported.

-a Adds specified users to the list
-d Deletes specified users from the list
-r Remaves dl authorized users
-h Prints the usage
EXAMPLES

Example 1: List all current authorized users:

# lopt/SUNWut/sbin/utadminuser

Example 2: add a specific user "userl" into the list
# lopt/SUNWut/sbin/utadminusea userl

Example 3: remees dl authorized users.

# lopt/SUNWut/sbin/utadminuser

EXIT STATUS
0 if operation performed successfully 1 if error found

SEE ALSO
useradd1M), utconfig(1M)
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NAME
utamghadm - Command used to configure Automated Multi-Group Hotdesking (AMGH), also known as
Regional Hotdesking.

SYNOPSIS
/ opt / SUNWit / sbi n/ ut anghadm
/ opt / SUNWit / sbi n/ ut amghadm - d
[ opt / SUNWit / sbi n/ ut amghadm -1 <li brary>
/ opt / SUNWit / sbi n/ ut anghadm -s <execut abl e>
/ opt / SUNWit / sbi n/ ut amghadm - x

DESCRIPTION
This command is used by administrators to configure or disable the AMGH feature. AMGH can be config-
ured with backend implementations which are eithecwable scripts or shared libraries, depending on
the site specific implementation. This command provides a means to set the appropriate backend to be used.
Setting up the backend implementation implicitly enables AMGH.

The scripts/libraries used to configure AMGH by this command musibedby root only and should not
have write permissions for others or group.

Only super-user can change the AMGH configurations using this command.

OPTIONS
The following options are supported.

-d Disable AMGH configurations

-l Specify the library to be used as the AMGH backend implementation. This should be the com-
plete path to the library.

-S Specify the script to be used as the AMGH teackimplementation This should be the complete
path to the script.
-h Prints the usage
-X Prints the AMGH parameters in machine readable outpytvdue form).
EXAMPLES

Example 1: Display current AMGH configuration
# lopt/SUNWut/sbin/utamghadm

Example 2: Configure AMGH to use the script backend called utamghref script whichilabla in
lopt/SUNWutref/famgh directory.

# lopt/SUNWut/sbin/utamghadps /opt/SUNWutref/amgh/utamghref_script

Example 3: Configure AMGH to use the libray bac# called lintamghref tokn.so which is\&ilable in
lopt/SUNWutref/famgh directory.

# lopt/SUNWut/sbin/utamghadrh/opt/SUNWutref/amgh/libutamghref_token.so
Example 4: Disable AMGH.
# lopt/SUNWut/sbin/utamghadral
EXIT STATUS
0 if operation performed successfully 1 if error found

SEE ALSO
ut_amgh_get_sever_list(3), ut_amgh_script_interfacg3)
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NAME
ut_amgh_get_sever list, ut_ amgh_free_sever_list - APIs for Automated Multi-Group Hotdesking also
known as Regional Hotdesking.

SYNOPSIS
cc [flag ...] file ... [library ...]

#i ncl ude <ut angh. h>

int ut_angh_get server |ist(const struct ut_anghargs *anghargs, struct ut_anghret
int ut_angh free_server list(struct ut_anghret *anghret);

DESCRIPTION
Theut_amgh_get_sever_list() function is called for retrieving a list of semng associated with the input
parameters for the purposes of Automated Multi-Group Hotdesking. The underlying AMGH PAM services
will invoke this function to obtain a list of servers which the Sun Ray should be redirected to. The first
server in the list which is @& and online will be utilised.

The ut_amghargs structure has the following entries:
struct ut_anghargs {

i nt anghversion; /* the version of the customer APl */
char *usernane; /* the user nanme e.g. 'fred */
char *token; /* the token id e.g. 'Payfl ex.50045f da00130100" *,

char *termnal _cid; /* the canonical terminal id e.g. '|IEEE802.08002
char *termnal _ip_addr; /* the ternminal ip address e.g. '10.23.146.12""
char *insert_token; /* the token id inserted e.g. 'Payflex.50045fda
char *di spl ay; /* the display nunber e.g. ':12'*/

1

The ut_amghret has the following entries:
struct ut_anghret {

char **server _list; /* the reference to a server array */

char *usernane; /* iff the inplenentation returns one el se NULL °
char *errorstr; /* the error nessage */

int chain_angh; /* RESERVED for future use */

int wuse firstserver; /* Use firstServer prop as the host */

}s

The amghversion field is filled by the underlying PAM service baforamgh_get_sever_list() is called.
ut_amgh_get_sever_list() should verify that amghversion is >= UT_AMGH_VERSION to protect itself
from being deployed on old and potentially incompatible versions of AMGH. If the test fails it should
return UT_AMGH_INCOMRTIBLE_VERSION before accessing other fields in the ut_amghargs or
ut_amghret structures.

ut_amgh_get_sever_list() may use the values of the ut_amgjsastructure to determine the list of hosts

to return to the AMGH service. It should set sgrVist to point to storage containing an array of pointers to
fully-qualified hostnames or IP address strings expressed in the IPv4 stahdatdtion, with a NULL
pointer as its last element. If no suitable hosts are fautndmgh_get_sever_list() should assign NULL

to the serer_list field in the structure ut_amghret. If an error is encountered it should set errorstr in the
ut_amghret structure to a suitable error string, set server_list to NULL and return one alidherror

codes listed bele. ut_amgh_get_sever list() may allocate dynamic storage for use in the ut_amghret
structure, which will be freed by a later callub amgh_free_sever_list().

ut_amgh_get_sever_list() may also return a username. If a NULL username is supplied by the PAM ser
vice and a username is returned it will be used to initialize PAM_USER in the PAM context.

ut_amgh_free_sever_list() frees up ap memory dynamically allocated in the ut_amghret structure. It is
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the responsibility of the calling application tovake ut_amgh_free_sever list() to free the memory
returned byut_amgh_get_sever_list().

RETURN VALUES
Upon successful completion, UT_AMGH_SUCCESS must be returned. In addition, the foll@lueg v
may be returned :

UT_AMGH_INCOMP AT IBLE_VERSION
The version filled in struct ut_amglgarfield amghversion by the customer is not compatible with
UT_AMGH_VERSION value.

UT_AMGH_NO_PERMISSION
No permission to access the back-end database for the server lookups.

UT_AMGH_DB_ERROR
Error accessing the back-end database.

UT_AMGH_NULL_USERNAME
The implementation requires a username to perform its lookup, but the AMGH system was not
configured to pass in a username and hence the ut_amghargs username field was NULL.

UT_AMGH_ERROR
Unknown error encountered by the implementation.

UT_AMGH_NOMEM
Unable to allocate memory.

UT_AMGH_USERNAME_CONFLICT
More than one non-NULL user names found for the token.

NOTES
A reference Makefile and source code for a file-based implementation of the AMGH APisikigea
under /opt/SUNWutref/amgh/, as a learning aid for potential implementors.

SEE ALSO
ut_amgh_script_interfacg3)
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NAME

ut_amgh_script_interface - executable APl for Automated Multi-Group Hotdesking (also known as
Regional Hotdesking)

SYNOPSIS

<user _defined_execut abl e_nanme> < input > out put

i nput :

[ user nane=user nane]

[ t oken=t oken]

[term nal _ci d=nmacaddr]
[termi nal i p_addr=dtu_I P]
[insert _token=t oken]

[ di spl ay=di spl ay_nunber]

out put :

[ user nane=user nane]

[ host =host ]

[use firstserver=true/false]

DESCRIPTION

The Sun Ray Seer Software Automated Multi-Group Hotdesking (AMGH) system utilizes an API to
obtain information about a username and/or a set of servers for a Sun Ray to be directed to. See the
ut_amgh_get_server_list man page for more details.

AMGH also can be configured to run a customer-suppkedutable to produce information for this API.
This man page documents the interface that suckezntable should implement.

The eecutable will be grecuted with no arguments. On its standard input streamir(ged3)), stdin, data
representing the ut_amgharstructure contents will be written. This data will be in the formegifvialue
pairs, one per line on stdihe key rame will be from the beginning of the line to the first character and
continue to the next newline.

Valid lookup keys ae :

user name /* the user name e.g. 'fred */

t oken /* the token id e.g. 'Payfl ex.50045f da00130100" */
termnal _cid /* the canonical terminal id e.g. '|EEE802.0800201e2347 */
termnal _ip_addr /* the terminal ip address e.g. '10.23.146.12 */

di spl ay /* the display nunber e.g. ':12' */

i nsert _token /* the token id inserted e.g. 'Payflex.50045fda00130100" */

/* This is useful in cases where inserted token is different
/* fromthe session token, for eg when the registered policy -
/* is in effect */

Lines containing &ys which are unrecognized should simply be discarded from stdin ancdbetable
should continue parsing the remaining input until EOF is reached.

At that point the eecutable should perform its lookup. If a username is to be returned, it should write a
key/value to standard output (stdout) of the form:

username=USERNAME

where USERNAME is the value returned by the lookup. It may also retymuanber of lines of the form:
host=HOST

where each HOST represents either a fully-qualified hostname or an IP address.
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The script could also return the following values :
use_firstserver=[true | false]

The usage of these options iybed the scope of this man page and will be discussed in details in the soft-
ware documentation. These are documented here for completeness. The return values for these options can
also be a non-zero number (true) or O (false).

ERRORS
If an error is encountered during the lookup, tkecetable may write a descripéi @ror message to stan-
dard error (stderr), which will be included in the error log axit with a suitable error code (see EXIT
VALUES).

EXIT VALUES
Exit values should correspond to the error codes in /Jopt/SUNWut/include/utamgh.h.

If no errors are encountered during the lookup, tlecwgable should exit with a status of 0
(UT_AMGH_SUCCESS).

Note that if the lookup does not produce a match, this is not considered arnetingg case, no stdout
should be generated, and thxeautable should exit with a status of 0 (UT_AMGH_SUCCESS).

If the executable exits with a non-zero exit status, an error will be logged corresponding to the value of the
ext status.

SEE ALSO
ut_amgh_get_sever list(3)
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NAME
utaudio - Sun Ray audio services connection utility.

SYNOPSIS
/opt/SUNWut/bin/utaudio

csh
seterv AUDIODEYV ‘utaudio

ksh
export AUDIODEV="utaudio’

sh
AUDIODEV="utaudio‘;export AUDIODEV

DESCRIPTION
utaudio enables standard Solaris audio services usingtduem(7D) audio device emulator egr. After
connecting to a Sun Ray sessiotgdem(7D) creates a meaudio device for whichutaudio creates dédce
files in the/tmp/SUNWut/dev directory.utaudio then echoes the root device name to standard output, set-
ting the AUDIODEV environment ariable. Standard audio applications can then open teandio
pseudo-device and perform audio play and record operations.

OPTIONS
There are no options fotaudio.

API
Applications that use thiglev/audiointerface may open the device indicated by the AUDIODEWren-
ment variable and use thédJBIO_GETDEV ioctl to determine which audio dee is being usedThe
utaudio driver returns the string "SUNW,CS4231" in the name field ofahéio_devicestructure to indi-
cate compatibility with other Ultra platforms. Thersion field contains "a" and the config field contains
"pseudo."

The AUDIO_SETINFOioctl controls device configuration parameters. When an application modifies the
record.buffer_sizefield using the ADIO_SETINFOioctl, the daemon will constrain it to be non-zero and
up to a maximum of 8180 bytes.

Audio Data Formats
The utaudio daemon supports udaand A-law with 8-bit precision or 16-bit linear PCM atyan
sample rate from 8000 Hz to 48 kHz for one oo thiannels. The Sun Ray standard sampling rate
is 48 kHz as this yields the best qualie input and output data formats for playing and recording
do not hae o match. Some input devices do not provide 2-channel capture, buhdmnels will
be reproduced by duplication in the case wheredvannels are requested and the device supports
only one.

Audio Ports
Therecord.avail_ports andplay.avail_ports fields of theaudio_info structure report thevailable
input and output ports for the currently connected Sun Ray DTU. QdyI@ MICROPHONE
and AUDIO_LINE_IN are supported and most devices willdndoth inputs. The Sun Ray audio
model supports individual volume controls for the two, so it is possible thabhinee setting will
change with input.

For output, AUDIO_LINE OUT is alays selected and does not vha \variable gin.
AUDIO_SPEAKER and ADIO_HEADPHONE are supported and yhshare a legel control. In
general, comfortable settings for the speaker will also be comfortable for headphone use. Either or
both outputs can be selected simultaneodsdtg Sun Ray specification supports a third, automatic
switching mode that is accessed by deselecting both espaakl headphone or by selecting only

line out. Theutsettingg1) command may also be used to control theceés autputs. In automatic

mode, the settings track the physical connection of the headphone.
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FILES
The following files are used:

. /tmp/SUNWut/dev/utaudio/n

Numbered audio data pseudo-device file nodes.
. /tmp/SUNWut/dev/utaudio/nctl

Matching numbered control pseudo-device file nodes.

ENVIRONMENT VARIABLES
utaudio requires the DISPLY environment variable contain ax11(7) display for which the user'ss-
sion has access. This is set-up automatically in the Sun Ray environment.

An alternate dxier emulator or different unit number can be specified in the UT_ADENr@mment \ari-
able.

The results ofitaudio should be placed in the AUDIODEV environment variable.

EXIT STATUS
The following exit values are returned:

0 Normal completion -- daemon back grounded
1 Either the X11 semr, or the session could not be contacted, or theas & problem creating the
new pseudo audio device.
ATTRIBUTES

Seeattributes(5) for descriptions of the following attributes:

Attribute Type Attribute Value
Availability SUNWuUto
SEE ALSO
utsettings(1) X11(7), utadem(7D), audio(71), steamio(71), ioctl(2), priocntl(2), attributes(5), envi-
ron(5)
NOTES

The audio(71) interface does not kia an interface for dynamically changing audio devices such as that
offered by the Sun Ray software. It is not possible to track thermemnt of sessions or changes in audio
hardware using this device interface. Tiaudio daemon makes a best-effort attempt to report changes in
device control ability and to makthe device appear as flexible as possible, matching that ability to the
actual Sun Ray hardware being used.

If a session is disconnected, audio output continues as if there was an actual hardware corveection, e
though no samples are actually being transmitted or playedeGety, audio input stops when there is no
connected device.
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NAME

utauthd - Sun Ray DTU authentication daemon.
SYNOPSIS

lopt/SUNWut/lib/utauthd -b|-e | -n | s
DESCRIPTION

Theutauthd daemon is responsible for authentication and access control for the Sun Ray DTUs attached to
a erver This command should not beeeuted directlylt is invoked by a ystem startup script.

OPTIONS
The following options are supported.

-b Begin eecution of the daemon.

-e End ecution of the daemon.

-n Number of file descriptors to malavailable
-S Signal to send to utauthd

Without arguments, the default-s

FILES
The following files are used by the daemon:

. [etc/init.d/utsvc

This is the system startup script thatdkes the daemon/opt/SUNWut/utsessiond the Session Manager
performs the actual session switching function.

. /etc/lopt/SUNWut/auth.props

The Authentication Managertonfiguration file.
. /etc/lopt/SUNWut/policy/utpolicy

This file determines what poliés used by the Sun Ray server.

To dart the authentication mangéris customary to rurutrestart; howeve, to kill existing user sessions
and restart services, it is preferable to usestart -c.

ATTRIBUTES
Seeattributes(5) for descriptions of the following attributes:

Attribute Type Attribute Value
Availability SUNWuUto

SEE ALSO
auth.props(4), utpolicy(1M), utrestart(1M)
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NAME
utcammigrate - Controlled Access Mode (CAM) application migration utility.

SYNOPSIS
/opt/SUNWut/sbin/utcammigrate [-u] [-t] [-d directory] /opt/SUNWut/shin/utcammigrate -h

DESCRIPTION
The utcammigrate utility may be used to migratisttng CAM configuration to its Kiosk Mode egalent
with the intention of migrating from existing CAM CDE sessions to Kiosk CDE sessions. This migration
includes the creation of Kiosk application descriptors, prototypes, session configuration and application
lists. The migration doestn’nclude support for CDE wrapper scripts.

Without aly arguments utcammigrate will migrate allallable CAM configuration to Kiosk mode equi
alents i.e. Kiosk mode session configuration and application descriptors, prototypes and lists corresponding
to available CAM configureation will be created.

CAM Configuration
You may download and wvie the CAM configuration to be migrated using the comm#omut/SUN-
Wut/shin/utkiosk -e kiosk. If you need to modify CAM configuration prior to migration, you may do so
using the following steps:

. download the configuration to a temporary file using the comnmaptdSUNWut/shin/utkiosk -e
kiosk > /tmp/kiosk.conf

. apply your modifications to the temporary file using &axt editor

. upload the modified configuration using the commaéaopt/SUNWut/sbin/utkiosk -i kiosk -f
/tmp/kiosk.conf

Note on dtsession
CAM and the CDE Kiosk session treat dtsessiofedihtly CAM includes dtsession by default as a CAM
application and dtsession may be remtbfrom a gven CAM configuration. The CDE Kiosk session, on
the other hand, includes, by default, the launching of dtsession from its session script and, as such, dtses-
sion neer needs to be added as a Kiosk applicatiaor. this reason, the CAM dtsession application is
excluded from the various migration agties described bela If a CAM configuration not containing the
dtsession application is migrated, utcammigrate will configure the resulting Kiosk session to ensure that it
does not launch dtsession. Additionaifyyou hare nodified the CAM dtsession prototype and wish to use
your modifications with the CDE Kiosk session, you will need to manually reapply your modifications to
the nev dtsession prototype or add them via a Kiosk application.

Migration of CAM applications and prototypes
For each CAM application defined in the Sun Ray administration database, utcammigrate will create an
equialent Kiosk application descriptaletc/opt/SUNWKio/applicationshameconf where nameis the
Application Profile Name associated with the CAM application. If a descriptor naameédalready ®ists,
utcammigrate will use the nam@grated.nameinstead.

Additionally, any available prototype associated with a migrated CAM application will be migrated and
awailable for use in Kiosk Mode.A prototype for a CAM application namedame available in
Ivar/opt/SUNWut/kiosk/prototypes/namewill be migrated to/etc/opt/SUNWEkio/prototypeshame If a
prototype namedamealready exists, utcammigrate will use the nanigrated.nameinstead.

Kiosk session configuration and application list
utcammigrate will automatically create a Kiosk session configuration/dtie/opt/SUNWkio/cam-ses-
sion.conf identifying the Kiosk CDE session as the selected session.

Additionally, utcammmigrate will create a Kiosk application list file,
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/etc/lopt/SUNWKkio/applications/cam-applications.list identifying all CAM applications enabled in the
Sun Ray administration database. If no enabled applicationyvaiiabke, the application list file will not
be created.

Once migration is complete, utcammigrate will automatically upload the resulting Kiosk session configura-
tion file and application list to the Sun Ray administration database fi thgtion is specified. You may
also manually upload the configuration ay ime by &ecuting the following command:

lopt/SUNWut/sbin/utkiosk -i session -f [etc/opt/SUNWkio/cam-session.conf -A /etc/opt/SUN-
WKkio/applications/cam-applications.list

Alternatively, you may use the Sun Ray administration GUI to select the Kiosk CDE session andiladd a
able applications.

OPTIONS
The following options are supported:

-u Automatically upload angenerated Kiosk session configuration and application list to the Sun
Ray administration database.

Note: In a failover group all servers should be migrated before uploading migrated configuration.

-t Create a tar arche, /etc/opt/SUNWKkio/cam-migrated.tar containing the results of the migration.
This tar file is useful for completing the migration task on other systeunsghthe same CAM
configuration. The steps to do this are:

. transfer the tar file to the target system

. untar the tar file from the directofgtc/opt/SUNWKio
. execute the utkiosk command listed &ko

-d directory

Use the specified directqrinstead ofletc/opt/SUNWEKkio for all created files. Use this option to
migrate data without installing the result of the migration to the local machine. It is not recom-
mended to use this option with thegption, as the generated session configuration isatioft wntil

the migration results are deployed.

-h Print a usage message and exit.

EXIT STATUS
The following exit values are returned:

0 Success
1 Falure

FILES
letc/opt/SUNWKkio/cam-session.conf

letc/opt/SUNWkio/cam-migrated.tar

/etc/opt/SUNWKkio/applications/cam-applications.list
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/etc/opt/SUNWKkio/applicationsappnameconf

Generated files. Can be relocated by usingdtaption.

ATTRIBUTES

Seeattributes(5) for descriptions of the following attributes:

utcammigrate(1M)

Availability

Attribute Type

Interface Stability

SUNWuta
Uncommitted

Attribute Value

SEE ALSO

utkiosk(1M), kiosk(5)

SRSS 4.0

08/01/07



utcapture(1M) SuRay System Administration utcapture(1M)

NAME
utcapture - Capture packet information from the Authentication Manager.

SYNOPSIS
/opt/SUNWuUt/sbin/utcapture -h

/opt/SUNWuUt/sbin/utcapture [ -r ] [ -sserver] [ desktoplD1 desktoplD2. ]
/opt/SUNWut/sbin/utcapture -i filename

DESCRIPTION
The utcapture command connects to the Authentication Manager and monitorsylapaicéets sent, and
packets dropped between the Sun Ray server and the Sun Ray DTU's.

utcapture writes the captured informatiorstdout in the following format:

TERMIN ALID TIMESTAMP T OTAL PACKET TOTAL LOSS BYTES SENT PERCENT LOSS
LATENCY

OPTIONS
The following options are supported.

-h Help for using the command.

-i filename
Use an input file to search for Sun Ray D3 Wiat experienced dropped packets. A file is created
usingutcapture:

# lopt/SUNWut/sbin/utcapture -r > /tmp/filename
The process is allowed to run foweeal minutes or hours. The utcapture command is used again:
# lopt/SUNWut/sbin/utcapture -i imp/filename

The output is only the DTWg'that experienced dropped packets.
-r Write captured data to stdowtesy 15 seconds in vg continuous format.

-sserver
Specify the Sun Ragerverfrom which to capture data. If outside of the domain of the host running
utcapture, the Sun Ray server hostname must be fully qualified. Byuttethe server monitored is
the host runningitcapture.

When no option is specifieditcapture writes tostdout at 15 second inteals if there is ay change in
packet loss or latege@xceeds 10 ms for grSun Ray DTU.

OPERANDS
The following operands are supported:

desktopID
Capture data for the specified Sun Ray DSTtily. Appliances are specified by their Eth-
ernet addressiésktoplD separated by spaces. By default, data for all Tie'dsplayed.

EXAMPLES
Example 1. This command captues data from the Authentication Manager running on localhost
evay 15 seconds and then writes itstdout if there is ag change in packet loss forySun Ray DTU.

% utcapture

Example 2: This command captures data from the éthentication Manager running on localhost
evay 15 seconds and then writes itstoout regardless if there is gnchange in packet loss.

% utcapture
Example 3: This command captues data from the Authentication Manager running on
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netraj118.engeveay 15 seconds and then writes itstolout if there is ag change in pacit loss for DTUS
with the Ethernet address @80020a893clor 080020b34231

% utcapture -s retraj118.eng 080020a893cb 080020b34231

EXIT STATUS
The following exit values are returned:

0 Successful completion
1 Error
ATTRIBUTES

Seeattributes(5) for descriptions of the following attributes:

Attribute Type Attribute Value
Availability SUNWuta
SEE ALSO
utauthd(1M), utdesktop(1M)
NOTES

utcapture does not report packet information for Sun Ray DsTlding firmware versions of 1.1 or less.
utcapture does not report latgrfor Sun Ray DTW wsing firmware versions of 1.3 or less.

When using-r 0.000 will listed for PERCENT LOSS as 0.000 fgery interval that has no loss. When not
using-r this column will be blank. If the output is to be processed by commands that are column oriented,
you must user.This includes using it as input ticapture 4.
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NAME
utcard - Sun Ray server smart card configuration utility

SYNOPSIS
/opt/SUNWuUt/sbin/utcard -afilename

/opt/SUNWuUt/sbin/utcard -d name,version
lopt/SUNWuUt/sbin/utcard -h

lopt/SUNWut/sbin/utcard -I

/opt/SUNWuUt/sbin/utcard -p hame,version
/opt/SUNWuUt/sbin/utcard -r name,version,new-position
/opt/SUNWut/sbin/utcard -u

DESCRIPTION
Theutcard command allows configuration of fifent types of smart cards in the Sun Ray administration
database.

The administrator must first place a configuration file for a specific smartcard ifetthept/SUN-
Wut/smartcard directory This file must hee a.cfg extension. The smartcard definition in tlofg file is
added to the LDAP datastore by using th@ption. When a smartcard definition is added, it is automati-
cally assigned the last position in the probe ordemddify the probe ordeuse ther option.

OPTIONS
The following options are supported.

-a filename
Add the card specified withfilenamethat is in theetc/opt/SUNWut/smartcard directory

-d Delete the card specified wittame version

-h Shaw usage information

-l List all configured cards

-p Shaw the standard properties for the card specified maiine version
-r Reorder the card specified withme version, to new-positian

-u List unconfigured cardsvailable for configuration as determined by thég files in/etc/opt/SUN-
Wut/smartcard

USAGE

Use this command only on a Sun Ray eetthat has been configured for administration byuticenfig
command.

ATTRIBUTES
Seeattributes(5) for descriptions of the following attributes:

Attribute Type Attribute Value
Availability SUNWuUto

SEE ALSO
utconfig(1M)
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NAME
utconfig - Sun Ray server software configuration utility.

SYNOPSIS
lopt/SUNWut/sbin/utconfig [-u][-k][-w]

DESCRIPTION
The utconfig command performs initial configuration of Sun Ray server and supporting administration
frameawork software. Before taking gractions the command prompts the user for configuration parameters
for each of the supporting software packages. The command must be run with superuser privileges.

OPTIONS
The following option is supported.
-u Unconfigure the Sun Ray server and administration software returning the mode of operation back
to the default zero administration mode.

-k Configure or unconfigure only the Sun Ray Kiosk Mode software. Using this option requires that
Sun Ray server and administration software has been configured already.

-w Configure or unconfigure only the Sun RagiAdministration software. Using this option requires
that Sun Ray server and administration software has been configured already.

ATTRIBUTES
Seeattributes(5) for descriptions of the following attributes:

Attribute Type Attribute Value
Availability SUNWuUto

SEE ALSO
Packaging related commands.

utinstall(1M)
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NAME
utcrypto - Sun Ray pwvacy administration utility.

SYNOPSIS
lopt/SUNWuUt/sbin/utcrypto

/opt/SUNWuUt/sbin/utcrypto -a key=value ...
lopt/SUNWut/sbin/utcrypto -d
lopt/SUNWuUt/sbin/utcrypto -e [-f filenamé
lopt/SUNWuUt/sbin/utcrypto -h
/opt/SUNWuUt/sbin/utcrypto -m key=value ...
lopt/SUNWut/sbin/utcrypto -o [-f filenamé

DESCRIPTION
Theutcrypto command allows the administrator to configureamy options for the Sun Ray seaw These
settings include upstreamidostream encryption and upstream/downstream authentication. These settings
will affect all sessions.

utcrypto operations that only display information may be run lyyuaar Operations that change or delete
data must be run as superuser.

OPTIONS
The following options are supported.

-a Add the prvacy settings for all sessions. Tha eption must be follwed by a series déey=value
pairs separated by spacedalid key=value pairs are described b&lolf a value pair is not passed
in, the value for thatdy will be set to a default value.

At least one &y=value pair must be specified.
-d Delete the priacy sttings for all sessions.

-e Take the privacy settings in comma-delimited format frostdin and add/modify the settings for all
sessions. This will be a space-delimited liskef=value pairs. If followed by thef-option and a
filename it will read the settings from a file.

To replicateutcrypto settings, rurutcrypto -o on the "source" seev, then use the stdout string as
an argument tatcrypto -eon the "target" server or servers.

-f Specifies a filename for the er -0 option.
-h Displays the usage message.

-m Modify a privacy settings for all sessions. Thm-option must be followed by a serieskaf=value
pairs separated by spacaélid key=value pairs are described be&lolf a valueis not passed in, the
value for that ley will remain unchanged.

-0 Dump all privacy <ettings in comma-delimited format to stdout. If followed by theption and a
filename the settings will be dumped to the file. If the file specifiedilbpameexists, then a arn-
ing message is generated and the script exits.

If an asterisk (*) appears in the Inherited column, then no value pair was specified, so it has been set
to a hard-coded default value.

To replicateutcrypto settings, rurutcrypto -o on the "source" seev, then use the stdout string as
an argument tatcrypto -e on the "target" server or servers.

The following are valikey=valuepairs:
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ARCFOUR | none| default

enc_down_type

ARCFOUR | none| default

auth_up_type

none| default

auth_down_type

simple | none| default

mode hard| soft | default

utcrypto(1M)

The keyword default for all keys is %t to the value of the dafilt configuration, if it exists. If there a deft
configuration has not been set, then the value is set to hard-coded defaults. The hard-codedldefault v
for the first four leys ae noneandsoft for themodekey.

EXAMPLES

This adds the configuration for upstream ARCfour encryption and simple downstream authentication.

Note: Sinceenc_down_typeandauth_down_typeare not specified, tiggake on he default al-

ues:
# lopt/SUNWut/sbin/utcrypto -a enc_up_type=ARCFOUR auth_down_type=simple

This command modifies the default configuration. Upstream encryption is turheddofiavnstream
encryption is set to ARCfour.

/opt/SUNWuUt/sbin/utcrypto -m enc_up_type=none enc_down_type=ARCFOUR

This command remas the default configuration.
lopt/SUNWut/sbin/utcrypto -d

ATTRIBUTES

Seeattributes(5) for descriptions of the following attributes:

Availability

Attribute Type

SUNWuto

Attribute Value
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utdesktop - Sun Ray DTU administration utility.

SYNOPSIS

/opt/SUNWuUt/sbin/utdesktop
/opt/SUNWuUt/sbin/utdesktop
/opt/SUNWuUt/sbin/utdesktop
/opt/SUNWuUt/sbin/utdesktop
/opt/SUNWuUt/sbin/utdesktop
/opt/SUNWuUt/sbin/utdesktop
/opt/SUNWuUt/sbin/utdesktop
/opt/SUNWuUt/sbin/utdesktop
/opt/SUNWut/sbin/utdesktop
/opt/SUNWuUt/sbin/utdesktop

-a "desktoplD,location,otherinfo

-a

-f filename

-d desktopID

-f filename

"desktoplD,location,otherinfo

-f filename

-c|-g | -w]-ttimeout] ]
{-c|-w|[-ttimeout] }
-i substring

utdesktop(1M)

/opt/SUNWuUt/sbin/utdesktop -0
/opt/SUNWut/sbin/utdesktop -p desktoplD

DESCRIPTION
The utdesktop command allows the user to manage Sun Ray Bhhnected to the Sun Ray server the
command is run on.The information thatitdesktop displays and allows the user to add, edit, or delete is
stored in the Sun Ray administration database. Other information is obtained from the Sun Ray authentica-
tion manager.

utdesktop operations that only display information may be run by @ser Operations that add, edit, or
delete data must be run by the superuser.

OPTIONS
The following options are supported.

-a desktoplD,location,otherinfo
Add DTU with the specified desktop-ID, location, and other information properties. Note that the 3
comma-delimited values should be enclosed within quotes. You must be root to use this option.

-a -f filename
Batch add multiple DT wsing input from the specified filename. The format of each line in the
input file is: desktop-ID,location,other-info. You must be root to use this option.

-d desktopID
Delete the DTU with the specified desktop-ID. You must be root to use this option.

-d -f filename
Batch delete multiple DT’ wsing input form the specified filename. The format of each line in the
input file is: desktop-ID. You may use the output of-theption to feed this option as allgarments
after the first comma are ignored. You must be root to use this option.

-e desktoplD,location,otherinfo
Edit properties for the specified DTU by changing the location and other information properties to
the specified &lues. Note that the 3 comma-delimited values should be enclosed within qootes. Y
must be root to use this option.

-e-f filename
Batch edit properties for multiple DT'wsing input from the specified filename. The format of
each line in the input file is: desktop-id,location,other-info You must be root to use this option.

-h Shaw usage information (this message).
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-l List all DTU’s aurrently registered in the admin database.

-l-c List all DTU’s that are currently connected to the server (and notehah hae keen deleted with
guestion marks in the Location field).

-L-c Listall DTU’s that are currently connected (long format).
-l-g List all currently connected DTE'and the servers tlyeare connected to.

-l -w [-t timeoui
List all DTU’s waiting for a session during the s@heout(short format). The default value of the
timeout is 60 seconds.

-L -w [-t timeou}
List all DTU’s waiting for a session during the s@heout(long format). The default value of the
timeout is 60 seconds.

-| -i substring
List all DTU'’s with desktop IDs that contain the specified substring.

-0 Dump DTU list in comma-delimited format. The format of each line output by this option is: desk-
top-id,location,other-info

-p Shaw desktop properties for the DTU with the specified ID.

EXAMPLES
Example 1: This command clears the location and the other information properties for DTU
080020a85112:

# utdesktop -a "080020a85112,,"

Example 2: This command changes the location and the other orfation properties for DTU
080020a85112 to "SF0O12-2103" and "Johs' Office", respectively:

# utdesktop -e "080020a85112,SF0O12-2103,JokrOffice”

Example 3: This command edits the poperties of multiple DTU’s using input from the file /tmp/desk-
tops:

# utdesktop -e -f /tmp/desktops
Example 4: This command displays all DTUs that contain "a851" in their desktop IDs:
% utdesktop -l -i a851

Example 5: This command lists all DTUS in an ar or state without sessions within the default time-
out:

% utdesktop -l -w

Example 6: For a busy or slav network, this command lists (in long brmat) all DTU’s in an atror
state without sessions for at least fevminutes:

% utdesktop -L -w -t 300
Example 7: This command displays the current properties for DTUs 80020a85112:
% utdesktop -p 080020a85112

FILES
The following file is used:

/etc/lopt/SUNWut/utadmin.conf

ATTRIBUTES
Seeattributes(5) for descriptions of the following attributes:
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Attribute Type Attribute Value
Availability SUNWuta

SEE ALSO

utuser(1M), utadmin.conf(4), the Sun Ray Server Softvead.0 Administrators Guide
NOTES

The-G option has been deprecated. Use-thg option pair instead.
SRSS 4.0 08/01/07 3



utdetach(1) SuRay User Commands utdetach(1)

NAME
utdetach - Detach the current session from the Sun Ray DTU.

SYNOPSIS
/opt/SUNWuUt/bin/utdetach

DESCRIPTION
The utdetach command disconnects the current session from its regpetin Ray DTU. The session is
not destroyed, Ut rather put into a disconnected state. The session can be accessed if the same user token is
presented to the Sun Ray server.

This command is primarilyxecuted by users of the non-smart card mobility feature so as to disconnect
their "mobile" sessions.

The Sun Ray server starts an instancetsifaunch (1M) for each session where a user logs into a Sun
Ray DTU viadtlogin. This makes theitdetach command waailable to users as a hak fquence. The
default hotley fquence is Shift + Pause and can be configured utstainch.propertiesfile.

OPTIONS
There are no options fotdetach.

EXAMPLES
Example 1: This command disconnects the cuent session from the DTU the user is currently using

% utdetach

FILES
The following files are used:

. letc/lopt/SUNWuUt/utslaunch_defaults.properties

site-wide defaults
. “l.utslaunch.properties

users defaults
. letc/lopt/SUNWut/utslaunch_mandatory.properties

site-wide mandatory defaults

EXIT STATUS
The following exit values are returned:

0 Success
1 Falure
ATTRIBUTES

Seeattributes(5) for descriptions of the following attributes:

Attribute Types Attritute Values
Availability SUNWuUto
Stability Level Evolving

SEE ALSO
utslaunch(1M), utslaunch.properties(4)
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NAME
utdevadm - Enable or disable Sun Ray device services.

SYNOPSIS
/ opt / SUNWit / sbi n/ ut devadm

/opt/ SUNWit / sbi n/utdevadm|[ -e | -d ] -s service
/ opt / SUNWit / sbi n/ ut devadm - h

DESCRIPTION
The utdeadm command is used to enable/disable Sun Ray device services. This includesvi¢8B de
connected through USB ports, Embedded serial ports and Internal smartcard readers on the Sun Ray DTU.

After Sun Ray Server Software installation, by default all thecdeservices will be enableditdevadm
command can be used to enable/disable device services only in the configured mode,viadaltles anly
afterutconfig(1M) has been run to aette Sun Ray data store. This is a site-wide propeftiien config-
ured, it affects all units connected to the fagtogroup.

It is required to do a cold restart of Sun Ray services before the changeecdfetatk Whera auccessful
change is made, the command reminds the administrator to restart services using the following command:
/opt/SUNWuUt/sbin/utrestart

utderadm command with no options or arguments shows the current state of the device services.

OPTIONS
The following options are supported:

-e Enables specifiservice
-d Disables specifiservice
-S Specify aservice

internal_serial | internal_smartcard_reader | usb | all

When internal_seriaerviceis disabled, users will not be able to access embedded serial ports on
the Sun Ray DTU. Sun Ray 170 hastenbedded serial ports.

When internal_smartcard_readserviceis disabled, users will not be able to access internal
smartcard reader through PC/SC or SCF iaterffor reading/writing. It does not affect session
access, hotdesking using unauthenticated smartcards.

When uskserviceis disabled, users will not be able to accegsdenices connected to USB ports.
It does not affect HID devices such &sthoard, mouse, barcode reader.

Specifying all will enable/disable all device services.
-h Print the usage.

EXAMPLES
Example 1: The following command shows the current state of the device services.

# lopt/SUNWut/sbin/utdevadm

Sun Ray Device Service Status

internal_serial enabled
internal_smartcard_reader enabled
usb enabled

Example 2: The following command disables usb service.
# lopt/SUNWut/sbin/utdevadm -d -s usb

Example 3: The following command enables usb service.
# lopt/SUNWut/sbin/utdevadm -e -s usb
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ENVIRONMENT VARIABLES

None
EXIT STATUS

SunRay System Administration

The following exit values are returned:

0 onh success

1 on error

FILES
None

ATTRIBUTES

Seeattributes(5) for descriptions of the following attributes:

utdadm(1M)

Availability

Attribute Type

Interface Stability

SUNWuto

Attribute Value

Public Evolving

SEE ALSO

utrestart(1M), utconfig(1M)
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NAME
utdevmgrd - Sun Ray device manager daemon.

SYNOPSIS
lopt/SUNWut/lib/utdevmgrd [ -a authlist] [ -c authfile] [ -d ] [ -k authprops] [ -0 optroot] [ -p port]
[-r] [ -ssidfile] [ -t]

DESCRIPTION
The utdevmgrd daemon is responsible for berkng devices that are attached to Sun Ray BTad' he
interconnect fabric for the purpose of remotely accessing the devicewifuss/services. It is also respon-
sible for approving servicesg&ping an imentory of devices and their controlling services, and locating
devices on the interconnect.

If either the-a or the-c option is specified, the device manager daemon operatkssieely in call-back
mode. In this mode, the device manager only communicates to authentication managers xphtitye e
enabled byauthlistor authfileand that hee requested a call-back. The call-back feature provides a mecha-
nism by which the device manager and the authentication manager establish eaxtettity.

The optroot directory (de&ult /tmp/SUNWULt) is shared with other Sun Ray server components. Primarily
it provides the location for a compatible device tree for each Sun RaysiEWces in thesessionsand
units subdirectories.

The units subdirectory contains a directory for each DTU on the interconnect named by the @&’
number Within an DTUS drectory, there are theafmiliar dev and devicesdirectories that list logical
names for devices and geographically hierarchical names for devices.

The sessiondirectory contains symbolic links into thlevicesdirectory that indicate which sessions are
connected to which Sun Ray DT™J'The symbolic links are named after the Xtldws server display
corresponding to a ussr&ssion by display number only (in other words, after removing the server name,
which is alvays a name local to the current host, and the screen numbers). TkeDUSBLAY environ-

ment variable can then be used to find the devices on the 'current’ DTU. TheURBEVROOT envi-
ronment variable achies this, and can be used to findvabes that are 'currently’ accessible. Ttyatroot
directory also includes the named pipe with which thécdemanager communicates to devicevarser-

vices and theession_infadirectory which contains user information important to internal workings of the
device manager.

The device managerosks within a Sun Ray server group environment, which enables rapid switching to
other servers and user load distribution. In order for device managers on each server in a group to commu-
nicate, the device manager must gain access to the group signature file. If the signature does not match the
one used by other device managers in the group, then grouping will fail and not all devices onalrDTU’

the interconnect will bevailable on the sewr, including devices on some DTdJbeing used by users on

the server.

Normally, the deice manager finds the group signature file by looking into the authentication manager’
configuration file fetc/opt/SUNWut/auth.props), but this can be changed by using thand-k options. If

-sis specified, thesigfileis read and used as the group signaturé i specified, then thauthpropsfile

is scanned for thgmSignatureFilekey and the listed file is used for the group signature.

Error messages fromtdevmgrd are logged usingyslod3), with a facility value of LOG_DAEMON.

OPTIONS
The following options are supported.

-a authlist
Add the host and port pairs specifiedaurthlistto the list of allowed authentication managers. The
format ofauthlistis a comma separated listtidstnameport pairs.

-c authfile
Add the host and port pairs specified in the ASCIldilghfileto the list of allowed authentication
managers. The file contains a list of authentication manager specifications, one per line. The specifi-
cations tak the form of hostname followed by port numbgparated by white space. Blank lines
and awy line whose first printable character i#'“are ignored.
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FILES

-d Enable debugging output.

-k authprops
Set the location for the authentication managerhfiguration file toauthprops This file is used to
find the group signature file in case #igfile key was not specified. The aefit for this parameter
is /letc/opt/SUNWut/auth.props The ley in this file that specifies the group signaturgnsSigna-
tureFile.

-0 optroot
Set the device information root directorydptroot This directory contains the service nanpéuok,
and theunits, sessionsand session_infadirectories.optrootis generally shared with other Sun Ray
server components.

-p port
Set the device managellisten port to the specified port value. Theide manager defaults to port

7011. This is the port by which device services and authentication managers contaeicthe de
manager.

-r Automatically restart the device manager daemon ikitseWith this option, the device manager
daemon creates twprocesses: a child that performs all the actual work and a parent monitoring
process. The parent process will restart a child if the previous one exits. This ertileg sef
vices to re-attach to awechild device manager.

-s sigfile
Set the path of the group signature fileitgfile

-t Test mode. Relax checking for error returns for files that are root access. Could cause unpredictable
results on an operational device manager in case of true failure.

The following files are used:

/etc/lopt/SUNWut/auth.permit
The customary location of tlauthfilefor a system.

tmp/SUNWut
The customary location for temporary files used by Sun Ray enterprise server managers, designated
by optroot

tmp/SUNWuUt/.utdevmgr
The named pipe used for communication between the device manager and desricerglices.

tmp/SUNWuUt/units
The directory containing &e&e directories for each DTU. The directory names are after the DTU’
serial numbers. Each directory contairdea directory and aevicesdirectory.

tmp/SUNWuUt/sessions
The directory containing links to DTH1n the units directory named by X-Whdows display nhum-
ber for each session. These links change as usersfrom one Sun Ray DTU to another.

tmp/SUNWuUt/session_info
The directory containing information internal to the device manager for handling session mobility.

/etc/lopt/SUNWut/auth.props
The customary location of theuthpropsfile containing the authentication manager settings. The
device manager looks for the gmSignatureFidg o extract the location of the group signature file.

/etc/lopt/SUNWut/gmSignature
The customary location of treggfilefile containing the group signature.

ENVIRONMENT VARIABLES

The following environment variables are used:
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DISPLAY

SurRay System Administration

utdevmgrd(1M)

Use to get the default X-Windows display number from within the sigevironment.

UTDEVROOT

Use to get the devices for the current session from within thes gaeironment.

ATTRIBUTES

Seeattributes(5) for descriptions of the following attributes:

Availability

Attribute Type

SUNWuto

Attribute Value

SEE ALSO

utauthd(1M), syslog(3) syslogd(1M) syslog.conf(4)
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NAME
utdisk, utdiskctl - Sun Ray Mass Storage device and controlleredsi

SYNOPSIS
$UTDEVROQT/dev/dsk/partition_name

$UTDEVROOT/dev/rdsk/partition_name

DESCRIPTION
The utdisk andutdiskctl drivers provide thedkio(71) interface to mass storage devices connected to Sun
Ray appliances (DTUSs).

The actual interface to the DTU for each of theseetsiis through the Sun Ray interconnect via the
utstoraged(1M) daemon.

Theutmountd(1M) daemon mounts devices with OS-recognizable filesystems on them.

API
Applications open a device link created bistoraged Links to rav device nodes are created in the
$UTDEVROOT/dev/rdsk directory Links to block device nodes are created in SIdTDEV-
ROOT/dev/dskdirectory.

Device nodes created ystoraged comply with thedkio(71) interface. Hardware limitations in mass stor
age devices may prent compliance with these interfaces.

I/O requests to the dice must be aligned on a 512-byte boundang all I/O request lengths must be in
multiples of 512 bytes. Requests that do not meet these requirements will trigdsivVah. error.

DEVICE STATISTICS SUPPORT
Each device maintains 1/O statistics for all partitions allocated for thiatedd-or each partition, the der
accumulates reads, writes, bytes read, and bytes written. Teeadko initiates hi-resolution time stamps
at queue entry andit points to enable monitoring of residence time and cumvelasidence-length prod-
uct for each queue. Statistics are disabled by defatliay enabled in the utdiskctl.conf configuration
file.

IOCTLS
Refer todkio(71).

ERRORS
EACCES Permissiodenied.

EBUSY  Thepartition was opened exclusly by another thread.
EFAULT  The argument features a bad address.

EINVAL Invalid argument.

ENOTTY Thedevice does not support the requestetl() function.
ENXIO Thedevice did not exist when attempting operation.
EAGAIN Resourcegemporarily ungailable.

EINTR A signal was caught during thgeeution of theioctl() function.
ENOMEM Insuficient memory.

EROFS Thedevice is read-only.

EPERM Insuficient access rights.

EIO An /O error occurred.

CONFIGURATION
The utdisk andutdiskctl drivers can be configured by defining properties inutdiskctl.conf file. The
following properties are supported:
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utdebug
The utdisk andutdiskctl drivers log errors to the system messages file. The value of the
utdebug property determines thevid of detail in the messages that are logged.

utdebug can accept the following values:

0 log errors only

1 log warnings

2 log error and warning details
3 log instance and device info
4 log operational sequence info
5 log everything else

The default value of this property is 2. Logging cannot be disabled.

utkstats
Settingutkstats=1 causesautdiskctl to maintain I/O statistics for partitions. Set thadue
to zero to preent the drver from recording partition statistics. This slightly reduces the
CPU overhead for 1/0, minimizes the amount 4r(1) data collected, and makes these
statistics uneailable for reporting byostat(1M), even though thep/-P option is specified.
The default value for this property is 0.

FILES
The following files are used:

. /usr/kernel/drv/utdiskctl.conf

Driver configuration files.
. /varladm/messages

System messages file.
SUTDEVROOQT/dev/dsk/name

Block interface to disk or partition.
SUTDEVROOQT/dev/rdsk/name

Raw interface to disk or partition.

Wherenameis a string descripte d the device type with a ¥ denoting the partition number or UNIX
slice number.

EXAMPLES
Example 1: Zip disk with PCFS filesystem (SPARC Platform)

The block device link for the Zip disk isvgn by SUTDEVROOT/dev/dsk/zip1s2

The rav device link for the Zip disk is gien by $UTDEVROOT/dev/rdsk/zip1s2
Example 2: Hard disk with 1 UFS slice numbered 6 (SPARC Platform)

The block device link for the backup slice isej by SJUTDEVROOT/dev/dsk/disk1s2
The rav device link for the backup slice is\gn by SUTDEVROOT/dev/rdsk/disk1s2
The block device link for the slice 6 isvgh by SUTDEVROOT/dev/dsk/disk1s6

The rav device link for the slice 6 is gen by SUTDEVROOT/dev/rdsk/disk1s6
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Example 3: Zip disk with PCFS filesystem in the first partition (IA platform)

The block device link for the Zip disk isvgn by SUTDEVROOT/dev/dsk/zip1p0

The rav device link for the Zip disk is gien by SUTDEVROOT/dev/rdsk/zip1p0

The block device link for the first partition isvgh by SUTDEVROOT/dev/dsk/zip1pl
The rav device link for the first partition is gen by SUTDEVROOT/dev/rdsk/ziplpl
Example 4: Hard disk with 1 UFS slice numbered 6 in the third partition (IA Platform)
The block device link for the full disk is\gin by SUTDEVROOT/dev/dsk/disk1p0

The rav device link for the full disk is gien by $UTDEVROOT/dev/rdsk/disk1p0

The block device link for the third partition isvgh by SUTDEVROOT/dev/dsk/disk1p3
The rav device link for the third partition is gen by SUTDEVROOT/dev/rdsk/disk1p3
The block device link for the backup slice isej by SUTDEVROOT/dev/dsk/disk1s2
The rav device link for the backup slice is\gn by SUTDEVROOT/dev/rdsk/disk1s2
The block device link for the slice 6 isvgh by SUTDEVROOT/dev/dsk/disk1s6

The rav device link for the slice 6 is gen by SUTDEVROOT/dev/rdsk/disk1s6

ENVIRONMENT VARIABLES
UTDEVROOT points to a symbolic link of the device root for the Sun Ray appliance associated with a
users fssion.

ATTRIBUTES
Seeattributes(5) for descriptions of the following attributes:

Attribute Type Attribute Value
Availability SUNWautstk
MT-Level Safe
SEE ALSO
utstoraged(1M), utmountd(1M), utdiskadm(1M), dkio(71), iostat(1M), sar(1)
WARNINGS

Users are strongly advised to use tit@iskadm(1M) command to prepare theuilee for remea before
unplugging the device or disconnecting their session.

NOTES
Users hae acess rights only to storage devices connected to the Sun Ray DTU on which their session is
active and only for as long as it is aetl When the session is disconnected from the Sun Ray DTU whether
through logout, hotdesking, server switching, oy aether reason, ownership of the storage device is lost
and all pending data transfers are aborted. This can result in the filesystem on the media getting corrupted
and data getting lost.

On the SPARC platform, only the first partition on disks with multi{€ partitions is mounted.
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NAME
utdiskadm - Sun Ray Mass Storage device management utility

SYNOPSIS
/opt/SUNWuUt/bin/utdiskadm -c device_name

/opt/SUNWuUt/bin/utdiskadm -e device_name
lopt/SUNWut/bin/utdiskadm -h

/opt/SUNWut/bin/utdiskadm -I [-a]
/opt/SUNWut/bin/utdiskadm -m partition_namd-p mount_path
/opt/SUNWut/bin/utdiskadm -r device_name
lopt/SUNWut/bin/utdiskadm -s [-a]
lopt/SUNWut/bin/utdiskadm -u mount_path

DESCRIPTION
The utdiskadm command allows the user to perform administration tasks on mass stovages d®n-
nected to the Sun Ray DTU with which the current login session is associated. This command does not
work on devices belonging to yather user except for some optionsikable only to root. It also cannot
be used on devices connected directly to the Sun Ray server.

OPTIONS
The following options are supported.

-c device_name

Check device for existence of media
-edevice_name

Eject media from devices with renable media
-h

Shaw usage information

-l

List all storage devices of current session and their mount points. This option willtisho
device_namepartition_nameandmount_pattor a device.

-l -a

List all storage devices of on system. This option combination can be used by root only
-m partition_name

Mount partition partition_name on default mount poiniiTDEVROOT/mnt.
-m partition_name-p mount_path

Mount partitionpartition_nameon directorymount_path

-r device_name

Prepare devicdevice_naméor removal by unmounting all its partitions

-s

List stale mount points for which physical devices do not exist

-s -a

List stale mount points on entire system All stale mount points on the Sun Ray server are dis-
played. Only root is allowed to use this option.

-umount_path
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Unmountmount_path

EXIT STATUS
The following exit codes are returned:
0
The operation was successful
1
The operation &ws unsuccessful
FILES
The following files are used:

$UTDEVROOT/dev/dsk

utdiskadm(1)

The directorycontaining links to block déce namesfor eachpartition on the device.

$UTDEVROOT/dev/rdsk

The directorycontaining links to na device namesfor eachpartition on the device.

ENVIRONMENT VARIABLES

UTDEVROOT points to a symbolic link of the dige root forthe Sun Ray appliance associated with a

users sssion.

DTDEVROOT points to a temporary directory associated with the sisession. The directory’lifetime
is equal to the lifetime of the login session. It is reed along with its contents, when the user logs out.

ATTRIBUTES
Seeattributes(5) for descriptions of the following attributes:

Attribute Type

Availability SUNWutsto

Attribute Value

SEE ALSO
utmountd(1M), utstoraged(1M), utdisk(7D)
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NAME
uteject - Sun Ray Mass Storage media eject utility

SYNOPSIS
/opt/SUNWuUt/bin/uteject device_name

DESCRIPTION
The uteject command has the same functionality as utdiskadnit-ejects media from remvable media
devices associated with the usedurrent Sun Ray session. If a filesystem is mounted on the device, the
eject operation attempts to unmount it first.

OPTIONS
The following options are supported.

device_name
Eject media from device_name

EXIT STATUS
The following exit codes are returned:

0

The operation was successful

1

The operation &ws unsuccessful

FILES
The following files are used:

$UTDEVROQOT/dev/dsk

The directorycontaining links to block déce namesfor eachpartition on the device.
$UTDEVROOT/dev/rdsk

The directorycontaining links to na device namesfor eachpartition on the device.

ENVIRONMENT VARIABLES
UTDEVROOT points to a symbolic link of the diee root forthe Sun Ray DTU associated with a user’
session.

ATTRIBUTES
Seeattributes(5) for descriptions of the following attributes:

Attribute Type Attribute Value
Availability SUNWutsto

SEE ALSO
utdiskadm(1M), utmount(1M), utumount(1M), utmountd(1M), utstoraged(1M), utdisk(7D)
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utfwadm - Sun Ray DTU firmware version management.

SYNOPSIS

lopt/SUNWut/sbin/utfwadm -A {-a|-eenetAddq [ -f firmware] { - nintf | -N subnetwork -V }[-d ][
-F1[-u][-ifilenamg] ...

lopt/SUNWut/sbin/utfwadm -D {-a|-eenetAdd}{ - n interface| -N subnetwork -V} ...
lopt/SUNWut/sbin/utfwadm -P[-V ]
lopt/SUNWut/sbin/utfwadm -R

DESCRIPTION

The utfwadm command manages firmware upgrades to Sun Ray DThis.DTUs are capable of loading
firmware upgrades and programmingvrifeemware into their flash FBM (Programmed Read-Only Mem-

ory).

When a DTU is powered on, the firmware obtains an IP address and other configuration information using
the DHCP protocol. Part of the configuration information is a firmware version iderififieis identifier

does not match the DT existing firmware, the DTU initiates an upgrade which replaces the current
firmware with the ne version.

The utfwadm command must be run when awnrmware version is installed to update the firane/\er-
sion identifier and force the DTUs to load thevneersion on their next power cycle. utfwadm ao
firmware identifiers to be set on either a-petwork or per-unit basis enabling firmware upgrades to be tar
geted at entire Sun Ray subnetworks or individual DTUs.

In the SRSS 3.1 release, amnmechanism has been introduced to manage famwithout using DHCP

alone. With increased deployment of Sun Rays remote from their servers, it became difficult to supply
DHCP parameters from the server to the Sun Rlays, a diferent mechanism that uses TFTP to access a
firmware configuration file on the firmware server waglbped. This mechanismvalves the creation of
Modelparms orModel.<MAC>.parms files for the firmware files corresponding to each SunMrelel

(e.g., ‘CoronaP1l) that utfwadm installs in theltftpboot directory The files containingcMAC> are unit-

specifi, where<MAC> is the value defined using theoption.

The modifications tatfwadm to support this ha been made, and avfeadditional options hee been

defined to support control of firmware downloads through the creation of these configuration files. These
options allev the forcing of a firmware downgrade where that would normally beveméed, the generation

of only these files, without updating DHQRe use of the frameulfer to hold the downloaded firnare

file, and the inclusion of an additional file that specifies parameters other than firmware related ones, such
as a list of servers to choose from.

It is possible to determine the firmware versions that\aitable and in use by each Sun Ray connected to
the current serveBee theutfwload(1M) command.

. In the/tftpboot directory are the firmware filesoVerify the version of a firmware file, type:

lopt/SUNWuUt/lib/Izd < /tftpboot/ firmware-filenamég what
. To identify the version of firmware that a particular Sun Ray DTU is using, type:

lopt/SUNWut/sbin/utdesktop -pdesktoplD

WheredesktoplDis the full MAC address. @ display the MAC address, press the three audeykon he
Sun Ray DTU kyboard simultaneously.

The Sun Ray subnetworks mustvlaleen previously set up using th@adm(1M) command. The
utfwadm command is run under super-user privileges.
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OPTIONS
The following options are supported.

-A Add a unit or units to the list of DTUs to be upgraded. Please noteATdtion must be follaved
by either thea or -e suboption.

-D Remwe the defined DTUs from the list of units to be upgraded. This option causes tharfrmw
version identifier to be unset. Please note: Theption must be followed by either th&er -e sub-
option.

-a Add or delete all units from the list of DTUs to be upgraded.

-e enetAddr
Apply the operation to only the specified unit with Ethernet addresa 4y enetAddy where all
six hex bytes of the address are specified.

-f firmware
This option gves the pathname for the firmware to be downloaded to the DTUismiivare refers
to a file, the hardware version is extracted from the version string within the file, and the file is
copied to thetftpboot directory to be denloaded only to that version of the hardwardirthware
refers to a directorythen all files in the directory are copied to ftigpboot directory with their er-
sion strings appended. If theoption is not gien, a default location is used.

The 4.0 release of Sun Ray firmware is split into tarieties: one supports awmeapability that allavs
limited local configuration of the Sun Raynd the other does not. The dek path installs firmware with-
out the configuration capabilityo install the firmware that allows configuration, use tHe/dpt/SUN-
Wut/lib/firmware_gui" option.

-N subnetwork
Apply the given operation to units attached on the speciathnetwork Multiple subnetwrks
may by gven. It can also specify the speciadykord all to apply the operation to all configured
Sun Ray subnetworks.

-N all Apply the given operation to all subnetworks.

-n intf Apply the gven operation to units connected to the Ethernet iataintf. Multiple interfaces may
be given, or the specialdyword all, which applies the operation to all configured Sun Ray-inter
faces.

-V With -A, generate theparms files, but do not update DHCMote that this option should not be
used if DHCP is still being used to provide firmware parameters to DTUs with olddienwith
-P, include a listing of the versions specified in fh@rms files.

-F Force the Sun Rays to download this firmwakenehough thebarrier for this firmware is less than
thebarrier defined in the current firmware.

-u Turn on firmware load through the frameffer. This is primarily for debgging purposes, to sio
the progression of the firmware loading process.

-i parmfile
Include the values contained parmfileat the end of theparms file for each firmware model. The
key/value pairs are currently restricted to the specification of siselist as ‘severs=<name
list>" and a selection order a@sélect=inorder’ or “select=randoni. These values are notved
across succes@ invocations of this command, so to retain them, theption must be specified
each time.

-d Explicitly disable firmware download by creatinmarms files with version=_NONE , used with
-A. This is different from B which remees the .parms files completelyThis is most useful withe-
to prevent a particular Sun Ray from being upgraded. It also makes sense to use this to disable
firmware upgrade completeljut provide a server list using thieoption.

-nall Apply the gven operation to all interfaces.
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-P This variant of the command prints out the¥sion to which each domain should be upgraded on the
next power gcle. A domain may be either an interconnect subnet or individual DTU. If it is a sub-
net, then thdntf column lists the interface device. If it is an widual DTU, then its Ethernet
address is gen in the Domain column, and théntf column contains the interface name.\ffis

SurRay System Administration

specified, the versions from tharms files are printed.

-R Remawe the firmware files that were copied into the boot directory.

The-z option is RESERVED for use by the Sun Ray server software and should not be used.

FILES

The following files are used:
. /var/dhcp/dhcptab

File or NIS+ table

. /tftpboot

Default location of firmware boot file

ATTRIBUTES

Seeattributes(5) for descriptions of the following attributes:

Attribute Type Attribute Value
Availability SUNWuUto
SEE ALSO
dhtadm(1M), dhcpconfig(1M), what(1), dhcp(4), dhcp_network(4), dhcptab(4), attributes(b),

utadm(1M), utdesktop(1M)
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NAME

utfwload - Provide a compact summary of sessions and firmware maintenance.
SYNOPSIS

lopt/SUNWut/sbin/utfwload [-a] [-I] [-L][-H]
DESCRIPTION

Without an argument, theéfwload command provides the display humber of the current session for each
connected Sun Ray in use, as well as the logged-in I@setdress, and firmare reision level. Options

allow forcing thedownload of firmvare to Sun Rays that are not running the curkemgion supplied by

the Sun Ray server.

Note:

utfwload upgrades Sun Rays thatveaeen loaded with firmware from the SRSS 2.0 114880-04
patch or later or from SRSS 3.0 anfhis command cannot force an upgrade of earlier firmware.

OPTIONS
The following options are supported.
-a In combination with other options, this optiaontrols theselection of Sun Rays @essions to

display Withouta , only sesssions that @ logged in users are displayeditita, all sessions or
Sun Rays are displayed, and those with no logged in ugerhaer id field of "??2??".

-l,-L  With utfwload, force Sun Rays that aneot runningthe \ersion of firmware installedn the cur
rent server to upgrade. The command compares the "SystesioV' asprovided by running
utfwadm -P with the value that would be displayed withlf the \ersion is different, a denload
is forced. Thel-form of the command forces loading only on Sun Rtheat are connectetb ses-
sions with no user logged in, while tHe form forces a download on all Sun Rays that are out of
date. This option isvailable only to users with root privileges.

-H Output column headings almte regular output.

ATTRIBUTES
Seeattributes(5) for descriptions of the following attributes:

Attribute Type Attribute Value
Availability SUNWuUto

SEE ALSO
utwho(1M), attributes(5)
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NAME
utfwsync - Synchronizes Sun Ray DTU firmware downloads.

SYNOPSIS
Jopt/SUNWut/sbin/utfwsync [-d ] [ -v]

DESCRIPTION
The utfwsync command refreshes the firmwarevdeon the Sun Ray DTUs (DTUs) with the deidt
firmware version for the current Sun Ray Server Softrware release and pelich feen forces all the Sun
Ray DTUs connected to that Sun Ray server to restart. If the Sun Ray server is paitbedéragfoup, then
all Sun Ray DTUs within theaflover group are forced to restart. The result is that each DTU triesato-do
load the latest firmware offered by the primary Sun Ray server as it restarts, as described in the
utfwadm(1M) man page.

This command is intended for use after safsvupgrades or afterwdirmware has been installed on all
hosts as part of a patch.

As the commandxecutes, access to user sessions is interrupted, but the sessions are not lost and are
returned after the command completes.

The command must be run with superuser privileges.
OPTIONS
The following option is supported.

-d Disables system reconfiguration and forces all connected DTUs to load the currently conégured v
sion of the firmware. The currently configured version of the famwmay or may not be the
default version for the current release and patefi.le

-V Verbose mode. Additional messagegading what is being done are writtenstolout.

ATTRIBUTES
Seeattributes(5) for descriptions of the following attributes:

Attribute Type Attribute Value
Availability SUNWuta

SEE ALSO
utgstatus(1M), utauthd(1M), utfwadm(1M), utinstall(1M)
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NAME
utgroupsig - Sets the group signature for Sun Ray servers in av&igroup.

SYNOPSIS
lopt/SUNWut/sbin/utgroupsig

DESCRIPTION
Theutgroupsig command sets the failer group signature.

The utgroupsig command prompts for the wesignature twice. The group signature file is at least 8 bytes
long and has similar contentvdisity characteristics as required jpgsswd(1)

The signature is stored in clear in the location specified imukte props file with the gmSignatureFile
property The group signature file is created with owrgest and mode 600 (read-write by root).

OPTIONS
There are no options for this command.

FILES
The following files are used:

. /etc/lopt/SUNWut/gmSignature

Sun Ray group signature default file.
. /etc/lopt/SUNWut/auth.props

Sun Ray authentication properties file.

EXIT STATUS
The following exit values are returned:

0 Success

1 Invalid input to command.

2 Unexpected failure. Signature file unchanged.
ATTRIBUTES

Seeattributes(5) for descriptions of the following attributes:

Attribute Type Attribute Value
Availability SUNWuta

SEE ALSO
utrcmd(1M), passwd(1M) auth.props(4)
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NAME
utgstatus- Display failover group status.

SYNOPSIS
lopt/SUNWut/sbin/utgstatus [ -s hostnamég

DESCRIPTION
The utgstatuscommand allows the user to wig¢he failover group status information for the local senor
for the named seer. The information that the command displays is specific to thaesatvthe time the
command is run.

utgstatusdisplays information only and so can be run by @ser.

OPTIONS
The following option is supported.

-shostname
Display all the faileer group status information for the specifiegistname

EXAMPLES
Example 1: This command displays the faileer group status for the local Sun Ray sefer

% /opt/SUNWuUt/sbin/utgstatus

Example 2: This command displays the faileer group status for the sever sunray3:

% /opt/SUNWuUt/sbin/utgstatus -s sunray3

Information returned from this command lookseltke following for a typical LAN-based configuration:
Or like this for a typical interconnect-based configuration:

host flags interface flags
192.24.0.0/24

sunray3 TN 192.24.0.136 AM
sunrayl T 192.24.0.93 W&-

sunray2 TN 192.24.0.95 BM
sunray-sras TN 192.24.0.96 U--

For proper viewing, mag aure the winda is wide enough.
Explanation ofutgstatusinformation:

The Network/Netmask values are denoted in CIDR (Classless Inter Domain Routinggkreedaress nota-
tion, where the initial value (192.24.0.0) is the network address itself and the '/24’ suffix signifies the num-
ber of bits that are the natvk identifier of the address. The remaining 8 bits are for specific host addresses.

Host Status Flags

T Trusted — The trusted hosts are members of #iigver group because tlyeshare the same
group signature.
N oNline — The server is configured to participate in load balancing (see the utadm man page

for a description of the -n option).
Interface Status Flags

U Up — The interface is currently reachable by this host.
Available — The interface isvailable for Sun Rays to connect to it and get service.

>

M Managing - The interface is configured to manage Sun Rays on its local subnet (in other
words, utadm -a was run to configure the interface for Sun Ray service).
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In the first example alve, al hosts are part of the samaléver group. All hosts ht sunrayl are "online",

which means thewill participate in creating in normal session creation. sunrayl is "offline", which means

it will not participate in session creation during load balancing for &ilm/&ér group, although sessions can

still be created on it, either explicitly through the useitsfvitch or utselect -R or implicitly if all other

seners are down. The LAN interfaces for all of the hosts are Up, anditadiuinray-sras arevailable to

Sun Rays (sunray-sras did noveatadm -arun to configure its interface for Sun Ray service, and it does
not have dlowLANConnections=true set in auth.props. It is a dedicated SRA%rséw the &ilover

group). Both sunray2 and sunray3 are Managing Sun Rays, betadse-a was run for their LAN inter

faces. Thg will offer DHCP parameters and possibly addresses during the Sun Ray bootup phase for Sun
Rays on their local subnets.

In the second>@ample abwe, al of the hosts are Trusted and Online, meaning that\hk all participate

in failover and load balancing for theirvailable interices. 193.25.0.0/24 is the LAN network, and the
other networks are Sun Ray interconnects. All of the LAN iate$ are Up, meaning that {tege reach-

able, lut none are ¥ailable for Sun Ray service, and none are Managing Sun Rays on the local subnet. All
of the interconnect interfaces are Up andikable, and all are Managing Sun Rays.

SEE ALSO
utadm, auth.props, utswtich, utselect

ATTRIBUTES
Seeattributes(5) for descriptions of the following attributes:

Attribute Type Attribute Value
Availability SUNWuta
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NAME
utinstall - Sun Ray Server Software installation, upgrade, and velhodility.

SYNOPSIS
/cdrom/cdromO/utinstall [ -a admin-file] [ -d media-dir] [ -u] [ j jre ]
Jopt/SUNWuUt/sbin/utinstall [ -a admin-file] [ -d media-dir] [ -u] [ -j jre ]

DESCRIPTION
The utinstall command installs, upgrades, and reesoSun Ray Sergr Software. All software required to
support the Sun Ray server is installed.

The utinstall command is run under superusewieges and prompts the user before taking astion.
The use of defaults is recommended.

OPTIONS
The following options are supported.

-a admin-file
Instead of the default, useimin-fileas the admin file fgpkgadd operations (sepkgadd(1M)).

-d media-dir
Instead of the default, useedia-diras the installation media root directory.

-j jre Instead of the default, use the particular jre specified in the argument.
-u Remawe mreviously installed Sun Ray Server Software.

ATTRIBUTES
Seeattributes(5) for descriptions of the following attributes:

Attribute Type Attribute Value
Availability SUNWauLi

SEE ALSO
patchadd(1M), patchrm(1M), pkgadd(1M), pkgrm(1M), admin(4)
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NAME
utkiosk - manage configuration for Sun Ray Kiosk Mode

SYNOPSIS
lopt/SUNWuUt/sbin/utkiosk -i name -f file [-A applist-fild

/opt/SUNWuUt/sbin/utkiosk -e name [-5]-a]
lopt/SUNWuUt/sbin/utkiosk -d name
Jopt/SUNWut/sbin/utkiosk -h

DESCRIPTION
The utkiosk tool is used to manage Kiosk Mode configuration stored in the Sun Ray administration
databaseutkiosk allows storing, retrieving and deleting kiosk configuration data.

The data stored bytkiosk is instantly applied to mdy started Sun Ray Kiosk Mode sessions.efable
Kiosk Mode for Sun Ray sessions, use-theption to theutpolicy tool.

Kiosk configuration consists of a session configuration file, that references an installed kiosk session
descriptor as well as an optional application list. The session configuration file must be in the ses-
sion.conf(4)format, as processed by the kioskconfig(1Mjpol. TheKIOSK_SESSION_APPLISEtting

cannot be used here. Instead an application list for application container sessions can be specified as a file
using the A option. The application list will be embedded in the stored settings rather than maintained as a
file reference.

In addition to the commonsession.conf settings, you can use th&lOSK SESSION_TIME-
OUT_DETACHED setting to specify a timeout (in seconds) after which a disconnected kiosk session will
be terminated.

OPTIONS
The following options are supported.

-a Export only the application list contained in the configuration enthe -a option cannot be used
together with s.

-A applist-file
Import an application list frorapplist-file

-d name
Delete the kiosk configuration entry nameaefrom the datastore. Kiosk Mode is disabled, if the
sessiorentry is deleted.

-ename
Export the kiosk configuration entry namesimefrom the datastoreBy default a complete session
configuration is exported. A configured application list is embedded irxflueted session configu-
ration asKIOSK_SESSION_APPLIST entry. The s and a options can be used to separately
export the session configuration and application list.

-f file Specify the file from which session configuration is read.
-h Print a usage message and exit.

-i name
Import session configuration into the kiosk configuration entry namaetkin the datastore. Con-
figuration consists of a session configuration file and an optional application list.
If the session configuration file contains a non-enifdSK_SESSION vaue, but does not con-
tain aKIOSK_ENABLED vaue, KIOSK_ENABLED=yes is implied for the resulting configura-
tion.

-S Export the session configuration without pglar enbedded application list. The output does not
contain aKIOSK_ENABLED or KIOSK_SESSION_APPLIST setting. Thes option cannot be
used together withe:
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OPERANDS
name The name of the kiosk configuration entry in the datastore. Thewfodoentries are currently
defined for Sun Ray Kiosk Mode:

session
Thesessiorentry holds kiosk configuration data for Sun Ray Kiosk Mode.

kiosk
This entry was used in prioeksions for configuring Controlled Access Mode 3.x and older
You can still access this configuration data by usingKiosk name. Thea, -s and A
options cannot be used witiosk.

Other entries are reserved and should not be used.

EXAMPLES
Example 1: This command imports session configuration into the datastore.

# utkiosk -i session -f mysession.conf

Example 2: This command imports configuration for an application container session and an associated
application list into the datastore.

# utkiosk -i session -f mydesktop.conf -A myapplist
Example 3: This command exports the complete configuration from the datastore into a file.
# utkiosk -e session > mysession.conf

Example 4: These commands exchange the application list to be used with the current application con-
tainer session.

# utkiosk -e session -s > /tmp/mysession.conf
# utkiosk -i session -f /tmp/mysession.conf -A newapplist

Example 5: This command exports thegiaey configuration into a local file.

# utkiosk -e kiosk > kiosk.conf

Example 6: This command deletesgecy configuration data from the datastore.
# utkiosk -d kiosk

EXIT STATUS
The following exit values are returned:

0 Success
1 Falure
ATTRIBUTES

Seeattributes(5) for descriptions of the following attributes:

Attribute Type Attribute Value
Availability SUNWuta
Interface Stability Uncommitted

SEE ALSO
kioskconfig(1M), session.conf(4)kiosk(5)
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NAME
utkioskoverride - Set or query the session type assigned to tokens.

SYNOPSIS
/opt/SUNWuUt/sbin/utkioskoverride

lopt/SUNWuUt/sbin/utkioskoverride [ -r raw][ -t token]
lopt/SUNWuUt/sbin/utkioskoverride -s sessionr raw|-t token

DESCRIPTION
The utkioskoverride command provides a way to set the session type associated with a token or to query
the session type currently associated with a token. Possible session types are "default" (where the system
wide polig dictates the session type), "kiosk" (where a kiosk session is assigned to that gekains® of
the system polig) and "regular" (where agealar, i.e non kiosk, session is assigned to the tokgardkess
of the system policy).

OPTIONS
Without ary parameters, the command will print out a usage message. Otherwise, thnfpbptions are
supported:

-s sessiorr raw|-t token
Set the session type for a token to the spec#fésdionwhich must be either "default”, "kiosk" or
“regular". Either a r& insert token (with ther option) or a session token (with tkteoption) must
be specified as the tmt of the assignment. The command will assign the session type directly to
the session token or to the logical@okassociated with the registered irasert token. At this time,
only logical tokens are supported as valid arguments forttbption. Future releases may allo
assigning a session type to other sessioantdypes. If the specified token fails to meet the require-
ments (i.e is neither a logical token for ttieoption nor a registered token for threoption), the
command will return an error code.

-r raw -t token
Query and display the currently assigned session type for the specifad tdldeast one of a ma
insert token (with ther option) or a session token (with thteoption) must be provided, and the
command will attempt to find the session type with the following logic: if a session token is speci-
fied and has an associated session type, it will be displayed, elsenifirseat token is specified
and is registered as a logical token, that takessociated session type will be displayed.

The command displays the value of the session type in the following format:
SESSION_TYPE=<session type>

where <session type> can be either adéf, "kiosk" or "regular". If the tokens provided dbhave
ary explicit session type assigned, "default" will be printed out.

You can use theituser(1M) command to vier session type assignments for multiple logicaleiog.

EXAMPLES
Example 1: This command sets the session type for theegisteed smart card "Micro-
PayFlex.12345678" to "kiosk":

# lopt/SUNWut/sbin/utkioskoverride -s kiosk -r MicroPayFlex.12345678

Example 2: This command queries the session type for theegistered smart card "Micro-
PayFlex.12345678";

# lopt/SUNWut/sbin/utkioskoveride -r MicroPayFlex.12345678
SESSION_TYPE=kiosk

Example 3: This command queries the session type for the logical token user.123456-78:

# lopt/SUNWut/sbin/utkioskoverride -t user.123456-78
SESSION_TYPE=default
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EXIT STATUS
The following exit values are returned:
0 Success
1 If no token is specified or the session type vslid
2 If the token is not a suitable token when using-fwption
3 If the executable is not run as root when using theption
4 Generic error

ATTRIBUTES

Seeattributes(5) for descriptions of the following attributes:

utkioskerride(1M)

Attribute Type

Availability SUNWuta

Attribute Value

SEE ALSO

utpolicy(1M), utuser(1M), attributes(5)
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NAME
utlicenseadm- Utility to manage Sun Ray device licenses.

SYNOPSIS
/opt/SUNWuUt/sbin/utlicenseadm -l [-t <licenseType>][-k <licensekey>] [<desktopid> ]

lopt/SUNWuUt/sbin/utlicenseadm -d [-t <licenseType>]-k <licensekey>] <desktopid>

DESCRIPTION
utlicenseadmis a utility to administer device licenses for Sun Rays. Curreihthan be used to list and
delete MS-TSCAL licenses stored by the Sun Ray Windows Connector in SRDS.

OPTIONS
The following options are supported.

-l List the licenses. If no desktopid is specified then all matching licenses are listed for all DTUs.

-d Delete licenses for a specific DTU. The desktop id must be specified for this option. A specific
license for a DTU may be deleted by providing appropiate license type and/or liegnse k

-t licenseType
Specify the license type to be administered. The current supported license type is only "RDPLI-
cense".

-k licenselkey
A key for the license if applicable.

desktopid
Desktop id to administer the device license for.

EXIT STATUS
0 if operation performed successfullyif error found

SEE ALSO
uttsc(1)
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NAME
utmhadm - Sun Ray DTU multihead group configuration utility.

SYNOPSIS
Jopt/SUNWut/sbin/utmhadm [ groupnamqg

/opt/SUNWut/sbin/utmhadm -a groupname -g COLXROWS -p primaryCID -l CID1,CID2,..,CIDn
/opt/SUNWut/sbin/utmhadm -d groupname

lopt/SUNWuUt/sbin/utmhadm -e[ -f filename]

/opt/SUNWut/sbin/utmhadm -o [ -f filename]

/opt/SUNWuUt/sbin/utmhadm -h

/opt/SUNWut/sbin/utmhadm

DESCRIPTION
The utmhadm command provides a way to administer Sun Ray server multihead multihead groups. The
information thautmhadm displays and that is editable is stored in the Sun Ray administration database.

The utmhadm operations that only display information may be run by @ser Operations that change
data must be run as superuser.

OPTIONS
The following options are supported.

-a groupname
Creates a e multihead group having identifiegroupname This name must be unique and not
already exist on the system.

-d groupname
Remauwes the multihead group for the specifigibupname

-e Populates the system multihead group database with input data of the format prodim; by
standard input.

-f filename
Specify afilenamefor use with-e or -o instead of standard input or output.

-g COLXROWS
Specifies the geometry of the multihead group in the ©MLXRONS This number of columns
and rows must notxeeed the maximum number allowed and must match the number of DTUs
specified withl. This option can only be used with

-h Prints the usage message.

-1 CID1, CID2,...,CIDn
Specifies the DTU canonical identifiers when creating a group. A canonical identifier has the form
IEEE802nnnnnnnnnnnror nnnnnnnnnnnrithe 12-digit hexadecimal M@ address of the DTU)
and the list must be comma-separated. The identifiers must be specifieédnrajar order The
maximum number of DTUs allowed is 16.

-0 Dumps all system configured multihead group data, in comma-separated format, to standard output.
Intended for subsequent use wigh

-p primaryCID
Identifies which in the list of canonical identifiers, specified wlithis designated as the primary
DTU within the group. The primary is repeated in the list specified.byhis option can only be
used with-a.

When no options are primed, utmhadm lists information about all multihead groups configured on the
system.
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EXAMPLES

SuiRay System Administration

Example 1: This command list all DTUs that ae in the multihead group:
% /opt/SUNWut/sbin/utmhadm tera
Here is sample output:

Multihead Group Geometry

ClIDs

tera

primary:

geometry=2x1 |EEE802.080020b538dc (P)
IEEE802.080020b56e2d

Example 2: This command creates a terminal grup having two terminals with the first one being the

# lopt/SUNWut/sbin/utmhadm -a srgroupA -g 2x1 -p
IEEE802.080020b0562f -1 IEEE802.080020b0562f,IEEE802.080020064574

ATTRIBUTES

Seeattributes(5) for descriptions of the following attributes:

utmhadm(1M)

Availability

Attribute Type

SUNWuta

Attribute Value

SEE ALSO

utxconfig(1), Sun Ray Server Softveafdministrator's Guide
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NAME

SurRay System Administration

utmhconfig - Sun Ray mulithead GUI configuration utility.

SYNOPSIS

lopt/SUNWuUt/sbin/utmhconfig

DESCRIPTION

The utmhconfig utility allows the administrator to list, add, or delete multihead groups ea@bdyinitial

screen lists anexisting multiheaded groups and allows the administrator to select those to delete. The util-
ity can also be used to create avrgroup. T do his, the administrator starts the utility on the Sun Ray
DTU that is to become the "primary" of the group (it has #bdard, mouse, and all the devices for the
group). The administrator selects "CreatevNizroup” and follows the instructions in the wizard to identify

all of the terminals in the memultihead group. The administrator run the utmhconfig command as supe-

ruser and must ra a ecognized smart cardalable.

OPTIONS

There are no options fotmhconfig

ATTRIBUTES

Seeattributes(5) for descriptions of the following attributes:

Availability

Attribute Type

SUNWuta

Attribute Value

SEE ALSO

utmhadm(1M), utxconfig(1)
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NAME
utmhscreen- Sun Ray multihead GUI screen display tool.

SYNOPSIS
lopt/SUNWut/lib/utmhscreen| -1 ]

DESCRIPTION
The utmhscreentool provides a winde showing the respeocte dsplays location in the multihead group.
The display showing the wigois highlighted in white, while the other displays are darkened. The windo
is located in the upper right corner of the display.

This tool is automatically launched for users during the Xesestartup process (session creation). If the X
server is not running in a multihead environment, the tool immediately exits.

OPTIONS
utmhscreenaccepts the following option:

-l Indicatesto utmhscreenthat it is being auto launched by the windowing systédime use
of this option is beyond the scope of this manual.

RESOURCES
The tool understands all of the core X Toolkit and Motif resource names and classes as well as:

enableAutoLaunch (class EnableAutoLaunch)
Specifies whether or nettmhscreenshould be launched automatically during X session
startup. The default is "true".

EXAMPLES
Example 1: To disable automatic launching of utmhsceenfor a userset the following X resource in
their SBHOME/. Xdefaults file:

Utmhscreen*enableAutoLaunch: false

ATTRIBUTES
Seeattributes(5) for descriptions of the following attributes:

Attribute Types Attritute Values
Availability SUNWuta
Interface Stability Evolving

SEE ALSO
utmhadm(1M). utmhconfig(1M), utxconfig(1)

SRSS 4.0 08/01/07 1



utmount(1) SurRay User Commands utmount(1)

NAME
utmount - Sun Ray Mass Storage media mount utility

SYNOPSIS
/opt/SUNWut/bin/utmount -m partition_nam@p mount_path

DESCRIPTION
Theutmount command has the same functionality as utdiskadm -m. It is used to mount partition_name on
either the default mount point in $DTDEVROOT/mnt, or on a user supplied mount point mount_path.

OPTIONS
The following options are supported.

-m partition name

Mount partition partition_name on default mount point in $DTDEVROOT/mnt.
-m partition_name -p mount_path

Mount partition partition_name on directory mount_path

EXIT STATUS
The following exit codes are returned:
0
The operation was successful
1
The operation &ws unsuccessful
FILES
The following files are used:
Table 1
$UTDEVROQT/dev/dsk

The directory containing links to block déce namesfor eachparti-
tion on the device.

$UTDEVROQOT/dev/rdsk
The directorycontaining links to na device namesfor eachpartition
on the device.

ENVIRONMENT VARIABLES
UTDEVROOT points to a symbolic link of the diee root forthe Sun Ray DTU associated with a user’
session.

DTDEVROOT points to a temporary directory associated with the sisession. The directory’lifetime
is equal to the lifetime of the login session. It is reedg along with its contents, when the user logs out.

ATTRIBUTES
Seeattributes(5) for descriptions of the following attributes:

Attribute Type Attribute Value
Availability SUNWutsto

SEE ALSO
utdiskadm(1M), uteject(1M), utumount(1M), utmountd(1M), utstoraged(1M), utdisk(7D)
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NAME

utmountd - Sun Ray Mass Storage media mounter daemon
SYNOPSIS

Jopt/SUNWut/lib/utmountd -m [-D debug-levdl[-p poll_interval [-t max_threads
DESCRIPTION

utmountd performs mount and umount operations on Sun Ray mass stordgesdmanaged by utstor
aged(1M). Slices or partitions with OS recognizable filesystems are mounted on a directory inside the cur
rent sessions mount directpp TDEVROOT/mnt.

Error messages from utmountd are loggetvao/opt/SUNWut/log/utmountd.log.

OPTIONS
The following options are supported.

-D debug-level

Dehug mode. Use is lyend the scope of this document. If a debwgllis set, debug messages
are sent to stderr.

-p poll_interval
Minimum time in seconds between polling reraade media devices for media insertiores

-t max_threads

Maximum number of simultaneous service threads allowed. The move #xtads, higher
the load on the system. A lower number of threads meamst@sponse times to mounting or
unmounting devices if the daemon isdoaded with work.

FILES
The following files are used:

$DTDEVROOT/mnt
A link pointing to the directorycontaining mounpoints

ENVIRONMENT VARIABLES
DTDEVROOT points to a temporary directory associated with the sisession. The directory’lifetime
is equal to the lifetime of the login session. It is reed along with its contents, when the user logs out.

ATTRIBUTES
Seeattributes(5) for descriptions of the following attributes:

Attribute Type Attribute Value
Availability SUNWutsto

SEE ALSO
utdiskadm(1M), utstoraged(1M), utdisk(7D)
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NAME
utparallel, utserial - Sun Ray serial and parallel port devicevdriemulators.

SYNOPSIS
#include <sys/types.h>

#include <fcntl.h>

utserial
#include <sys/termios.h>

#include <termio.h>

utparallel
#include <sys/ecppio.h>

DESCRIPTION
utserial is a tty-style interface that provides a generic virtual iaterfto USB serial adaptors connected to
the Sun Ray DTU.

utparallel is a parallel-style interface that provides a generic virtual aterfo USB parallel adaptors con-
nected to the Sun Ray DTU.

utserial andutparallel are each loadab®TREAMS drivers.

EXTENDED DESCRIPTION
The actual interface to the DTU for each of theseetsiis through the Sun Ray interconnect via either the
utseriald daemon or th@tparalleld daemon, each of which is sessiamage. The daemons are connected
to eitherutserial or utparallel through a master port and each is responsible for creating teedsiéce
nodes through which normal applications will connect.

API
Applications open a device file created by eitlitseriald or utparalleld. Device files created bytseriald
comply to thetermio(71) interface and device files created utparalleld comply to theecpp(7D) inter
face. Hardware limitations in USB adaptors mightvpné compliance with these interfaces.

FILES
The following files are used:

. /dev/utserial

Master port foutserial
. /dev/utparallel

Master port foutparallel

ATTRIBUTES
Seeattributes(5) for descriptions of the following attributes:

Attribute Type Attribute Value
Availability SUNWutu
MT-Level Safe

SEE ALSO
utseriald(1M), utparalleld(1M), termio(71), ecpp(7D)
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NAME
utparalleld - Sun Ray printer service daemon.

SYNOPSIS
Jopt/SUNWut/lib/utparalleld [ -D debug-leve] [ -o optroot] [ -r ]

DESCRIPTION
utparalleld provides printer support for Sun Ray DTUstparalleld supplies drer services for all USB
parallel adaptors and USB printers that comply with the USB printer class.

utparalleld uses the Sun Ray parallel I/O i on laris and Sun Ray utio @gr on linux to proide
applications the same interface as standard workstation parallel ports, ddel/asppor /dev/bpp on
solaris anddev/parport on linux. Applications such as thp(1) daemon can use device nodes that are
provided byutparalleld.

When a parallel adaptor or a USB printer is attached to a Digaralleld creates device nodes in the
$UTDEVROOT/devicesdirectory A user can use the device lisk)TDEVROOT/dev/printers/ printer-
nameto access a specific printer.

OPTIONS
The following options are supported.

-D debug-level
Debug mode. Use is beyond the scope of this document.

-0 optroot
Use optroot as the parallel serviceoot directory for device node creatioithe default value is
tmp/SUNWuUt. optroot should be the same directory as tiroot directory used byutdevm-
grd(1Mm).

-r Automatically restart the printer service daemon ikitse With this option, the printer service dae-
mon creates tavprocesses: a child that performs all the actual work, and a parent monitoring pro-
cess. The parent process restarts a child if the previous one exits.

FILES
The following files are used:

$UTDEVROQOTdev/printers
The directory containing links to parallel device names for each DTU..

ENVIRONMENT VARIABLES
UTDEVROOT points to a symbolic link of the giee root for the Sun Ray DTU associated with a gser’

session.
ATTRIBUTES
Seeattributes(5) for descriptions of the following attributes:
Attribute Type Attribute Value
Availability SUNWuUto

SEE ALSO
utdevmgrd(1M), utseriald(1M)
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NAME
utpolicy - Sun Ray authentication manager pglinanagement command.

SYNOPSIS
Jopt/SUNWuUt/sbin/utpolicy -a [-g] [-p1[-r type] [ -stype] [ -z type]
lopt/SUNWut/sbin/utpolicy
/opt/SUNWuUt/sbin/utpolicy -h
/opt/SUNWuUt/sbin/utpolicy -g
lopt/SUNWuUt/sbin/utpolicy -k {cardpseuddboth}
/opt/SUNWuUt/sbin/utpolicy -d
/opt/SUNWut/sbin/utpolicy -M
lopt/SUNWuUt/sbin/utpolicy -S

DESCRIPTION
The utpolicy command simplifies and writes the pgliconfiguration of the Sun Ray authentication man-
ager,utauthd(1M).

OPTIONS
The following options are supported.

POLICY SETTING

The specified Polic Setting arguments completely replace the currenvadithentication polig. Only
arguments that are specified becomevactolicy Setting and Card Reader Assignmerguanents can be
specified together

-a This option, followed by valid PolicSetting, or Card Reader Assignment arguments, applies these
arguments to the agé authentication polig for the system. This option is not valid by itself.

-d Disable the Exit menu optiofrom the Non-smartard mobility GUI. The EXxit option is enabled
by default.

-g Turn on session selection within a server group. Allows the user to select on which server ghe user’
session is run.

-k {card|pseudo|both}
Enables Kiosk Mode for the specified session typelectingcard enables Kiosk Mode for card
sessions, selectingseudofor terminal sessions; and selectibhgth enables Kiosk Mode for all
types of sessions. For functionaligit least one of the; -s, or -z options must be iroked with the
same argument as the -k option. Theoption is not considered until theeconfig application has
configured for Kiosk Mode.

Note: Kiosk Mode polig enabled using thek- option may be werriden usingutkioskover-
ride(1M).

-M Enable non-smart card mobile sessions.

-m Enable multihead session capabjl@jowing multiple terminals to act as display devices for a sin-
gle user session.

-p This option changes the behavior of the self-registration application so that it does not require a
name and password before registering @nolote that the self-registration application ordyiv
fies the name and password. Ylaee not stored.

-r { card|pseudo|both}
Specify the tokn types that must be registered in the adminigtratitabase in order to be granted
access to a login screen. Pyliooks up and uses token database entry
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-Ssmartcard_type
Specify the smart cardype that should cause thnart card loginGUI (utsclogin) to be
invoked when a card of the type in the list is inserted into the DTU. Thishe smartard tolen
type (without the token ID) as provided by the Sun Ray software. If more than one smajtpeard
is tobe specified, multiple -S options must be specified.

-s {card|pseudo|both}
Specify the token types that will be presented with a registration screep ddmet have an entry
in the administratie catabase. Poljcallows self-registration of tokens.

-z {card|pseudo|both}
Specify the token types that do not require an entry in the administdatabase in order to be
granted access to a login screen. Raji@nts access to tokens without database entry.

With the-h option, theutpolicy command prints out the usage message.

With no options, thetpolicy command prints out the palién effect.

The following options are RESERVED for use by the Sun Ray Server Software and should not be used:
-G, -R-Q, -b, -, -I, -u, -x, +x

EXAMPLES
Example 1: This command configues the policy so that all access via smart cardequires a alid
administrati ve database entry bebre access is granted. If a database entry has not been created for a
smart card, then a registration session is presented on the DTU no smart card is used, then the
normal login screen is presented.

# lopt/SUNWut/sbin/utpolicy -a -r card -s card -z pseudo

FILES
The following files are used:

. /etc/lopt/SUNWut/policy/utpolicy

The polig/ configuration file
. /etc/opt/SUNWut/auth.props

Sun Ray authentication managemnfiguration file

ATTRIBUTES
Seeattributes(5) for descriptions of the following attributes:

Attribute Type Attribute Value
Availability SUNWuUto

SEE ALSO
utauthd(1M), utreader(1M), utrestart(1M), utkioskoverride(1M) , auth.props(4), pam(3PAM)
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NAME
utpreserve - Sun Ray configuration file preservation utility.

SYNOPSIS
/cdrom/cdromO/utpreserve [ -d preserve-directory

DESCRIPTION
The utpreserve command stops Sun Ray services, terminates user sessionsyemekising Sun Ray
server configuration data into a compressed tarVige/tmp/SUNWut.upgrade/presewve 4.0.tar.gz

OPTIONS
The following option is supported.

-d preserve-directory
Save the compressed tar file into theeserve-directory

SEE ALSO
utinstall(1M), utconfig(1M)
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NAME
utpw - Sun Ray administration password change utility.

SYNOPSIS
/opt/SUNWut/sbin/utpw

DESCRIPTION
The utpw command changes the Sun Ray administrator pasgs(@lso known as the "UT admin" pass-
word). This password is entered by the administrator when logging into the Administragicen® is used
to male a pivileged connection to the LDAP server.

utpw changes the password both in the administration database, and the password file on the local server.

In a failover group, utpw also afects the administration database of the secondary servers, but only the
passwerd file on the local seer. The administrator must log into the secondary servers andtpwnon
them to change the password files.

OPTIONS
There are no options fotpw.

EXAMPLES
Example 1: This command changes the administration password:

# lopt/SUNWut/sbin/utpw

Enter nev UT admin password:
Re-enter i@ UT admin password:
Enter old UT admin password:

Changing LDAP password...
Done.

Changing password file...
Done.

FILES
The following files are used:

. letc/opt/SUNWut/utadmin.pw
. /etc/lopt/SUNWut/utadmin.conf

EXIT STATUS
The following exit values are returned:

0 Success
1 Error
ATTRIBUTES

Seeattributes(5) for descriptions of the following attributes:

Attribute Type Attribute Value
Availability SUNWuta
SEE ALSO
utdesktop(1M), utuser(1M), Sun Ray Server Softveafdministrator’s Guide
NOTES

The-f option has been deprecated. Wgaw instead. If you use thé option, you must supply the Sun Ray
administration password though there is no prompt for it displayed.
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NAME
utquery - query Sun Ray Desktop Units current parameter values

SYNOPSIS
Jopt/SUNWuUt/sbin/utquery [-d] IP_address

/opt/SUNWut/sbin/utquery -h

DESCRIPTION
The utquery command allows administrators to query the current paramatges/on a Sun Ray Desktop
Unit (DTU). ThelP_addressnay specify the network IP address of a single DTU to gaexybnet broad-
cast address to query all DTUs on the subnet or the broadcast address to query all DTUs associated with
this Sun Ray server.

The utquery command can be used to aid in diagnosing problems when a DTU is unable to successfully
connect to an authentication manager or when a Multihgaoup isredirected outside their "home"
failover group.

OPTIONS
The following options are supported.

-d Report the DHCP parameters the DTU obtained at boot-up.

-h Print the usage.

EXAMPLES
Example 1: To display the DHCP values for the DTU at IP address 129.146.58.182

% utquery -d 129.146.58.182
The following is an example of the output for the command&bo

terminallD=080020d15f23
terminallPA=10.6.102.224
model=CoronaP3
Subnet=255.255.255.0
Router=10.6.102.1
Broadcst=10.6.102.255
LeaseTim=86400
DHCPServer=10.6.102.3
INFORMServer=10.6.102.113
AuthSrvr=10.6.102.113
AuthPort=7009
LogHost=10.6.102.113
FwSrvr=10.6.102.113
NewTVer=3.1 12,REV=2005.04.13.06.03
parmsVersion=3.1 12,REV=2005.04.13.06.03
parmsBarrier=310
parmsBarrierLeel=310
parmsServers=
parmsSelect=default
currentAuth=10.6.102.111
currentFw=3.1_12,REV=2005.04.13.06.03
currentBarrier=310
currentBarrierLeel=310
dnsList=129.147.5.51,129.145.155.32,129.145.155.42
dname=SFBay.Sun.COM

In the output abee, there can be a number adlues withBarrier in the name, and understanding théedif
ences is subtle. In general, fRarrier value is the value associated with a firare file, and its correspond-
ing version. SogurrentBarrier is the barrier value for the current firmware running on the DTU, and
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parmsBarrieris the barrier tegl of the file residing on the firmware servin the absence of grBarrier-
Levelvalues, the firmware file on the server will not be loaded Basrier value is less than the currently
running firmware. For example, in the output\addhe currentBarrieris 310, so apattempt to load SRSS
2.0 firmware, which has a barriewékof 200, would &il. In order to permit the forced loading of firarke
with a lower barrier teel, the BarrierLevelvalues are used. ThBarrierLevelis either thecurrentBarrier
vaue of the resident firmare, theBarrierLevel value provided from DHCPor the parmsBarrierLevel
obtained from theparmsfile. Later values in this list tekprecedence if present. It is tiearrentBarrier-
Levelthat is compared with the barriewétof the serer’s file to determine if the download is permitted or
not.

Example 2: To display the DHCP values for all DTUs on subnet 129.146.58:.
utquery -d 129.146.58.255

Example 3: To display the DHCP values for all DTUs on this sefer:

utquery -d 255.255.255.255

ATTRIBUTES
Seeattributes(5) for descriptions of the following attributes:

Attribute Type Attribute Value
Availability SUNWuta

NOTES
The utquery command will only report on DTUs that are operating with firmware version 2.0 or newer.

The utquery command will only report on DTUs thaténaiccessfully acquired DHCP parameters from a
DHCP server.

TheNewTVer value reported is the firmware revisiorvéesupplied by DHCPwhich is used to determine
whether a firmware upgrade is required. ThaentFW value is the firmware rasion level of the current
firmware running in the Sun Ray device.

The AuthSrvr and AltAuth values reported are those provided by DHCP parameters at DTU boot time.
The currentAuth value is the IP address of the Sun Ray sete which the Sun Ray is currently con-
nected.

In firmware version 3.1 and wer, additional values obtained via TFTP from thgarmsfile are also
printed. (Seaitfwadm(1m).) If parmsVersionis defined, it @erridesNewTVer.

The utquery command with a broadcast address does ook wn remote subnets because most routers do
not forward thébroadcast-addresackets.
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NAME

utrcmd - Sun Ray remote administration utility.
SYNOPSIS

Jopt/SUNWut/lib/utremd [-n] hosthname commarjdargs]
DESCRIPTION

The utrcmd program provides a way to run certain Sun Ray administration commands remotedy-
tacts thein.utrcmdd daemon on the remot®stnameand eecutes the specifiedommandwith the speci-
fied argumentargs (if any).

utrcmd copies its standard input to the specified command, the standard output of the comotand to
cmd's standard output, and the standard error of the commanttadmd’s sandard error Interrupt, quit,
and terminate signals are propagated to the specified commacmhid terminates normally when the
command does.

OPTIONS
The following option is supported.

-n Redirect the input ofitrcmd to /dev/null. This option preents interactions betweantrcmd and
the shell which imokes it. For example, if you are runningrcmd and irvoke autrcmd in the
background without redirecting its inputvay from the terminal, it will block wen if no reads are
posted by the specified command. Theption preents this behavior.

USAGE
Official hostnames or nicknames may beegias hehostname

The utrcmd andin.utrcmdd programs use the Sun Raailéver group configuration to perform a set of
checks before allowing the specified command to proceed.

The programutremd runs with set-uselD permission of root or superusdhe utrcmd command pro-
ceeds only if all of the following are true (on the initiating system):

. The usess real user-1D is superusear the user has membership rights in gh&dmin group.

. The /etc/opt/SUNWut/auth.propsfile is owned by superuser and is not writable by anyone other
than superuser.

. ThegmSignatureFile property ofauth.props specifies a group signature file.

. The group signature file exists and iwned by superuser and is not readable, writable, or
executable by anyone other than superuser.

. The group signature file is at least 8 bytes long and has similar contensitgdicharacteristics as
required bypasswdl).

. Theutrcmd/tcp service is enabled.

Thein.utrcmdd program will accept the connection only if all of the faliog are true on the remote sys-
tem:

. Theutrcmd/tcp service is enabled and matches the configuration on the initiating system.
. Thein.utrcmdd program is enabled itetc/inetd.conf
. Theutadmin group is configured on the system.

. The /etc/opt/SUNWut/auth.propsfile is owned by superuser and is not writable by anyone other
than superuser.

. The gmSignatureFile property ofauth.props specifies a group signature file.The group signature
file exists and is owned by superysad is not readable, writable, oxegutable by anyone other
than superuser.

. The group signature file is at least 8 bytes long and has similar contensitgdicharacteristics as
required bypasswdql).

If the connection is accepted, thircmd program begins a challenge-response handshath the
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in.utrcmdd program, using the contents of the group signature file to sign messages (witbalinigedhe
contents of the signature file). Eithetrcmd or in.utrcmdd will reject the transaction if the handskeak
fails. Thespecified command will not be run if the contents of the group signature files orothestams
differ.

Finally, in.utrcmdd rejects the specified command if it is not recognized. Specified commarays alin
in grouputadmin.

The following commands are allowed and axeaghk run in grouputadmin:
. lopt/SUNWut/sbin/utreplica
. lopt/SUNWut/sbin/utpolicy
. /opt/SUNWut/sbin/utfwadm
. Jusr/sbin/dhtadm
. /usr/sbin/pntadm
. lopt/SUNWut/lib/utauthd
. /etc/init.d/utsvc
. /opt/SUNWuUt/sbin/utsession
. lopt/SUNWut/sbin/utreader
. /opt/SUNWut/sbin/utrestart
Impact of disablinguitrcmd:

utremd is used to run certain Sun Ray administration commands on remote systems. Hence digabling
cmd means that the following functionality will not work as expected:

. Admin GUI
. Restart Services
. Sun Ray Session management

. /opt/SUNWuUt/sbin/utreplica to setup a faileer group
. /opt/SUNWuUt/sbin/utdssyncto corvert and synchronize the Sun Ray data store
. lopt/SUNWuUt/sbin/utfwsyncto synchronize firmware Vels

EXAMPLES
Example 1: This command lists the configured token readers on a remote Sun Ray\s&r

# lopt/SUNWut/lib/utrcmd sun5 /opt/SUNWut/sbin/utreader

FILES
The following files are used:
. /etc/hosts

Internet host table
. letc/group

Group file
. letcl/inet/services

Internet services table

SRSS 4.0 08/01/07 2



utrcemd(1M) SurRay System Administration utremd(1M)

. /etcl/inetd.conf

Internet services daemon configuration table
. /etc/lopt/SUNWut/auth.props

Sun Ray authentication properties file

ATTRIBUTES
Seeattributes(5) for descriptions of the following attributes:

Attribute Type Attribute Value
Availability SUNWuUto
SEE ALSO
utauthd(1M), inetd(1M), group(4), auth.props(4) hosts(4) nsswitch(4) passwd(1l) rsh(1),
attributes(5)
NOTES
utrcmd works in a manner similar tsh(1). Howevae, it imposes multiple restrictions to maintain system
security.
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NAME
utreader - Sun Ray utility for configuring a terminal as a token reader.

SYNOPSIS
lopt/SUNWut/sbin/utreader

/opt/SUNWuUt/sbin/utreader -acid
/opt/SUNWut/sbin/utreader -c
/opt/SUNWuUt/sbin/utreader -d cid
lopt/SUNWut/sbin/utreader -h

DESCRIPTION
Theutreader command is used to designate Sun Ray terminals as dedicated token card readers.

When utreader is run with no options, the list of terminals currently configured as token readers within the
current host group is displayed. The éakreader list can be viewed by all users. Changes to tha tok
reader configuration may be made only by a suitably privileged user.

Note:

After the tolen reader configuration been modified, a cold restart of services must be performed in
order for the n& configuration to ta& efect.

OPTIONS
The following options are supported.

-acid Adds the specified terminal to the list of token card readers.

-C Clears (deletes all terminals from) the list of token card readers.
-d cid Deletes the specified terminal from the list of token card readers.
-h Displays the usage message.

A terminal is identified to thea-and d options by its unique individual "canonical ID" or "CID". This is
typically a string of the forniEEE802.EthernetMacID The IEEE802. portion of that string is the dadlt
CID prefix and may be omitted from the command line.

EXAMPLES
Example 1: This command configues a terminal whose ID is IEEE802.008020112233 as a ¢ak
reader:

% utreader -a 008020112233
Example 2: This command unconfigures all token readers:
utreader -c

EXIT STATUS
The following exit values are returned:

0 Success
1 Falure

ATTRIBUTES
Seeattributes(5) for descriptions of the following attributes:

Attribute Type Attribute Value
Availability SUNWuta

SEE ALSO
utrestart(1M), utconfig(1M)
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NOTES
utreader is available only afterutconfig(1M) has been run to agtite the Sun Ray data store.

The number of token card readers that may be present on a hoss geadpt list at anone time may be

limited by the implementationHistorically the limit has been eight readers. This implementation guaran-
tees that at least 48 readers will be supported at one tlinsepossible that more than 48 readers may be
configured in some circumstances but a site should not depend on being able to exceed 48 in future SRSS
releases.
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NAME
utreplica - LDAP replication utility for Sun Ray servers.

SYNOPSIS
lopt/SUNWuUt/sbin/utreplica -p [-a | -d]secondary-server] secondary-server2

/opt/SUNWuUt/sbin/utreplica -sprimary-server
/opt/SUNWut/sbin/utreplica -I
/opt/SUNWuUt/sbin/utreplica -u
lopt/SUNWuUt/sbin/utreplica -z [port#

DESCRIPTION
The utreplica command configures the Sun Ray LDAP server to replicate data from the primanytserv
each secondary server inaldver group. The command must be run with superuseil@ges on the Sun
Ray server to be configured.

OPTIONS
The following options are supported.

-l List the current faileer administration status.

-p [-al-d] secondary-server
Configure the primary seev. secondary-serveis the host name of the secondary eerkist all
seondary servers within the fail® group.

-ais used to add the specified secondary servers to the current list of secondary servers.

-d is used to delete the specified secondary servers from the current list of secondary servers.

-s primary-server
Configure a secondary serverimary-servers the host name of the primary server.

-u Unconfigure this Sun Ray server for LDAP database replication.

-z[port#
Update the port number with the one specified for the datastore sdfiige.on the primary seer
without specifying the port numhét simply updates all the necessary configuration files on the pri-
mary with the default port for the datastore serviéeun on the secondary server without specify-

ing the port numbeit resyncs all necessary configuration files on the secondasr sdtk the port
number currently configured on the primary server.

USAGE
utreplica is used only on Sun Ray servers iradolver group. Configurghe primary Sun Ray server first,
then the secondary servers.

FILES
The following files are configured on the primary Sun Ray server:

. letc/lopt/SUNWuUt/srds/current/utdsd.conf
. /etc/lopt/SUNWut/srds/current/utdsd.ini
. letc/services
. /etc/lopt/SUNWut/utadmin.conf
The following files are configured on the secondary Sun Ray server:
. letc/lopt/SUNWuUt/srds/current/utdsd.conf
. /etc/opt/SUNWut/utadmin.conf

ATTRIBUTES
Seeattributes(5) for descriptions of the following attributes:
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Attribute Type Attribute Value
Availability SUNWuUto

SEE ALSO
utconfig(1M)

NOTES
To replicate the LDAP information properlsil Sun Ray servers in thaifover group must hee the same
group signature.

Use of thep, -s, and -u options on a Sun Ray server interrupts allvacgessions on that server.

Please note that "interrupt” in this cortteneans that, while the screen will flash for approximately 30 sec-
onds, all current sessions are preserved, not destroyede Aeéirs may need to rewm and re-insert their

smart cards to return to their sessions. If a CDE login screen is presented, the user should select
Options/Reset Login Screen to return to an existing session.
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NAME
utresadm - manage explicit monitor resolution settings for Sun Ray.

SYNOPSIS
/opt/SUNWut/sbin/utresadm [-vvonunj

lopt/SUNWuUt/sbin/utresadm -a[-v vonunj -c CID -t token resname
/opt/SUNWut/sbin/utresadm -d[-v vonunj -c CID -t token
lopt/SUNWut/sbin/utresadm -p[-v vonunj [-c CID] [-t toker
/opt/SUNWut/sbin/utresadm -o

/opt/SUNWut/sbin/utresadm -i

DESCRIPTION
The utresadm command allows an administrator to establisplieit video signal timings on the monitor
video outputs of a Sun Ray desktop unit. The video signal timing controls the on-screen resolution and
refresh rate of the attached monitor.

Resolutions configured througitresadm take precedence \@r resolutions disogered by the Sun Ray

DTU through a DDC exchange with the monitétesolutions may be specified for a particular combina-

tion of Sun Ray DTU and access token, for a particular Sun Ray independent of access token, and for all
Sun Ray DTUs controlled by se@ng in a &ilover group. Incases where multiple configuration records
might apply to a gien session, the most specific matching record is applied.

utresadm with no arguments sk the resolution that has been configured for the current access token in
the current Sun Ray DTU.

OPTIONS
The following options are supported.

-a establishes the resolutisesnameas the preferred resolution for thevegi CID, tokenandvonum
If tokenis specified as the avd default then resnamebecomes the preferred resolution for all
tokens at the gien CID for which no eplicit resolution has been configured. If b@iD andtoken
are specified as theond default thenresnamebecomes the preferred resolution for all CIDs and
tokens for which no xplicit resolution has been configured. This optionvailable only to the
superuser Changes become effeati nly after services are restarted.

-d deletes an explicit resolution previously configured for theengiCID, token and vonum This
option is &ailable only to the superuse€Changes becomefettive amly after services are restarted.

-p shaws the explicit resolution configured for thevegi CID, tokenandvonum If no token is speci-
fied then all configuration records for theayi CID are shavn. If no CID is specified then all con-
figuration records for the \ggn tokenare shan. If neitherCID nortokenis specified then all con-
figuration records are shown.

-0 emits (to standard output) all configured resolution records in a format suitable for consumption by
utresadm -i.

i reads (from standard input) a list of resolution configuration records in the form emittek-by
sadm -oand configures the corresponding resolutions. This optiomaikakle only to the supe-
ruser.

-cCID
CID is the canonical ID of the Sun Ray desktop unit, or tbedwefault if this operation is to
apply to all desktop units.

-t token
tokenis the access token for the session, or tbedwlefault if this operation is to apply to all
tokens.
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-v vonum
vonumis the monitor video output number that is to be affected by this operation. The first monitor
video output on a Sun Ray DTU is numbered 1. Additional outputs, present only on certain models
of Sun Ray DTU, are identified by successi higher numbers.(For example, a Sun Ray 2FS
DTU has tw outputs, numbered 1 and 2.) If nmnumis specified then output number 1 is
assumed.

OPERANDS
resname
The name of a timing that will produce the desired resolutimist of available timings may be
obtained frorrutresdef(1M).

EXIT STATUS
The following exit values are returned:

0 if the desired activity was completed without error.

1 if the command terminated because of a command line syntax problem.
2 if the Sun Ray data store was inaccessible.

3 if the resolution definition (provided on standard input) was unacceptable.

FILES
letc/opt/SUNWut/utadmin.conf

letc/opt/SUNWut/utadmin.pw

ATTRIBUTES
Seeattributes(5) for descriptions of the following attributes:

Attribute Type Attribute Value
Availability SUNWuta
SEE ALSO
utsettings(1) utset(1), utresdef(1M), utconfig(1M)
NOTES

utresadm provides no assurance that the configured resolution timing can be understood by the monitor
attached to a Sun Ray unit; it is possible to configure a resolution that can not be understood by the monitor
utsettings(1)provides a safer interagg means of establishing an explicit resolution for the current access
token on the current Sun Ray unit.

utresadmis available only afterutconfig(1M) has been run to agtite the Sun Ray data store.

As with anything that must go through the AP database, there is a slight lag between the time an update
is applied on the primary sewand its propagation to the secondary server or servaveydrpthe length
of the interval would normally be measured in seconds or fractions of a second.

In addition, once a Sun Ray session, which can persist acrogdagars, is attached to avgh DTU, the
monitor timing persists for the life of the session and can be changed only by modifying the xiplimg e
itly from within that session while it remains attached to that DTU.External activities, gecitien of
utresadm -a or utresadm -d after the session has been associated with the D'Mg, Haeffect on ag
existing association. Heever, utrestart -c destrgs all isting sessions and thereby makes all/ionesly
existing associations obsolete. As DTUs reconnect after the restart and are grangesisizns, the mdy
configured timings are applied to thexngessions as tlyeare created.
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NAME
utresdef- manage monitor resolution definitions for Sun Ray.

SYNOPSIS
lopt/SUNWut/sbin/utresdef

lopt/SUNWuUt/sbin/utresdefresname
lopt/SUNWuUt/sbin/utresdef -a[-c commeritresname dimensions
/opt/SUNWut/sbin/utresdef -dresname
/opt/SUNWuUt/sbin/utresdef -o

Jopt/SUNWuUt/sbin/utresdef -i

/opt/SUNWut/sbin/utresdef -h

DESCRIPTION
The utresdef command allows an administrator to create, delete amd résolution definitions (actually
monitor signal timing definitions) for monitors attached to Sun Ray DTUs.

Runningutresdef(1M) with no options or arguments produces a summary listing ofvalbhle resolu-

tions. Runningutresdef(1M) with no options and eesnameargument produces a summary listing of the
named resolution.The summary listing shows the name of the resolution, the on-screen dimensions
(WIDTHXHEIGHT) that result from the use of this resolution, a flag indicating whether this resolution is
built in (B) to SRSS or has been locally definell @nd a brief description of the resolution.

Individual resolutions may be associated with specific Sun Ray unitsdsadm(1M). Users may config-
ure resolutions for their own personal access tokens thutsgttings(1)or utset(1).

OPTIONS
The following options are supported.

-a defines the resolutiorsname This option is @ailable only to the superuser.
-d deletes the resolution definition nanregname This option is gailable only to the superuser.
-0 shows all locally-defined resolutions in a format suitable for consumptiatrésdef -i.

i reads (from standard input) a list of resolution definitions in the form emittedr bgdef -oand
adds those definitions to the list of locally-defined resolutidrigs option is wailable only to the
superuser.

-C acommentexplaining the nature and purpose of the resolution being defined.
-h Displays the usage message for this command.
OPERANDS

dimensions
the dimensions, in the forWIDTHXHEIGHT, of the on-screen display that results from applying
this resolution definition to the Sun Ray desktop unit.

resname
the name of the resolution being defined, deleted or displagedameis often gven in the form
WIDTHXHEIGHT@RATE (e.g. 640x480@60) but this form is not requirdthe resolution name

must begin with a letter or a numpmamay contain letters, numbers and the characters *.” (period), -
(hyphen), ”_" (underscore), "@" (at) or "+ (plus), and must not exceed 20 characters in length.

EXIT STATUS
The following exit values are returned:

0 if the desired activity was completed without error.
1 if the command terminated because of a command line syntax problem.
2 if the Sun Ray data store was inaccessible.
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3 if the resolution definition (provided on standard input) was unacceptable.

FILES
/etc/lopt/SUNWut/utadmin.conf

letc/opt/SUNWut/utadmin.pw

ATTRIBUTES
Seeattributes(5) for descriptions of the following attributes:

Attribute Type Attribute Value
Availability SUNWuta
SEE ALSO
utsettings(1) utset(1), utresadm(1M), utconfig(1M)
NOTES

utresdefis available only afterutconfig(1M) has been run to agtite the Sun Ray data store.
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NAME
utrestart - Sun Ray utility for resetting and restarting services.

SYNOPSIS
/opt/SUNWuUt/sbin/utrestart

lopt/SUNWuUt/sbin/utrestart -c
/opt/SUNWuUt/sbin/utrestart -h

DESCRIPTION
The utrestart command is used for resetting and restarting Sun Ray services. It replacgsotioy -i
option which has been deprecated in 2.0.

utrestart can only be run by the super-user.

The utrestart command without options causes a "warm" restart: Sun Ray services are restatitgthgnd e
sessions are preserved.

OPTIONS
The following options are supported.

-C Restarts Sun Ray services. Sessions will be lost.
-h Prints the usage for this command.

EXAMPLES
Example 1: This resets services.

# lopt/SUNWut/sbin/utrestart
Example 2: This restarts services.
# lopt/SUNWut/sbin/utrestart -c

ATTRIBUTES
Seeattributes(5) for descriptions of the following attributes:

Attribute Type Attribute Value
Availability SUNWuta
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NAME
utselect- Sun Ray failwer group server selection tool.

SYNOPSIS
lopt/SUNWut/bin/utselect [-L ] [ -R] [ -S] [ -X ]

DESCRIPTION
The utselectcommand is a graphical user ingaré (GUI) to theutswitch command. It allows the user to
select manually to which Sun Ray server or session the Sun Ray DTU is to connect. The sessions in the
GUI are sorted in order of most current. The second item in the list is highlightedalojt defallov easy
switching between ta ners. The Refresh buttorxeeutes theutswitch -1 command and updates the
information displayed in the GUI. The OK buttoreeutes autswitch -h command to the seev high-
lighted.

OPTIONS
The following options are supported.

-L Configureautselectto run in "login" mode before the log in screen is displayed. Where:
. If only one server iswailable, the command exits.
. The current server is set as the default.
. Selecting the current server causes the command to exit
. The locale is determined in a manner similar to CDE
. The screen is centered in the display

-R Remote server selection is enabled. This enables an entry field whereoekegteerver name can
be entered.

-S Remote server selection is disabled.
-X Exit after making a selection from the list.

EXAMPLES
Example 1: This command enables users to select which Sun Rayweeror session to connect. The
GUI exits after selection

% /opt/SUNWut/bin/utselect -X

FILES
Two properties in thauth.props(4)ile impact the operation of utselect:

selectAtLogin=true Thisetting will cause utselect to run before dtlogin andwallsers to
start their session on a particular machine. The default value is "false"

remoteSelect=true Thisetting will cause utselect to bedeass if the -R option were speci-
fied. This will allav users to input the name of a semwoutside of the
default HA group, if the Sun Ray DTU can connect to it (i.e. the Sun Ray
can be routed to the servsuch as in a LAN deployment). The deft
vaue is false.

ATTRIBUTES
Seeattributes(5) for descriptions of the following attributes:

Attribute Type Attribute Value
Availability SUNWuUto
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SEE ALSO
utswitch(1), attributes(5), auth.props(4)
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NAME
utserial, utparallel - Sun Ray serial and parallel port devicevdriemulators.

SYNOPSIS
#include <sys/types.h>

#include <fcntl.h>

utserial
#include <sys/termios.h>

#include <termio.h>

utparallel
#include <sys/ecppio.h>

DESCRIPTION
utserial is a tty-style interface that provides a generic virtual iaterfto USB serial adaptors connected to
the Sun Ray DTU.

utparallel is a parallel-style interface that provides a generic virtual aterfo USB parallel adaptors con-
nected to the Sun Ray DTU.

utserial andutparallel are each loadab®TREAMS drivers.

EXTENDED DESCRIPTION
The actual interface to the DTU for each of theseetsiis through the Sun Ray interconnect via either the
utseriald daemon or th@tparalleld daemon, each of which is sessiamage. The daemons are connected
to eitherutserial or utparallel through a master port and each is responsible for creating teedsiéce
nodes through which normal applications will connect.

API
Applications open a device file created by eitlitseriald or utparalleld. Device files created bytseriald
comply to thetermio(71) interface and device files created utparalleld comply to theecpp(7D) inter
face. Hardware limitations in USB adaptors mightvpné compliance with these interfaces.

FILES
The following files are used:

. /dev/utserial

Master port foutserial
. /dev/utparallel

Master port foutparallel

ATTRIBUTES
Seeattributes(5) for descriptions of the following attributes:

Attribute Type Attribute Value
Availability SUNWutu
MT-Level Safe

SEE ALSO
utseriald(1M), utparalleld(1M), termio(71), ecpp(7D)
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NAME
utseriald - Sun Ray DTU serial services daemon.

SYNOPSIS
lopt/SUNWut/lib/utseriald [ -D debug-leve] [ -o optroot] [ -r ]

DESCRIPTION
utseriald provides serial support for Sun Ray DTUs througlvatrservices for USB serial adaptorst
also provides support for the built-in, non-USB serial ports on some Sun Ray models.

utseriald uses the Sun Ray serial I/Owali on laris and Sun Ray utio d@gr on linux to provide applica-
tions the same interface as standaadkstation serial ports, such @kev/term/a or /dev/term/b on solaris
and/dev/ttySOon linux.

When a USB serial adaptor is attached to a Diitderiald creates device nodes in ti&JTDEV-
ROOT/devicesdirectory Sun Ray models with permanent, built-in serial ports will alseharrespond-
ing device nodes created in this directory.

A user can use the device liISUTDEVROOT/dev/term/terminal-nameto access the serial ports on the
Sun Ray DTU.

OPTIONS
The following options are supported.

-D debug-level
Debug mode. Use is beyond the scope of this document.

-0 optroot
Use optroot as the serial service'root directory for device node creation. The default value is
tmp/SUNWuUt. optroot should be the same directory as timroot directory used byutdevm-
grd(1M).

-r Automatically restart the serial service daemon ifitse With this option, the serial service dae-
mon creates tavprocesses: a child that performs all the actual work, and a parent monitoring pro-
cess. Thearent process restarts a child if the previous one exits.

FILES
The following files are used:

$UTDEVROOQOTdev/term
The directory containing links to serial device names for each DTU.

ENVIRONMENT VARIABLES
UTDEVROOT points to a symbolic link of the device root for the Sun Ray DTU associated with & user’
session.

ATTRIBUTES
Seeattributes(5) for descriptions of the following attributes:

Attribute Type Attribute Value
Availability SUNWuUto

SEE ALSO
utdevmgrd(1M), utparalleld(1M)
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NAME
utsession List and manage the Sun Ray sessions on the local Sun Ray server.

SYNOPSIS
/opt/SUNWuUt/sbin/utsession-p [-x] [ -d disp#] [ -u unix] [ -t token] [ -n name]

lopt/SUNWuUt/sbin/utsession-k [-a] [ -x] [ -d disp#] [ -u unix] [ -t token] [ -n name]
lopt/SUNWuUt/sbin/utsession-| [-x] [ -d disp#] [ -u unix] [ -t token] [ -n name]
/opt/SUNWut/sbin/utsession-h

DESCRIPTION
The first synopsis-) is used to print Sun Ray sessions for the specified user or token on the curremt serv
When the-u, -t, -n, and -d options are not usedtsessionprints all of the Sun Ray sessions on the current
server.

When listing the Sun Ray sessiontsessionalso lists the state for each session:

D Disconnected — The session is currently not attachedyt@am Ray The session is considered
connected if this flag is omitted.

I Idling — A dtlogin session that is currently waiting for user login @egreet). User has already
logged into thealtlogin session if the flag is omitted.

The second synopsisk] is used to kill Sun Ray sessions on the currenteseft |east one of thed, -u, -t,
or -n options must be specified. Unless th@ption is specified, more than one session matching the speci-
fied criteria will return an error.

The third synopsis-K) gives detailed security status for the specified user or token on the curreet. serv
When the-u, -t, -n, and -d optionare not used, utsession lists detailed security status for all terminal
CIDs currently connectet the server.

The fourth synopsist{) displays the usage of this command.
Note:
This command must be run as root.

OPTIONS
The following options are supported:

-a Apply the operation to all matching sessions if more than one matches the search critesandf
specified, multiple matching sessions return an error.

-d disp#
Specify the X display number for search.

-h Display the usage of this command.

-k Kill the sessions matching the search criteria. You must also specify at least onedofuhet, or
-n options.

-l Gives cetailed security status, normally a list of terminal CIDs currently used by the session, listed
under the terminalCIDsey. For multihead sessions, it also displays the primary terminal CID under
the primaryCID ley.

-n name
Specify the rgistered Sun Ray username for search. Sessions belonging to users matching the user
name are listed. It is a case sewsjtéxact match.

-p Print the sessions belonging to the specified user or token.

-t token
Specify the Sun Ray token for search. The token is in one of the following forms:

. Raw token form for unregistered useMi¢roPayflex.###8)
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. Pseudo token form for terminal usepséudomacaddy
. Logical token form for registered useus€ri##s
. Mobile token form for NSC mobile usemgbile.usernamg

-U unix
Specify the UNIX login nhame for search.

-X RESER/ED for special handling. This isvoked by utrcmd(1M) to support remote operation of
the Administration Tool interface.

EXAMPLES
Example 1: This command lists all sessions on the current ser.

# utsession -p

Example 2: This command finds the sessions for the UNIX user "jdoe".

# utsession -p -u jdoe

Example 3: This command terminates a registered Sun Ray usser{john doe’s) session.
# utsession -k -n "john doe"

EXIT STATUS
The following exit values are returned:

0 Command completed successfully.
1 Entry not found.
-1 An error occurred.

ATTRIBUTES
Seeattributes(5) for descriptions of the following attributes:

Attribute Type Attribute Value
Availability SUNWuta

SEE ALSO
utuser(1M), auth.props(4), utdesktop(1M)
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NAME
utsessiond- Sun Ray session manager daemon.

SYNOPSIS
lopt/SUNWut/lib/utsessiond [ -a authlist] [ -c authfile] [ -d ] [ -h hostnamég [ -p port] [ -P nport] [
][]
DESCRIPTION
The utsessionddaemon provides a reliable rendeas point for services in a Sun Ray session. It acts as an
intermediary to forward session connection and disconnection messages from the Sun Ray authentication

manager to the services and providasilities for supporting distributed synchronization of clip-lists for
the services.

If either the a or the € options is specified, the session manager daemon opexalesvely in call-back

mode. In this mode, the session manager only takes session connect and disconnect commands from
authentication managers that are explicitly enableduiflist or authfile and that hee requested a call-

back. Thecall-back feature provides a mechanism by which the session manager and the authentication
manager may establish each othé@entity.

Error messages fromtsessiondare logged usingyslod3) with a facility value of LOG_DAEMON.

OPTIONS
The following options are supported.

-a authlist
Add the host and port pairs specifiedamthlistto the list of permitted Authentication Managers.
The format ofauthlistis a comma separated listludstnameport pairs.

-c authfile
Add the host and port pairs specified in the ASCIIdiléhfileto the list of permitted Authentication
Managers. The file contains a list of Authentication Manager specifications, one per line. The speci-
fications tak the form ofhostnamédollowed by port number separated by white-space. Blank lines
and aw line whose first printable character is “&te ignored.

-d Enable debugging output.

-h hostname
Set thehostnameortion of the session IDs generated by the Session Manager to the spesified
namevalue. By default this is set to the machsebde name. This option can be used to handle
servers supporting multiple IP addresses as part of a clustering solution.

-p port
Set the Session Managelisten port to the specifigabrt value. The default is port 7007. This is the
port by which session services and Authentication Managers contact the Session Manager.

-P nport
This option is no longer used. Retained only for backward compatibility.

-r Automatically restart the Session Manager daemon Xiti.eWith this option the Session Manager
daemon will create tavprocesses: a child that performs all the actualkwand parent monitoring
process. The parent process will restart a child if the previous one exits.

-t Test mode. Use is beyond the scope of this document.

FILES
The following file is used:

. /etc/lopt/SUNWut/auth.permit
The customary location of tlauthfile for a system.

ATTRIBUTES
Seeattributes(5) for descriptions of the following attributes:
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Availability

Attribute Type

SUNWuto

Attribute Value

SEE ALSO

utauthd(1M), syslog(3) syslogd(1M) syslog.conf(4)
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NAME
utset- view or change the Sun Ray DTU device settings.

SYNOPSIS
lopt/SUNWuUt/bin/utset [-d arg[,...] [-f]] [-i arg[,...]] [-0 arg],...]] [-V arg],...]]
lopt/SUNWuUt/bin/utset -I

DESCRIPTION

The utset command reports or modifies Sun Ray device settintget executed with no options prints the
current status of all device settings to the standard output stngtaet.executed with thed, -i, -0 or v
options modifies the values of the specified settingset executed with thel-option prints a list of prede-
fined display timing names to the standard output stream.

Sun Ray device settings are grouped into four categories: Digpldjo Input, Audio Output, andidleo

Input. Thesetting to be modified is selected by an option letthich identifies the cag@ry, and an agu-

ment consisting of a list of individual parameter settings within that category and the values that are desired
for each of those parameters. The argument is a comma separatednisshefvaluépairs, wherename
specifies a device parameter aadliespecifies the desired value of that parameter.

Paameters reported asad only by utset may not be modified. Read-only status usually reflects some
limitation of a particular model of DTUFor instance, the Sun Ray 150 supports only one display timing
and therefore reports its display timing setting as a read-only parameter.

Theutsettingg1) command pnades equialent device parameter reporting and modification capabilities in
a GUI format.

The xsef{(1) command provides controiv& device parameters such as mouse acceleration which are
reported byutset but may not be modified bytset

OPTIONS
The following options are supported.
-d arg|,...] [-f]
Set the Display timing:
rf[vonunj=timing
Display timing:vonumis the number of the monitor video output whose timing will be
modified. TheDTU'’s first (and perhaps only) monitor video output is numbeiddi-
tional outputs, if present, are identified by suceehsihigher numbers.If vonumis
omitted then output number 1 is assuméiching is the name of a timing. Thé -
option gies the list of aailable timings. Timing names are usually of the form
WxXH@R whereW is the resulting on-screen width (in pig), H is the resulting on-
screen height (in pixels) arRlis the resulting refresh rate (in Haytresdef(1m) pro-
vides additional information on monitor timings.

If -f is not given then after the ne timing is put into effect the user is asked to confirm that the ne
Resolution/Refresh Rate is acceptable. If no confirmation is provided within a certaiali(dary
rently 15 seconds) then the timing is returned to its previous setting.

-i arg[,...]
Set the Audio Input settings:

s=[m|l] InputSelect: microphone, line.
g=<0:75> Microphon&ain: a range of 0 to 75.
[=<0:15> Lineln Gain Left: a range of 0 to 15.
r=<0:15> Lineln Gain Right: a range of 0 to 15.
v=<0:64> \blume: a range of 0 to 64.

- Shaw the list of predefined display timing names.
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-oarg[,...]
Set the Audio Output settings:

s=[als|h]  OutpuBelect: auto, speakdieadphone.
v=<0:31> \blume: a range of 0 to 31.

b=<-32:32>
Balance: a range of -32 to +32.

m=[on|of] Mute: on, of (also: 1, 0 respectly).
e=[on|of] StereoEnhance: on, 6{also: 1, 0 respectdly).
T=<-6:6> Treble: a range of -6 to +6.

B=<-6:6> Bassa range of -6 to +6.

-v arg[,...]
Set the Video Input settings:

b=<0:255> Brightness range of 0 to 255.
c=<0:63> Contrast range of 0 to 63.

C=<0:127>
Color: arange of 0 to 127.

t=<0:255> Tnt: a range of 0 to 255.
f=<0:3>  Filter:a range of 0 to 3.
T=[on|of] Color Trap: on, of (also: 1, 0 respecidly).

EXAMPLES
Example 1: This command displays the currenfaesettings for the Sun Ray DTU to which your session
is attached:

% utset

Version: SunRayP3-3.1_10,REV=2005.03.30.15.44 (read only)
Audio Input Mic Gain: 58

Audio Input Line In Gain L: 0

Audio Input Line In Gain R: 0

Audio Input Select: Microphone

Audio Input Monitor Volume: 0

Audio Output Volume: 15

Audio Output Balance: 0

Audio Output Treble: 0

Audio Output Bass: 0

Audio Output Select: Auto

Audio Output Headphone Detected: no
Audio Output Mute: off

Audio Output Stereo Enhance: off
Mouse Threshold: 4

Mouse Acceleration: 2.0

Display Timing 1: 1024x768@60 (read only)
Display Blanking: off

Video Brightness: 128

Video Contrast: 7

Video Color: 46

Video Tint: 128

Video Filter: 3

Video Color Trap: on

This session happens to be attached to a Sun Ray 150, which has only one (internal) monitor video output
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whose whose display timing is fixed and is therefore reported as a read-only parameter.

EXIT STATUS
The following exit values are returned:

0 Success
1 Falure

ATTRIBUTES
Seeattributes(5) for descriptions of the following attributes:

utset(1)

Attribute Type Attribute Value
Availability SUNWuUto

SEE ALSO
utresdef(1m), utsettingq1), xsef(1)
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NAME
utsettings- View or change the Sun Ray DTU settings.

SYNOPSIS
/opt/SUNWuUt/bin/utsettings[ -H [ -k hotkey] ]

DESCRIPTION
Theutsettingscommand opens a Sun Ray Settings dialog box that allows the usex twr eleange audio,
visual, and tactile interface settings for the Sun Ray DTU.

The utsettings application connects to the Session Managiich tells the application which DTU it is
being displayed upon. As the uservema £ssion from one Sun Ray DTU to anottiee Session Manager
keeps track of the sessienturrent location and instructs thisettings application to follev. With each
session mee, theutsettingsapplication displays the current DT8onfiguration.

By default, the Sun Ray server starts an instanagstdunch(1M) for each session created by the user
logging in viadtlogin. This enables the Sun Ray Settings dialog box tos/aitable at the press of a hatk
or key mmbination. Subsequent presses toggle the dialog box on and off.

Users can initiate similar functionality by runnintsettingswith the-H flag. The hotky can be specified
using the-k option. Only one instance afsettings -Hor utslaunch can be running per session.

Settings selected througitsettings apply only to the DTU wheratsettingsis run; hotdesking to another
DTU does not bring the metiming along as part of the session.wéwer, the selected timing is retained
and used again if a user hot desks back to the original DTU.

If the session is associated with a personal mobilent¢& smart card or an NSCM credential), theset-

tings offers to mak the selected timing permanent. If a user accepts tfat thfen the timing is retained

and reused on that usedubsequent personal mobile token sessions on the same DTU. For shared session
token types, such gsseudo users are not allowed to establish long-term resolution settings because their
settings would interfere with other peopglese of the DTU.

OPTIONS
The following options are supported.

-H Start theutsettings application inhotkey mode. Theutsettings application starts with the Sun Ray
Settings dialog box hidden. Pressing the bptlggles the display of the dialog box. Thealdf
hotkey key @mbination is Shift + Props. The hetk@an be user or site defined according to the
utsettings.hotkeyproperty in the files listed betlo See FILES

-k hotkey
Use the specifieddy a keys as he hotley mmbinations when theH option is specified. This
option is dependent upon tke option.

EXAMPLES
Example 1: This command displays the settings for the Sun Ray DTU youeaaurrently logged into.

% utsettings

FILES
The following files are used:
. letc/lopt/SUNWuUt/utslaunch_defaults.properties

site-wide defaults
. “l.utslauch.properties

users defaults
. letc/lopt/SUNWuUt/utslaunch_mandatory.properties

site-wide mandatory defaults
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EXIT STATUS
The following exit values are returned:

0 Success
1 Falure

ATTRIBUTES
Seeattributes(5) for descriptions of the following attributes:

utsettings(1)

Attribute Type Attribute Value
Availability SUNWuUto

SEE ALSO
utslaunch(1M), dtlogin(1X), dtsession(1X) utslaunch.properties(4
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NAME
utslaunch - Sun Ray DTU launch application.

SYNOPSIS
lopt/SUNWut/lib/utslaunch

DESCRIPTION
The utslaunch application is used to launclanous Sun Ray applications via a "hefkkey cmbination.
The applications are enabled when teg bombination is pressed.

Theutslaunch application provides ho#y functionality while consuming fewer system resources.
Hotkey key ombinations are defined in thiéslaunch.propertiesfiles.

OPTIONS
There are no options fatslaunch.

EXAMPLES
Example 1: This command starts the utslauncldaemon in the background.

# utslaunch &

FILES
The following files are used for hak cnfiguration:

. letc/lopt/SUNWuUt/utslaunch_defaults.properties

site-wide defaults
. “l.utslaunch.properties

users defaults
. letc/lopt/SUNWut/utslaunch_mandatory.properties

site-wide mandatory defaults
The following file is used:
/usr/dt/config/Xsession.d/0100.SUNWut

ENVIRONMENT VARIABLES
utslaunch uses théISPLAY environment variable to get the useX display number.

It also uses théelOME ervironment \ariable to get the userhome directory to be able to use user’
hotkey ®ttings.

EXIT STATUS
The following exit values are returned:

0 Success
1 Falure

ATTRIBUTES
Seeattributes(5) for descriptions of the following attributes:

Attribute Type Attribute Value
Availability SUNWuUto

SEE ALSO
utslaunch.properties(4) utsettings(1) utdetach(1)
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NAME
utslaunch.properties- Default hotley key @mbinations for various applications supporteditsfaunch.

SYNOPSIS
letc/lopt/SUNWuUt/utslaunch_defaults.properties

“l.utslaunch.properties
letc/lopt/SUNWut/utslaunch_mandatory.properties

DESCRIPTION
The files listed abe ae standard Ja poperties files that can contain defaults which customize the opera-
tion of theutslaunch application. Each file contains entries in the format of:

namevalue
wherenameis the property name amnalueis the value set.

EXTENDED DESCRIPTION
When theutslaunch application starts, it looks for and reads the properties files in the order listed belo
Note that a hoty key @mbination specified in a file can beexidden by a file read later in the search
order.

1. /etc/opt/SUNWut/utslaunch_defaults.properties

This file contains site-wide default properties which are used if the user has not speyifiEiteaa
properties werride ary application defaults.

2. "l.utslaunch.properties

This file contains the user'default properties. These propertiegewide application and site-wide
default properties.

3. /etc/opt/SUNWut/utslaunch_mandatory.properties

This file contains site-wide mandatory default properties which supersgdpmitation, site-wide, or
user defaults.

PROPERTIES
The supported application properties are listedviaefor each propertythe name, description, application
default, and some examples areegi

Name —utdetach.hotkey

Description — Specifies the hek a key mmbination that disconnects the current session from the DTU
the user is currently using. The value is a valideXslgm name preceded by one or more of the supported
modifiers (Ctrl, Shift, Alt, Meta).

Application Default — Shift Pause (Hold down Shift and press the Payse k
Name —utsettings.hotkey

Description — Specifies the hetk a key combination that imokes the Sun Ray Settings dialog box. The
value is a valid X kysym name preceded by one or more of the supported modifiers (Ctrl, Shift, Alt, Meta).

Application Default — Shift SunProps (Hold down Shift and press the Pegjps k
Examples:

. F3

. Shift F4

. Ctrl Shift Alt F5

EXAMPLES
Example 1: The following is a sample of the contents of a properties file.
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utdetach.hoty=Shift Pause

utsettings.hotiy=Shift SunProps

ATTRIBUTES

SiRay File Format

Seeattributes(5) for descriptions of the following attributes:

utslaunch.properties(4)

Attribute Types Attritute Values
Availability SUNWutr
Stability Level Evolving
SEE ALSO
utslaunch(1M), utdetach(1M)
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NAME
utstoraged- Sun Ray Mass Storage service daemon

SYNOPSIS
lopt/SUNWuUt/lib/utstoraged [ -D debug-levdl[-o optroof [-r]

DESCRIPTION
utstoraged provides mass storage support for Sun Ray Dilitdkraged supplies dwer services for
USB mass storage devices that comply with tH&B Bulk Only Mass Storage Specification 1.0.

utstoraged uses thautdisk(7D) loopback drier to provide thedkio(71) interface to Solaris applications.
Applications can access Sun Ray storage devices through block \andevige links created in the
$UTDEVROOT/dev/dsk and $JTDEVROOT/dev/rdsk directories respecttly. utstoraged interacts
with the mounter daemontmountd(1M), to mount devices containing OS-recognizable filesystems.

Users hae acess rights only to storage devices connected to the Sun Ray DTU on which their session is
active and only for as long as the session isactiVhen the session is disconnected from the Sun Ray
DTU through logout, hotdesking, server switching, or atiher means, wnership of the storage device is
lost and all pending data transfers are aborted. This can result in corruption of the filesystem on the media
and loss of data.

Note:

Users are strongly advised to use titdiskadm(1M) command to prepare the device for reaho
before disconnecting a session.

Error messages are loggedvar/opt/SUNWut/log/utstoraged.log

OPTIONS
The following options are supported:

-D debug-level

Dehug mode. Use is beyond the scope of this document. Ifugdels is set, debug messages
are sent to stderr.

-0 optroot

Useoptroot as the parallel service'root directoryfor device node creatioroptroot should
be the same directory as tbetroot directory used bytdevmgrd(1M).

-r

Automatically restart the storage service daemon iitse With this option, the storage ser
vice daemon creates tvprocesses: a child that perfornadl the actual work, and a parent
monitoring process. The parent process restarts a chite ifpreious

one exits.

FILES
The following files are used:

$UTDEVROOT/dev/dsk

The directory containing links to block déce namesfor eachslice or partition on the
device.

$UTDEVROOT/dev/rdsk

The directory containing links to na device namesfor eachslice or partition on the
device.

ENVIRONMENT VARIABLES
UTDEVROOT points to a symbolic link of the dige root forthe Sun Ray DTU associated with a user’

session.
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ATTRIBUTES

Seeattributes(5) for descriptions of the following attributes:

Attribute Type Attribute Value
Availability SUNWutsto

SEE ALSO

utdiskadm(1M), utmountd(1M), utdevmgrd(1M), utdisk(7D)
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NAME
utsunmc - Sun Ray server softare module for the Sun Management Cemewiding addition, load, and
removal utilities.

SYNOPSIS
Jopt/SUNWut/sbin/utsunmc| -u ]

DESCRIPTION
The utsunmc command adds the Sun Ray server software module to the Sun Management Center
(SunMC) and loads it to permit monitoring of the Sun Ray soBwTheutsunmc command can also
remove the Sun Ray server software module from the SunMC.

Theutsunmc command is run with superuser privileges.

OPTIONS
The following option is supported.

-u Remauwe the previously added and loaded Sun Ray server software module.
Without arguments, addition and load of the Sun Ray server software module is performed.

ATTRIBUTES
Seeattributes(5) for descriptions of the following attributes:

Attribute Type Attribute Value
Availability SUNWutesa
SEE ALSO
Sun Management Center 3.0 Software Ws€tiide
NOTES
The utsunmc command requires the Sun Management Center 3.0 or Sun Management Center 2.1.1 to be
installed.

The Sun Management Center agent is stopped while this command runs and restarted after the command
completes. The agent may not properly restart on Sun Management Center 2.1.1. In this case, the command
lopt/SUNWsymon/shin/es-start -ashould be run.
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NAME

utswitch - Sun Ray server selection and session listing utility.

SYNOPSIS

lopt/SUNWut/bin/utswitch {-1]-t |-h hostnamég [ -k token] [ -p port][-r ]

DESCRIPTION

The utswitch command allows switching a Sun Ray DTU among Sun Raesein a &ilover group. It
can also list thexésting sessions for the current &wk Oneof the following option flags must be speci-
fied:-l, -t, or -h. Theutselec{1) command implements a GUI-based interface to this command.

OPTIONS

FILES

The following options are supported.

-h hostname
Force an explicit switch to the server whbstname

-k token
Specify the tokn ID tokento be used in collecting session information from the servers in the
failover group. The token normally used is the one connected to the current session.

- List the servers accessible from the current Sun Ray DTU for the current token arahgheoist-
ing sessions on those servers.

. The first field of the output is the server name.

. The second field is the X display number for anvaatser session. If no agé user session
exists, then -1 is printed or -2 is printed if the login screen is being displayed.

. The third field is the last connection time to an existing session, as a time value from the
time(2) system call. If there is no session, the third field indicates status from the host as:

-1 Sener is up, but there is no session.
-2 Noresponse recegd from the server.

-3 Nopath from the Sun Ray to the server.

The fourth field is 1 if the server is offline and 0 otherwise.

-p port
Sets the port number of the Authentication Manager on the Sun Ray sepegt, iostead of the
default 7009.

-r Forces a remote redirection outside of the curraitvfer group to search for an existing session

within an external dilover group. If no session isvailable, load balancing is performed.ithbut
this option, the Sun Ray DTU is boungpécitly to the target Sun Ray seny rather than to an
appropriate server within the targatléver group. Thisoption may only be used with thie option

-t Switch to the server whose session has the latest connection time among the existing sessions for
the current token. Normally thisamuld switch to the current session, so it has limited usefulness.
However, it is useful in the case of logging out of axisting X session and back to the login screen.

The connection time of a logged out session is biased back in time so that the session will not be
selected if there is an existing logged-in X session on anoth@r.daom a CDE login screen, it is
possible to force a call tatswitch -t by selecting Reset Login Screen from the Options menu. This
allows switching back to a logged-in session from the login screen without having to log in.

The following files are used:
. Ivar/opt/SUNWut/displays/*

X display files
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ATTRIBUTES

Seeattributes(5) for descriptions of the following attributes:

Attribute Type Attribute Value
Availability SUNWuUto

SEE ALSO

utselect(1) attributes(5)
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NAME
uttsc - A terminal server client for the Sun Ray environment.

SYNOPSIS
uttsc [options] server

DESCRIPTION
uttsc is a Remote Desktop Protocol (RDP) client that enables users to launch anithdgsVepplication
from a Sun Ray desktop.

OPTIONS
The following options are supported.

-aapplication
Launch the Windows desktop with the specified application.

-b Disable the windows pullden header in full-screen mode. This option can only be used when full
screen mode (-m) is specified.

-c working folder
Needs -a praded as well. Applications specified with -a launch from the folder specified with -c.

-d domain
Domain for authentication. Needs -u provided as well.

-g <widthxheight>[+|-<xoffset>+|-<yoffset>]
Width and height specify size of Connector windX off set specifies distance of top left corner
of Connector Whdow from left edge of screen if posié and distance from right edge of screen if
negdive. Y offset specifies distance of top left corner of Connector winftom top edge of
screen if positie and distance from right edge of screen ifa@ese. The -g option can not be pro-
vided together with the -m option.

-h Display complete usage of this command.

i Read password from STDIN. It prompts for password with echib 8TDIN is a TTY, otherwise
no prompt is displayed. Thieption can onhbe used when username option (-u) is specified and
-p option is not used.

-k keyboard
Specify the kyboard type to be used for the connection. The supported valuesyfmakd are
sun(type6), sun(type6jp) and sun(kr). Theadétf keyboard is "sun(type6)". All Sun and PC USB
keyboards should be supported by this defaalu®, apart from Sun type6 Japanese, the Sun
Korean leyboard and the PC Koreamyboard. The sun(type6jp) value is used for the Sun type6
Japanesedyboard. The sun(kr)alue is used for the Sun Koreaaykoard and the PC dfean
keyboard.

-l locale
Specify the locale to be used for théndbws session. If this option is not specified, the LC_ALL
or the LANG environment variable values are used. If these are not set, then "en-US" iaute def
locale. Ary valid Windows locale can be specified in the standard format, eg: German is de-DE,
Swiss French is fr-CH etc.

-m Enable fullscreen modeThis overrides the winder manager and causes the uttsc client wimdo
to fully cover the current screen. It can not be provided together with the -g option.

-n client name
Specify a name to be used for this client. The DTU mac address is used as the default.

-0 Enable optimized hotdesking befi@ur. In this mode, hotdesking the Sun Ray session, does not
relaunch the Sun Ray Connector.

-p Read password from controlling TT¥ prompts for password with echofofThis option can
only be used when username option (-u) is specified and -i option is not used.
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-r device
Allow device redirection of specified diee on the client for access on the sernThe deices
currently allowed are :

-r comport:<comport>=<device>,...
Redirects serial devices on your client to the server.

-r disk:<drive name>=<path>,...
Redirects a path to the share \\tsclientwa&rame> on the server.

-r printer:<printername>[=<driver>],...
Redirects a printer queue on the client to theesefhe <printername> is the name of the queue
in your local system. <drér> defaults to a simple postscript\di unless you specify one. The
first printer on the command line will be set as your default priliténe driver name has white
spaces, it must be quoted.

-r sound:[low]|highl|off]
Disable sound redirection from the server to the client or change the quality of transmitted sound.
The sound quality in terms of bits per second can be specified . A "low" quality transmits 8khz and
a "high"
quality does 22.2 khz. By default, High quality sound is enabled.

-r scard:on
Enable Smart Card redirection from client to the eery default, Smart Card redirection is dis-
abled.

-S Connects to the console session of a server.

-t Timeout
Specify the TCP connection timeout (in seconds) for the connection to the windoars|&éinis
value is not specified or the Timeouwlue is set to zero, the system default value for the TCP con-
nection timeout period will be used.

-U username
Username to use for authentication on the server.

-V Display version information of the uttsc command line. It can not bada® together with an
other option.

-x XDisplay
Specify the X display to launch the session on. The DISPémvironment variable is used to
determine the display when this option is not used.

-z Disable RDP packet data compression. This is enabled by default.

-A color depth
Sets the colour depth for the connection (8, 15, 16 or 24). The colour depth may be limited by the
server configuration in which case the server configuration is honored.

-B Disable backing store. Backing store is enabled by default if the Xrssupports it, this option
disables it. Enabled backing store provides performance v@apents during layje and ést
screen updates.

-C Use shared colourmap. By defaultvaté colormap is used.

-E window-attribute
Enable windwv attributes from the defined set. Theaable set of options which can be enabled
are : vallpaper fullwindowdrag, menuanimations, theming, cursorshgdmirsorsettings. Eep-
ing these attributes disabled impes dsplay performance especiallyas lower bandwidth net-
works. Multiple-E options can be specified for more than one attribute if required.

-D window-attribute
Window attributes are disabled by default. The -D option is deprecated, ignored and not consid-
ered an erroit will be remored and considered an error in the next release.
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-K Handle shortcuts in the local computer desktop session. If not specified then shortcuts are handled
in the Windows server session. This option cannot be used in full screen mode.

-P port Specify the portwer which to connect to RDRhe default port is 3389.

-T window title
Set the title on the client windo This option cannot be used when -b is specified in full screen
mode.

Options taking values can not be provided multiple times.

EXAMPLES
1. An example to redirect a printer named "printerl" which uses the hp deskjet 98¢ tdra Windows
session on say winserverl :

% uttsc -u userl -r printer:printerl="hp deskjet 990c" winserverl

EXIT STATUS
0 if operation performed successfullyif error found

ATTRIBUTES
Seeattributes(5) for descriptions of the following attributes:

Attribute Type Attribute Value
Availability SUNWauttsc

SEE ALSO
uttscadm(1m), uttscprinteradm(1m), utlicenseadm(1m)
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NAME

uttscadm - Sun Ray Connector for Windows Configuration utility
SYNOPSIS

uttscadm -c|-u|-h
DESCRIPTION

uttscadm is a utility used to configure the Sun Ray Connector fordéivs. This command must be run
with root permissions after installation to prepare the system to launch the Connector.

OPTIONS
The following options are supported.

-C This option configures the system to launch the Conndttweates the required SRDS schema to
store the printer configurations. It also prompts the administrator for the path to the OpenSSL
library location, if required.

On Solaris, it also creates the required entries in the /etc/services file for the Sun Ray Connector
Proxy daemon, and thereafter launches it.

-u This option is used to unconfigure the changes created during configuration, befaragetim
Connector.
-h Displays command usage information
EXIT STATUS

0 if operation performed successfullyif error found

ATTRIBUTES
Seeattributes(5) for descriptions of the following attributes:

Attribute Type Attribute Value
Availability SUNWauttsc

SEE ALSO
uttsc(1)
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NAME
uttscprinteradm - uttsc printer cache administration tool

SYNOPSIS
uttscprinteradm -h
uttscprinteradm -l [usernamg
uttscprinteradm -d usernamgprinter]

DESCRIPTION
Theuttscprinteradm command is a utility to administer users and printers in the uttsc printer configuration
cache. The cache is used to automatically preggimter configuration changes done by users to printers
provided on the uttsc command line during subsequent connections to Windows servers through uttsc.

Separate printer configuration entries are storedviay &Vindows user/printer combination.

Configuration entries of the same printer using differemidéws drivers are not compatible with each
other If a printer is redirected with a medriver none of the configuration ged with the previous dvier
will be restored. If the configuration is changed while the printer is redirected withvthdrimer the nev
configuration will automatically\erwrite the old configuration.

OPTIONS
The following options are supported.

-h Display usage information.

-| [usernamg
List printers of all users if no user specified or list printers of the specified user.

-d usernamédprinter]
Delete specified printer of the specified user or (if no printer specified) delete user and all printers
of user.

EXIT STATUS
0 if operation performed successfullyif error found

ATTRIBUTES
Seeattributes(5) for descriptions of the following attributes:

Attribute Type Attribute Value
Availability SUNWauttsc

SEE ALSO
uttsc(1)
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NAME
uttscrestart - Sun Ray Windows Connector utility for restarting service.

SYNOPSIS
uttscrestart

DESCRIPTION
The uttscrestart command is used for restarting the Sun Ragdaivs Connector daemon process. Exist-
ing Sun Ray Connector sessions will not be affected by the restart.

uttscrestart can only be run by the super-user.
OPTIONS
There are no options to this command.

EXAMPLES
Example 1: This starts the service if it is not running, or restarts it if it is already running.

# uttscrestart
EXIT STATUS
0 if operation performed successfullyif error found

ATTRIBUTES
Seeattributes(5) for descriptions of the following attributes:

Attribute Type Attribute Value
Availability SUNWauttsc

SEE ALSO
uttsc(1)
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NAME
utumount - Sun Ray Mass Storage unmount utility

SYNOPSIS
Jopt/SUNWut/bin/utumount -u mount_path

DESCRIPTION
Theutumount command has the same functionality as utdiskadm -u. It attempts to unmount the filesystem
onmount_pathf the related device is a Sun Ray storage device belonging to the user.

OPTIONS
The following options are supported.

-umount_path
Unmountmount_path

EXIT STATUS
The following exit codes are returned:

0 uccess.
1 Failure.

FILES
The following files are used:

$UTDEVROQT/dev/dsk
The directorycontaining links to block déce namesfor eachpartition on the
device.

$UTDEVROOT/dev/rdsk
The directory containing links to na device namesfor eachpartition on the
device.

ENVIRONMENT VARIABLES
UTDEVROOT points to a symbolic link of the dige root forthe Sun Ray DTU associated with a user’
session.

ATTRIBUTES
Seeattributes(5) for descriptions of the following attributes:

Attribute Type Attribute Value
Availability SUNWutsto

SEE ALSO
utdiskadm(1M), uteject(1M), utmount(1M), utmountd(1M), utstoraged(1M), utdisk(7D)
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NAME
/opt/SUNWuUt/sbin/utusbadm - Enable or disable USB device services

SYNOPSIS

DESCRIPTION
Note thatutusbadm command is deprecatedlse/opt/SUNWut/shin/utdevadm command to enable/dis-
able usb services.

The utusbadm ommand is used to disable/enatdecess to all USB ports on SunRay devices. It does not
affect HID devices such as theyboard and mouse; hwaver, it does affect all other devices attached to the
USB ports, which will not be accessible if the site is so configured.

This is a site-wide propertyWhen set, it affects all units connected to the ¥&ilgroup.

Changing this configuration requires a cold system restart before it eamftagt. When a successful
change is made, the command reminds the administrator to restart the services.

OPTIONS
The following options are supported.

-h Print the current usage state.
-e Enable all USB device services.
-d Disable all USB device services.

ENVIRONMENT VARIABLES
None

EXIT STATUS
The following exit values are returned:

0 onh success
1 on error

FILES
None

ATTRIBUTES
Seeattributes(5) for descriptions of the following attributes:

Attribute Type Attribute Value
Availability SUNWAuto
Interface Stability Public Evolving

SEE ALSO
utrestart(1M), utdevadm(1M)
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NAME
utuser - Sun Ray user administration utility.

SYNOPSIS
lopt/SUNWuUt/sbin/utuser -a "tokenlD,server-name,server-port,name,other-infer tokenreadej

/opt/SUNWuUt/sbin/utuser -a -f filename[ -r token-readet
/opt/SUNWuUt/sbin/utuser -a -i current-tokenlD new-tokenlD) -r token-readej
lopt/SUNWuUt/sbin/utuser -d tokenlD
lopt/SUNWut/sbin/utuser -d -f filename
Jopt/SUNWut/sbin/utuser -d -i current-tokenlD
/opt/SUNWuUt/sbin/utuser -e "tokenID,server-name,server-port,name,other-info
lopt/SUNWuUt/sbin/utuser -e -f filename
lopt/SUNWuUt/sbin/utuser -e -i current-tokenID[enabledisablé
/opt/SUNWut/sbin/utuser -h

/opt/SUNWuUt/sbin/utuser -I

lopt/SUNWut/sbin/utuser -l -c

lopt/SUNWuUt/sbin/utuser -l -i substring
/opt/SUNWuUt/sbin/utuser -1 -n substring
/opt/SUNWut/sbin/utuser -L

lopt/SUNWut/sbin/utuser -L -c

/opt/SUNWut/sbin/utuser -L -i substring
lopt/SUNWuUt/sbin/utuser -L -n substring
/opt/SUNWut/sbin/utuser -L -g

/opt/SUNWuUt/sbin/utuser -L -ssession
Jopt/SUNWut/sbin/utuser -o

lopt/SUNWuUt/sbin/utuser -p tokenlD
/opt/SUNWuUt/sbin/utuser -r token-reader

DESCRIPTION
The utuser command allows the administrator to manage useistezed on the Sun Ray server which the
command is run. The information thatiser provides is from the Sun Ray administration database and the
Sun Ray Authentication Manager.

utuser operations that only display information may be run by @ser Operations that change or delete
data are run under superuser privileges.

OPTIONS
The following options are supported.

-a Add user with the specifiebkenID, servernameserverport nameand other informationproper-
ties.

The 5 comma-delimited values should be enclosed within quotes. All valoept tokenlID and
nameare optional, although comma separators are required (for example "<tokenlD>,,,.<name>,").

-a-f Batch add multiple users using input from the specfiiedame The format of each line in the
input file is:tokenlDserver-namgerverporinameother-infa All values &cepttokenIDandname
are optional, although comma separators are required (for example "<tokenID>,,,<name>,").
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-a-i Add the specifietiew-tokenlXo the user that currently has tokamrent-tokenlD

-d Delete the user with the specifitakenlD This command deletes the user and all of the siser’
tokens. (© delete a single token without deleting the usse the-di option.)

-d -f Batch delete multiple users using input from the specifiedame The format of each line in the
input file is:tokenlD Howeve, you may use the output of the option as input to this option as all
arguments after the first comma are ignoreat. €ach token-id specified in the filename, this com-
mand deletes the associated user and all of thesulezhs. (D delete a single token without delet-
ing the useruse the-di option.)

-d-i  Delete tolen current-tokenIDfrom the user that currently has ownership of it. The token to be
deleted must not be the usethly token. This command does not delete the user ypmoathe
users aher tokens. (@ delete the user and all the usetkens, use thel option.)

-e Edit properties for the user with the specifitelenID by changing theserver-namgserver-port
nameandother-informationproperties to the specified values.

The 5 comma-delimited values should be enclosed within quotes. All valoept eokenlID and
nameare optional, although comma separators are required (for example "<tokenlD>,,,.<name>,").

-e-f  Batch edit multiple users using input from the specifiethame The format of each line in the
input file is: tokenlDserver-namgerver-porinameother-info. All values ecept tokenID are
optional, although comma separators are required (for example "<tokenlID>,,,,").

-e-i  Enable or disable the specifiedrrent-tokenID

-h Shaw usage information (this message).

-l List all users registered in the admin database..

-l -c  List all users registered in the admin database that are currently logged in.

-l -i  List all users registered in the admin database with token-ids that contain the specified substring.

-l -n  List all users registered in the admin database with names that contain the specified substring.

-L List all users registered in the admin database (long format).

-L -c List all users registered in the admin database that are currently logged in (long format).

-L -i  List all users rgistered in the admin database with token-ids that contain the spetibetting
(long format).

-L -n List all users rgistered in the admin database with names that contain the spsalfidng(long
format).

-L -g List all users rgistered in the admin database currently logged in and the servers into which the
are logged in.

-L -s List all users rgistered in the admin database with session types matching the specified session
type, which can be either "default”, "kiosk" or "regular" (long format).

-0 Dump user list in comma-delimited format. The format of each line output by this option is:
tokenlD, server-nameserver-port name and other-infa

-p Shaw user properties for user with the specifiekeniD

-r When specified alone, this option reads a&teid from the specified token readéthen specified
with the-a, -af or -ai options, ther flag instructautuser to use the specified token reader to assist
in adding users or tokens wheeethe character "x" is used in place of aenkd. The command
will prompt you to insert the token into the specified reader when its ready to read the token.

For the-l -i, -l -n, -L -i, and-L -n options, the substring comparisons are case-insgnsiti

EXAMPLES

Example 1: This command displays all users that he "parker" in their usernames:
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% /opt/SUNWut/sbin/utuser -I -n parker

Example 2: This command adds a user with unknown token-ID, seer name "localhost", setver port
"7007", user name "John Anderson", and other information "C987" by using the token reader
08002086e18f to read the token-ID:

# lopt/SUNWut/sbin/utuser -a "x,localhost,7007,John Anderson,C987"

-r 08002086e18f
Example 3: This command adds multiple users using input from the /tmp/users file:

# lopt/SUNWuUt/sbin/utuser -a -f tmp/users
Example 4: This command reads a token from token reader 08002086e18f:
# lopt/SUNWut/sbin/utuser -r 08002086e18f

FILES

The following file is used:
. /etc/lopt/SUNWut/utadmin.conf

ATTRIBUTES

Seeattributes(5) for descriptions of the following attributes:

utuser(1M)

Availability

Attribute Type

SUNWuta

Attribute Value

SEE ALSO

utdesktop(1M), utadmin.conf(4)

NOTES

The-G option has been deprecatedand of usingutuser -L -g.

The-k option has been deprecated. Wssession -kinstead.
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NAME

utwall - Sun Ray user notification utility.

SYNOPSIS

lopt/SUNWut/sbin/utwall -aaufile [-rn] [-v] { ALL |user [:display] |:display...}

Jopt/SUNWuUt/sbin/utwall [-d] [ -m "subject] [-t" messgetext'] [-v]{ ALL | user [:display] |
.display

lopt/SUNWut/sbin/utwall [-u " messgetext']

DESCRIPTION

utwall sends a message or an audio file to users havixXgemer process. The messages can be sent in
email and/or displayed in a pop-up winddNhen sent to a multihead session, the pop-up winadl
appear on all displays for that session.

Options-a and-d require superuser privileges.

OPTIONS

The following options are supported.

-a aufile
Annunciate mode. Plays the audio filefile on the specified userX session. Audio files of type
.au can be found dusr/demo/SOUND/sounds

-d Pop up a winde with the supplied message on each Xserver instance.

-m Send mail with the gen subject 'subject and supplied messagédf the text has white space, use
single or double quotes. Substitution is supported.

-rn  Repeat the annunciatiortimes. This option can only be used wish Default is 1.

-t Message text. Alternatily, the message can be suppliedstin. If the text has white space, use
single or double quotes. Substitution is supported.

-V Verbose mode.

OPERANDS

The following operands are supported:
ALL Action is performed on all user having an Xserver process.

userdisplay
Action is performed on the \gn users (optional display numbaelisplay) having an
Xserver process.

.display
Action is performed on the users having display nurdisglay.

EXAMPLES

Example 1: This command sends email to all users:

# lopt/SUNWut/sbin/utwall -m ‘System policy change..-t
‘TonightOlease log off ALL

The email reads:

Subject: System poljcchange...
Tonight
Please log off

Example 2: This command pops a winde up on all sessions stating "Log off now!"
# lopt/SUNWut/sbin/utwall -d -t "Log off now!" ALL

Example 3: This command pops a winde up on jsmith’s ession on display 26 with the text fsm
messgefile
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# lopt/SUNWut/sbin/utwall -d jsmith:26 < messg¢file
Example 4: This command pops a winde up with a greeting to the user on display number 10
# lopt/SUNWut/sbin/utwall -d -t "Hello" :10

ATTRIBUTES

Seeattributes(5) for descriptions of the following attributes:

utwall(1M)

Availability

Attribute Type

SUNWuto

Attribute Value

SEE ALSO

wall(1M), mailx(1M), utaudio(1)

NOTES

When Sun Ray DTUs are configured for Xinerama, only the origin screen displays/dtlemessage.
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NAME

utwho - Provide a compact summary of sessions and firmware maintenance.
SYNOPSIS

/opt/SUNWut/sbin/utwho -c [-a] [ -H ]
DESCRIPTION

Theutwho command is ascript that assembles information about display numtoden, and logged-
in user and displays that information in a compact format. It can also dispilaylP address, Sun Ray
model, and MA address of a Sun Ray that is connected tovengession.

OPTIONS
The following options are supported.

-C With utwho, show connected Sun Rays with the display numbession tokn, logged in usetP
address, Sun Ray model, and Sun RayQvéldress. The display number is presented in the form
d.m, where d is the X display number of the session, and m imtl@ within a multihead group
of that particular Sun Ray.The session token is the valugStIN_SUNRAY_TOKEN within a
session. The model and MAaddress are output as PxB.MAC, where Px is the endinggiathe
model type, e.g., P4, and MAis the 6-byte ethernet M@ address in hexadecimal format.ithbut
the < option, the command displaysnly session informationncluding the X display number
token, and logged in usetn this mode, sessions are displayedneif they don't havea Sun Ray
connected to them.

-a In combination with other options, this optiaontrols theselection of Sun Rays sessions to
display Without a, only sesssions that @ logged in users are displayediti-a, all sessions or
Sun Rays are displayed, and those with no logged in ugerhaer id field of "??2??".

-H Output column headings almte regular output.

ATTRIBUTES
Seeattributes(5) for descriptions of the following attributes:

Attribute Type Attribute Value
Availability SUNWuUto

SEE ALSO
utfiwadm(1M), attributes(5)
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NAME
utxconfig - Sun Ray DTU X server configuration utility.

SYNOPSIS
lopt/SUNWuUt/bin/utxconfig [-a][-c config-file] [ -d display] [ -D ][ -k xkb-value] [ -] [ -L geom
]1[-m multihead] [ -p pcolor][-r res] [ -R geom] [ -Sscreen-ordef [ -t token] [ -v ][ -X Xinerama]

lopt/SUNWuUt/bin/utxconfig -e [ -d display] [ -t token]
lopt/SUNWut/bin/utxconfig [-o] [ -ffile]
lopt/SUNWut/bin/utxconfig [-i] [ -f file]
/opt/SUNWuUt/bin/utxconfig [ -X xserver]

DESCRIPTION
utxconfig displays and configures X server parameters for Sun Ray sessions. The changes to #re X serv
are not evident until a restart of the X server process. For example, log out, then log in.

OPTIONS
The following options are supported.

-a Allows the setting or listing of the default values. Only superuser may change the default settings.

-c config-file
Sets a specificonfigfileto use. The usage of this option is beyond the scope of this manual.

-d display
Sets the X display variable used to determine the Sun Ray DTU session. Otherwise, theYDISPLA
ervironment variable is used. Users mustéhaccess to an X server attached to their session before
they can read or change the settings for that session.

-D Debug flag.
-e Erases all specific settings for the session. All settings return to their default values.
-f file Specifies a file to be used in conjunction wdtor -i.

i Populates the system settings database from a comma delimitedcmrd such as the one pro-
duced by-o. Input is taken from the standard input unldsis specified. You must be root to use
this option.

-k xkb-value
Enable or disable the XKB extensiorn @able use of XKB specify "on"To dsable XKB specify
"off". To revet to the system default specify "reset".

-l Lists the current settings for the session. If specific values fd been set for particular attuites,
default values are printed.

-L geom
Lists out the X server screen device start-up arguments for the user preferred geometry-Bet with
or forgeomif none is set. The use of this option is beyond the scope of this manual.

-m multihead
Enables or disables multihead mode for X session startup. By default, if a session is started on a
multihead terminal group, then the session starts in multihead mode to match the terminal group
with an appropriate number of screens and geomgigcify "off" to disable this behavior and the
session starts on a single terminal with one screen. @ekd "reset” may be specified to reset to
the system default.

-0 Output all system settings in a comma-delimited tecord. Intended for use witih. Outputs to
standard output unleskis specified.

-p pcolor
Paameter that specifies thesé of support for the PseudoColor (8-bit) visual in the X ser¥he
PseudoColor visual is not enabled by default. The acceptle@svforpcolor are "off", "on",
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"default”, and "reset". Acolor value of "off" will disable the PseudoColor visual.p&olor value

of "on" will enable the PseudoColor visual, but the TrueColor visual (24-bit) will remain the
default. A pcolor value of "default" will enable the PseudoColor visual and mitkthe dehult
visual, although the TrueColor visual will still beadable. A pcolor value of "reset" will revert to

the system default.

-r res Paameter that specifies a resolution (hnumber of pixels) that the X server shotittk fov the ses-
sion. The format ofes is WIDTHXHEIGHT, for example 1280x1024utxconfig enforces restric-
tions on the possible widths and heights that can be specified.efivertt "auto” may also be
specified, which will enable selection ofrasolution thabest matches the resolution capabilities
of the terminal on which the X sessiondtarted. Théeyword "reset" may be specified toveg to
the system default.

-R geom
Specify a preferred screen geometry in the f@ABLXRONS At X server startup this geometry
overrides the terminal group geometry on which the session is starteemS€ke keyword "auto"
may also be specified as a value, which will causegth@metry of the terminal group on which the
X session is started to be used. Theyvord "reset" may be specified toveet to the system
default.

-Sscreen-order
Specify a preferred screen number order for the sessitngen group. The order must be gde
for standard Xsun (Sun Ray X sery screen placement, or theylword "auto" which will cause a
default screen ordering to be chosen. Manipulating the geometry via the -R option will automati-
cally change the screen order to an appropriate value.

-t token
Allows the setting of a specific token to use. The use of this option is beyond the scope of this man-
ual.

-X Xinerama
Enable or disable XINERAMA extensiono Enable use of XINERAMA specify "on"To dsable
XINERAMA specify "off". To revat to the system default specify "reset".

Y Verbose output for -I option. When both -l and -v are specified attrdbwith default values are
labeled as such.

-X xserver
Specify which X server to output options for.

EXAMPLES
Example 1: This command enables PseudoColor visual on a 1024 x 768 screen:

% /opt/SUNWut/bin/utxconfig -r 1024x768 -p on

Example 2: This command configures a multihead group with te screens, right and left:
% /opt/SUNWut/bin/utxconfig -m on -R 2x1 -S 0,1

Example 3: This command sets the screen geometry and ordering to automatic:

% /opt/SUNWut/bin/utxconfig -R auto

ATTRIBUTES
Seeattributes(5) for descriptions of the following attributes:

Attribute Types Attritute Values
Availability SUNWuta
Interface Stability Evolving
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SEE ALSO
Xserver(1)

NOTES
The settings are actually maintained on the basis of an authentication token and do not remain specific to a
single X display number.
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NAME
utxlock - Sun Ray utility for locking a winde session.

SYNOPSIS
lopt/SUNWut/bin/utxlock

DESCRIPTION
The utxlock utility locks the current display in a manner specific to the current windowing environment. If
the current environment is Gnome, it usesreensaer-command if the current evironment is CDE, it
usesdtsession otherwiseutxlock is used.

Note:

Although some users may find screen locking an waudance, @erriding it has security implica-
tions that should be ofus. O\erride at your own risk.

A user may disable gnscreen lock behavior by setting the environmenmtriable SUN_SUN-
RAY_UTXLOCK_PREF to NULL . Any aher alue will be used as a command line to use feokimg a
screen lock command instead of the default behavior.

SRSS imokes utxlock on ary session disconnect.oTdisable this behaor, add the follaving line to your
$HOME/.dtprofile :

SUN_SUNRAY_UTXLOCK_PREF=; export SUN_SUNRAY_UTXLOCK_PREF

As another example, if a user had their own screenlock program called mylock, yantied to pass it
the argument, they should add the following line to thefHOME/.dtprofile :

SUN_SUNRAY_UTXLOCK_PREF="$HOME/bin/mylock -I"; export SUN_SUN-
RAY_UTXLOCK_PREF

OPTIONS
No options are supported.

ATTRIBUTES
Seeattributes(5) for descriptions of the following attributes:

Attribute Type Attribute Value
Availability SUNWutu
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