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Chapter 1
Introduction

In today’s business climate where dynamic change is the only constant, innovation is the key to success. Businesses
are relying more than ever on information technology (IT) services as a way to (1) respond quickly to changing
customer needs and (2) build competitive advantage. However, with many organizations having deployed up to a
thousand applications in their IT environment, IT managers are challenged to maintain this complex network of
systems and applications without exceeding their limited budget and without introducing business risk.

With its customers’ concerns in mind, Sun Microsystems has improved its premier operating system to help
customers contain costs, reduce complexity, and minimize business risk. Sun’s Solaris™ 10 Operating System (0S) is
a reflection of Sun’s continued commitment to innovation, with many new features and technologies that offer
dramatic benefits. The Solaris 10 OS is designed to help organizations optimize system utilization levels, deliver
extreme performance, and provide unparalleled security — all with relentless, around-the-clock availability.
¢ Reducing Cost

The Solaris 10 OS incorporates:

- New functionality that can help customers reduce costs through better utilization of their Sun systems
- Higher performance that allows room for growth without upgrading servers

- More efficient management of the IT environment

Breakthrough functionality provides the opportunity to:

Squeeze up to 80-percent utilization out of each of server

Improve application performance by as much as 30 times

Automatically configure failing components out of the system

Deliver up to 47-percent improvement on Web server workloads through increased network performance
- Reduce administration costs for file systems by up to 80 percent

¢ Reducing Complexity
The Solaris 10 OS significantly reduces complexity by delivering a self-managing, self-healing, and selftuning
operating system. Dramatic improvements in manageability give customers the unique ability to consolidate
thousands of applications onto a single instance of the OS while at the same time automatically maintaining
system, application, and data integrity.

¢ Reducing Risk
Customers choosing Sun’s Solaris 10 OS can minimize risk with industry-leading security, binary and source-code
compatibility guarantees, and a multiplatform environment that enables businesses to grow their IT infrastructure
using a variety of hardware platforms, including UltraSPARC®, AMD64, and x86 architecture systems.
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Breakthrough New Features

Far from being an incremental software release, the Solaris 10 Operating System delivers a breathtaking new set of

features designed to dramatically improve performance, availability, and manageability. New key features include:

« Solaris Containers — Offering highly-efficient, mainframe-quality partitioning technologies for low-cost systems,
Solaris Containers (formerly N1™ Grid Containers) can help consolidate multiple, potentially incompatible appli-
cations onto the same server — each securely in its own environment with application-specific resource allocation
and an isolated fault zone.

¢ DTrace — Developers and administrators can quickly zero in on performance issues as well as difficult-to-find and
difficult-to-re-create bugs using the powerful new Dynamic Tracing (DTrace) facility to quickly understand system
behavior. DTrace can be used on running systems to examine application, library, and kernel activity.

¢ TCP/IP Stack Improvements — TCP and IP layers are partially merged in the Solaris 10 OS, resulting in significant
performance improvements over the Solaris 9 OS on UltraSPARC processor and x86 architecture-based systems.

« Predictive Self-Healing — This innovative new capability automatically diagnoses, isolates, and recovers from
many hardware and application faults. Business-critical applications and essential system services can continue
uninterrupted in the event of software failures, major hardware component failures, and even software miscon-
figuration problems. Solaris Fault Manager works in tandem with Solaris Service Manager to form the new
Predictive Self-Healing architecture in the Solaris OS.

« Solaris Cryptographic Framework — A consistent framework for application-level and kernel-level cryptographic
operations, the Solaris Cryptographic Framework can help increase security and performance while giving appli-
cations access to the same hardware encryption acceleration devices used by the operating system kernel.

* Process Rights Management Facilities — This new security feature significantly reduces the possibility of a
compromised application doing real damage to a system by providing fine-grained control over the resources
and objects that processes can manipulate.

« Solaris ZFS File System — Integrated device and volume management with automatic administration features
provides a flexible, secure, scalable, high-performance, policy-driven, and fault-resilient file system.

The unique combination of features found in the Solaris 10 OS allows it to detect and correct faults before they
result in application failures, deliver optimized resource utilization, provide higher performance, and protect appli-
cations with unparalleled security — all across multiple platform and processor architectures.

In a Class By Itself

Sun designed the Solaris Operating System with a flexible, modular structure so that it can grow and evolve to
meet the demands of today’s enterprise environments. The exciting new features and functionality available in the
Solaris 10 OS were made possible only because the underlying foundation of the Solaris kernel was designed with
innovation in mind. Sun continues to make bold progress with the Solaris OS, establishing clear leadership in the
areas of network and application performance, server virtualization, file system management, and security.

Scope of this White Paper

This white paper is intended for IT executives and managers. It explores Solaris Operating System design principles
and how new Solaris OS features contribute to running business-critical applications with relentless availability,
optimized utilization, extreme performance, and unparalleled security. The paper describes a range of features in
the Solaris 10 OS, not all of which are available in its first release. Sun reserves the right to alter or eliminate
features described in this document at its sole discretion.
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Chapter 2
Solaris OS Design Principles

Sun designed the Solaris Operating System for performance and reliability, and to scale and evolve as business
needs change. Sun’s ability to quickly add support for new processors such as the UltraSPARC IV and AMD Opteron,
and maintain feature parity, is testimony to the adaptability of the Solaris platform. The Solaris OS is designed for
innovation, resulting in a system that is easily extensible and can grow in an evolutionary fashion without the
major, error-prone rewrites that are typically required from one release of software to the next.

This chapter is divided into two primary sections. The first section describes the modular architecture of the
Solaris OS and the key technologies that support Sun’s continued innovation. The remainder of the chapter discusses
the design principles that enable the Solaris OS to provide relentless availability, optimal utilization, extreme per-
formance, and unparalleled security in ways that can help organizations contain costs, reduce complexity, and
minimize risk.

Designed to Evolve

The Solaris Operating System is designed in a modular fashion so that it can adapt to new processor and hardware
platforms while incorporating new features. It is also designed to provide nondisruptive growth and evolution by
enabling new services to be added on top of a stable core. The Solaris kernel is dynamic, composed of a core system
that is always resident in memory, with services beyond the core loaded as needed. For customers, this means that
Solaris software can evolve to accommodate new devices and services without even rebooting — resulting in
less downtime and greater agility to meet changing business needs.

The Solaris OS kernel is a compact code base that is built to be extended. Unlike other operating environments
where the delineation between the operating system and applications is confused, Sun designed the Solaris
0S so that the line is very clear. It is nearly impossible, for example, for a Web browser to crash the operating system
because Solaris software can distinguish between an application and an operating system feature. This clarity
enables a smaller code base that results in a more reliable and secure operating environment.

Figure 1 shows an overview of the Solaris OS architecture.
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Figure 1. The modular design of the Solaris Operating System helps it rapidly evolve to support new technology
and business models.

Some key elements of the Solaris OS architecture include:

® Processor-Specific and Platform-Specific Code
The layer closest to the hardware is platform- and processor-specific code that enables Solaris software to easily
support different processors and system architectures. This code comprises less than five percent of the operating
system kernel, resulting in an agile, adaptable code base that gives Sun the ability to rapidly bring new SPARC® and
x86 architecture systems to market as technologies evolve. It’s easy to think that Sun might have difficulty
adapting a single common code base to bring out the best in the new processor technologies, but since it has
been designed from the beginning to support multiple platforms, the Solaris OS can readily adapt to new technol-
ogies, including the new UltraSPARC IV, AMD Opteron, and Intel IA32e processors.

¢ Device Drivers
Device drivers plug into the Solaris kernel and provide access to I/0 devices, including disks, tapes, CD drives,
serial ports, and networks. Above these device drivers, software is layered to support device-specific functions.
For example, the TCP/IP stack uses networking devices. Volume management and file system software use disk
device drivers. In the Solaris OS, new device drivers can be added dynamically, making it easy to reconfigure the
kernel without rebooting.

Device drivers for the Solaris OS are written using published, stable interfaces to the software platform.
These interfaces do not change from release to release, so when a vendor delivers a driver for one version of
Solaris software, it will continue to work in the next release. Sun is careful to avoid any changes that might
undermine the work of its internal and third-party device driver developers.
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File Systems and Volume Management

One very useful way in which drivers are used in the Solaris OS is to manage large numbers of disks as a single
volume. Using disk management software like Solaris Volume Manager enables software RAID arrays as well as
disk mirrors, striping, and even the capability to add disk volumes to existing logical file systems to be created.
Organizations can layer volume management under whatever file system software they wish because the existence
of the underlying driver is transparent. Solaris Volume Manager software has been incorporated into the operating
system since the Solaris 9 OS release.

File systems provide another way in which the capabilities of the Solaris OS can be configured dynamically
and extended to meet business needs such as managing disk volumes and files. Any third party who writes soft-
ware that uses the Virtual File System (VFS) interfaces can provide file systems that integrate with the Solaris
environment. Examples of the supported extensions include the UNIX® file system (UFS), Network File System
(NFS), Sun StorEdge™ SAM-FS file system, Sun StorEdge QFS file system, PC file system (PCFS), ISO 9660 CD-ROM
file system known as the High Sierra File System (HSFS), and VERITAS file system (VxFS).

Sun’s new dynamic file system, Solaris ZFS (zettabyte file system), incorporates both volume and device man-
agement facilities to help provide a flexible, expandable file system that manages devices and volumes to effect
data storage policies defined by administrators. Hence, Solaris ZFS overlays three layers in the Solaris kernel, as
illustrated in Figure 1.

New to the Solaris 10 0S — and available today through the Suns Software Express program for the Solaris
0S — is NFS Version 4, including improvements to make it more firewall-friendly, to make it run more efficiently
over wide area networks (WANs), and to offer improved security through strong authentication.

Solaris Cryptographic Framework

The Solaris Cryptographic Framework provides a mechanism and APl whereby both kernel- and user-based crypto-
graphic functions can be executed by the same optimized encryption software or transparently use hardware
accelerators configured on the system. This new framework brings the power of advanced, streamlined encryp-
tion algorithms and hardware acceleration to user-level C and Java™ programming language-based applications.
Resource Management and Scheduler

Resource management enables fine-grained control over allocation of system resources to processes and tasks.
The fair-share scheduler supports task- and project-based scheduling and accounting priorities. Processor sets,
implemented as part of the resource management software, also enable specific named processes to be bound
to specific hardware processors. System resource usage can be controlled by assigning limits to the rate at which
any given task (which can be a collection of processes) can consume resources, including network bandwidth,
number of processes, and threads per process.

Solaris Containers

Solaris Containers software supports multiple isolated environments that appear to processes as their own
unique instance of the operating system, when in fact they may be in only one of many Containers configured
onto a single instance of the operating system. Solaris Containers support a unique and isolated name space,
process hierarchy, and set of resources for each zone.

Unified TCP/IP Stack

The Solaris 10 OS partially merges the TCP and IP layers in the TCP/IP stack to dramatically improve performance
for network applications like Web servers.
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e STREAMS
STREAMS provide a network software backplane into which modules can be plugged to dynamically build higher-
level services. STREAMS increase flexibility in the use of devices so that new and custom protocols and line
disciplines can be configured using the same underlying physical device. They allow various modules to be pushed
onto a stack dynamically. An underlying device driver passes data (using standard interfaces) to the next module
in the stack, which performs its unique processing and in turn passes data along to the next module and ulti-
mately to a user process. High-level services can be dynamically configured with STREAMS modules. For example,
a pointto-point (PPP) protocol stack can be built using a serial device driver and layering in modules to support
PPP network control protocols and the TCP/IP protocol itself. No operating system updates or changes to the
code are necessary.

¢ Linux System Call Handler
The Solaris 10 0S kernel includes a handler for Linux system calls for x86 architecture platforms. This in-kernel
handler manages system calls issued by Linux applications and dispatches the equivalent Solaris kernel functions
to handle the requests. By providing kernel-level support for Linux applications, the Solaris 10 OS can run Linux
applications without recompilation on x86 systems — and with maximum efficiency.

e UNIX APIs
On top of the Solaris kernel is a set of UNIX APIs that provide public interfaces to the Solaris kernel. Sun has
recently expanded its set of APIs to include x86 Linux Native Libraries to allow Linux applications to run unchanged
on the Solaris OS when coupled with a Linux distribution.

¢ Java Virtual Machine
Sun’s Java Virtual Machine is the key technology supporting Web-based services. |Java technology enables much
of the software that drives the Web today, from Java Servlet and JavaServer Pages™ software to the business logic
in application servers. Because the Java runtime environment is so important for most application development,
Sun has invested heavily in making its Java Virtual Machine and the Sun Java™ System Application Server Enter-
prise Edition the best they can be.

¢ Dynamic Tracing (DTrace)
Overlaying the UNIX APIs and the entire Solaris kernel is a new facility for tracing system behavior. The Dynamic
Tracing (DTrace) facility provides an in-depth view of the activities and status information of both kernel- and
user-level or application areas. This powerful and easy-to-use tool enables better performance tuning and more
rapid resolution of application bugs.

Open Standards-Based Implementation

The Solaris OS adheres to open standards, following Sun’s philosophy that healthy competition in an open market-
place fosters superior implementations, higher quality, and lower cost. Indeed, even with innovations that originate
at Sun — ranging from NFS to Java technology — Sun’s philosophy is to make interfaces public and stable, and
successfully compete with other vendors by providing the best implementation rather than locking out rivals by
obscure or constantly changing interfaces.

UNIX Platform Open Standards

Portability of applications between UNIX platforms is enhanced by Sun’s endorsement and support of open stan-
dards. Sun adheres to X/Open®, POSIX, UNIX 98, and POSIX threads standards for interoperability between UNIX
implementations from competing vendors. UNIX 2003 certification is in progress.
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Interoperability Open Standards

Open standards supporting interoperability between systems is key to today’s networked environments. For example,
Sun’s implementation of the Java 2 Platform, Enterprise Edition (J2EE™) environment is compelling to developers
because of the wide range of open standards that the software embraces, including Common Object Request Broker
Architecture (CORBA); |DBC"; Remote Method Invocation (RMI); Simple Object Access Protocol (SOAP); Universal
Description, Discovery, and Integration (UDDI); eXtensible Markup Language (XML); and XML Remote Procedure Call
(RPC) specifications.

Binary Compatibility

Compatibility is one of the hallmarks of the Solaris 0S, and is a key feature enabling customers to move up the
product line without having to port or recompile their applications, which helps lower costs through investment
protection. For years, Sun has supported binary compatibility across its UltraSPARC processor-based product line.
Any software, once compiled, runs on every UltraSPARC platform, from entry-level workstations to the 106-processor
Sun Fire™ 25K server. This offers customers a high degree of flexibility in deploying applications.

Compatibility Between Releases

Software is one of the most costly investments that an IT organization makes. Operating systems that force frequent
application software upgrades due to operating system interface changes can result in skyrocketing costs.

Sun supports a public application binary interface (ABI) that is designed to help properly written applications
run on all Sun systems without modification. This implicit contract with developers helps ensure binary compatibility
throughout the SPARC product line as well as x86 platforms. It enables Sun to make improvements in the Solaris
0S so long as the improvements conform to the ABI. Because the interface is consistent regardless of the underlying
hardware platform, the ABI also enables developers to easily move an application from one architecture to another.
For example, moving an application from the SPARC platform to the x86 platform requires a simple recompile to
generate an executable that will exhibit the same behavior on both platforms.

Sun provides a set of compatibility-testing tools in the Solaris Compliance Assurance Toolkit. This toolkit includes
the new Solaris Application Scanner, which quickly assesses whether software that runs on previous versions of the
Solaris OS will run on the Solaris 10 OS. The Solaris Appcert tool does a complete job of examining an application’s
conformance to the Solaris ABI and reports potential release-to-release stability problems.

Designed for Superior Execution

Designing the Solaris Operating System to evolve with changing business needs was only part of the challenge. In
order to stand out in a class by itself, the Solaris OS also had to be designed for superior execution. Sun’s develop-
ment efforts for the Solaris 10 OS were therefore prioritized according to how they could impact five major design
criteria or design centers:

¢ Performance

e Security

* Availability

e Utilization

Platform Choice
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Sun’s approach to each of these first four design centers is described in the subsections that immediately follow.
Platform choice refers to Sun’s focus on binary compatibility and industry standards (described previously) as well
as Sun’s efforts to deliver optimized versions of the Solaris OS for various hardware platforms (Chapter 3, Platform
Choice).

Extreme Performance

Sun has long held a unique position in the industry by delivering a single operating system that can help organiza-

tions scale up in capacity through vertical scaling, and scale out in capacity through horizontal scaling. Sun believes

in empowering its customers to use both scalability dimensions to best meet their critical performance and avail-
ability criteria. Sun’s Solaris OS supports customers who need to scale up heavyweight applications such as data-
base management systems on servers with more than 100 CPUs. At the same time, for applications such as Web
servers where scaling out is the preferred way to grow, the Solaris 10 OS has even better support for volume servers
and new processor technologies. Compare Sun’s approach to the competition, where some vendors’ operating
systems don’t scale well beyond four processors, and where other vendors require changing operating systems and
platform architectures in order to scale up their product lines.

When it comes to performance, the Solaris 10 OS offers breakthrough performance improvements in several
areas:

e Extreme system performance that unlocks the power of several new processor architectures — including nearly
doubling performance on systems with Chip-level Multithreading (CMT) technology like Sun’s UltraSPARC IV
processor. Sun’s internal engineering tests show a scaling factor of 1.85 to 1.98 depending on workload.

e Extreme network performance by optimizing TCP/IP stack performance for network-centric workloads with
substantial performance improvements for the Solaris 10 OS over the Solaris 9 OS.

e Extreme application performance facilitated by the new Solaris DTrace facility that makes it easy for developers
to pinpoint performance bottlenecks and zero in on faults in their production environments — without having to
create special debug versions of their software.

e Kernel performance improvements that reduce overall system call latency through both kernel improvements
and special processor-dependent system library optimization — changes that improve all types of applications.

Unparalleled Security

As IT infrastructures have evolved from glass house data centers to distributed networks that are connected to the
Internet, new approaches to security have become necessary. The distributed nature of today’s data centers, with
virtually unlimited points of access, leaves businesses vulnerable to a variety of security threats, including malicious
attacks and unintentional acts that compromise security or corrupt data. The only way to successfully protect
business interests is to implement a top-down security policy that incorporates the prospect of failure into the
security design.
A three-pronged approach is recommended:
¢ Prevent — Prevent malicious attacks and unintentional security breaches through a perimeter security defense
system along with security policies and procedures that adequately control users’ access, maintain data integrity,
and help prevent system administrators from inadvertently breaching security policies.
¢ Detect — Identify an attack in progress by monitoring multiple points on the network including areas behind the
firewall, providing a backup to the perimeter security defense.
¢ Respond — Facilitate both manual and automated responses to an attack and enable traceability to the source
of an attack.
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The Solaris 10 0S adds significant features that can help defend against attacks by preventing unauthorized
access to data and applications. For example, Role-Based Access Control (RBAC) provides strict control over the
access rights that both users and applications can exercise. Process Rights Management, a feature that was once
available only in the Trusted Solaris™ product, further restricts access by preassigning access rights to user processes,
significantly limiting the damage that can be done if the process is somehow compromised by an attack. Other
features such as Solaris Containers and Solaris Cryptographic Framework provide further levels of security as
explained in the following chapter.

By using the right products for their IT infrastructure, businesses can build security into their environments
from the ground up to prevent, detect, and respond to security threats. Sun solutions are based on the robust and
secure Solaris 0S, with its key security features and an open standards approach that allows third-party security
solutions to be integrated into the security architecture, and offer unmatched protection of business interests and
intellectual property.

Relentless Availability

Downtime, whether planned or unplanned, is something that all IT managers seek to avoid. Sun designed the
Solaris OS with a small, compact kernel that limits the exposure to errors that can bring the operating system
down, combined with a clear distinction between the kernel, shared libraries, and applications that limits the
impact of application failures. Many Sun customers can point to systems running the Solaris OS that have gone
months or even years without a restart, a testimonial to the robust nature of the Solaris OS.

Sun doesn’t stop with good design. The Solaris 10 OS includes new features that improve it to a point that can
only be described as relentless availability. Solaris Fault Manager and Solaris Service Manager build Predictive Self-
Healing into the Solaris 0S, helping to proactively diagnose, isolate, and recover from both hardware and software
failures. Rather than providing a stream of error messages that can be difficult to decipher, Predictive Self-Healing
technology is designed to automate the recovery process. It can help reduce and even prevent system failures
based on hardware or software faults.

Sun’s Solaris Containers can also be used to isolate the impact of application errors by confining one or more
services to a secure, fault-isolated zone. Sun also reduces the risk of data loss from hardware, software, and admin-
istrator errors with its self-healing Solaris ZFS.

Optimal Utilization

Today’s IT managers are looking beyond their previous concerns about scalability, availability, and predictable
service levels. They must also find ways to reduce the cost of deploying their IT systems by squeezing extra perfor-
mance and utilization out of their IT investments.

A common approach to cost reduction is to consolidate business applications onto a smaller number of large
servers where economies of scale and improved hardware availability features can provide both cost savings and
improved service levels. One of the major advantages of consolidated environments is the ability to utilize shared
pools of resources that can provide excess capacity to buffer against temporary spikes in demand. In an unconsoli-
dated IT environment, each application service is deployed with enough excess capacity necessary to handle its
own peak loads. When many application services share the same pool of system resources in a consolidated
environment, however, they can dynamically borrow resources from each other, reducing the need for extra
capacity and improving overall system utilization.
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The concept of dynamic sharing of resources has been fundamental to the Solaris OS since the introduction of
Dynamic System Domains on the Sun Enterprise™ 10000 server nearly a decade ago. Now, the Solaris OS makes
resource sharing even easier with the implementation of Solaris Containers which allow servers and the network
to be flexibly partitioned into independent execution environments that can be dynamically resized as workloads
change. The following chapter provides more detail about Solaris Containers and their ability to help customers
optimize resource utilization.
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Chapter 3
Innovative New Technologies

The Solaris 10 Operating System is a major step forward from the Solaris 9 OS because it includes many new tech-
nologies as well as major improvements to existing features. All of the improvements are designed to help customers
reduce cost, complexity, and risk. The following innovative technologies that set the Solaris 10 OS apart from its
competition are described in this chapter:

* Solaris Containers

¢ Dynamic Tracing facility

¢ Solaris ZFS file system

¢ Predictive Self-Healing

¢ Advanced security features

* An optimized TCP/IP stack

Technologies that support platform choice

Isolating Applications and Controlling Resources With Solaris Containers

Escalating costs of managing vast networks of servers with software components installed on thousands of nodes
have turned the attention of IT executives to cost-reducing measures. They are looking for ways to spend less on IT
infrastructure, increase utilization of hardware, and efficiently deliver high end-user service levels. Many customers
are pursuing a server consolidation strategy to meet these goals, and Solaris Containers are an ideal approach to
implementing this strategy. Sun’s solution allows servers and the network to be flexibly partitioned into independent
execution environments that can be dynamically resized as workloads change.

Sun’s Dynamic System Domains already provide the ability to dynamically partition a single server into multiple
independent operating environments, but Solaris Containers take the server virtualization concept to a new level
by allowing servers and domains to be partitioned to sub-CPU granularity without replicating the Solaris Operating
System image.

A Solaris Container provides a virtualized Solaris OS image, including a unique root file system, a shared set of
system executables and libraries, and whatever resources the root administrator assigns to the Container when it
is created. Solaris Containers can be booted and shut down just like any instance of the Solaris OS, and rebooted in
only seconds if the need arises.
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Solaris Containers can provide the following business benefits:

¢ Reduced costs through improved utilization — By allowing applications to borrow resources from other Solaris
Containers where resources are not fully utilized, a much more cost-effective implementation can be realized.

¢ Reduced complexity — Solaris Containers can reduce the number of Solaris OS images to be administered and
maintained in a consolidated environment by enabling application isolation without giving each application its
own instance of the Solaris OS.

¢ Reduced risk through isolation — Multiple applications can be deployed on a single domain while containing
the impact of application failures using separate Solaris Containers for each application.

¢ Reduced risk of service outages — Automated dynamic resource sharing helps reduce the risk that service levels
will drop below required levels for service-level agreements.

Unlike systems that use high-overhead, virtual machine techniques to implement virtualization, Solaris Con-
tainers support mainframe-level partitioning capabilities with almost zero overhead. Sun’s approach is unique in
the industry in its ability to accomplish sub-CPU partitioning on systems as small as those with only a single CPU.
Finally, with feature parity across the platforms supported by the Solaris 10 OS, customers can deploy Solaris Containers
on systems using UltraSPARC or x86 architecture processors, including the AMD Opteron family.

Solaris Containers fulfill Sun’s vision of bringing high-end system management and partitioning features to
even the smallest, single-processor systems. They give administrators the ability to consolidate many applications
onto a single instance of the Solaris OS while providing each with independent, virtualized name spaces and resources.
This is accomplished by partitioning systems in two key dimensions: Resources and security. Solaris Containers are
created by combining two complementary, but independent technologies: Solaris Zones and Solaris Resource
Manager software.

Solaris Zones

There are three families of technologies for partitioning servers in use today:

e Hardware partitioning like Dynamic System Domains, available in high-end Sun Fire servers and competing
technologies like IBM LPARs and HP vPars

* Virtual machines like those provided by VMware and IBM’s VM operating system

e Operating system-level partitioning, including Solaris Zones, FreeBSD Jails, and Linux-VServers

Compared to hardware-level partitioning technologies, Solaris Zones software brings software partitioning
capabilities to servers of all sizes, even to x86 architecture systems. Unlike IBM LPARS, Solaris Zones partitioning
technology enables administrators to reconfigure environments without bringing any one down. And unlike virtual
machine mechanisms on Linux systems or IBM mainframes, the performance overhead is nearly zero.
Solaris Zones partitioning technology provides a set of up to 8192 virtualized environments per Solaris 0S
instance that appear to users, administrators, and applications as independent, isolated systems (Figure 2). A
global administrator can create zones, allocate resources to them, and then boot them just like they were an
operating system. Once booted, Solaris Zones software provides a secure “sandbox” that includes:
¢ Avirtual platform containing a unique root, shared user, and administrator-configured file systems — plus net-
work interfaces, IPC objects, a console, devices, and resource management facilities.

e Standard system identity settings including host name, time zone, RPC domain, and locale.

¢ An independent name space including users, roles, and process IDs.

¢ Secure isolation from other zones enforced at the kernel level. A process in a Solaris Zone, even if compromised,
cannot escalate privileges to compromise the system or another zone.

 Fault isolation that can restrict the propagation of software faults to a single zone. Unlike IBM LPARs and HP
vPars, if an error does cause a zone to fail, it can reboot in only a few seconds.
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Figure 2. Three zones running on a single Solaris OS instance, each running their own software and each with
their own dedicated subset of system resources and system software.

For example, a Solaris Container that hosts a Web server might have an IP address that it can bind to port 80,
Web server software, and a disk device containing a file system with the Web site’s content. Because Solaris Zones
are used to isolate the Container, the Web server cannot see any resources not assigned to it. If the application or
even system software within the Container fails, it cannot affect other applications running in other Containers.
Similarly, if someone exploits a security vulnerability in the Web server, the intruder can only manipulate resources
within the Container, helping prevent failures in other applications running on the same server.

When to Deploy Zones

Solaris Zones software makes it easy to use a single server for multiple purposes in service provider and corporate
data center environments. Organizations can host multiple competing applications on the same platform, and
multiple organizations can use a single server, each with their own security domain. For example:

¢ Hosting facilities can give each customer their own virtualized environment, including IP address, disk storage,
Web server, applications, and even a root password.

« Data centers can consolidate multiple database instances onto the same server, with each database administrator
having complete control of their virtualized environment. Competing applications — such as online transaction
processing and data warehousing — can run with resource allocation changing as business needs change.

¢ Developers can create and test software that requires root access to install or run; different installation scenarios
can be exercised, each in their own zone.
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¢ IT organizations can run a production application in one zone and stage a new version in a second zone. Each
application has its own environment and isolated set of configuration files. When it’s time to make the staged
version live, all it takes is changing network addresses and resource allocations.

¢ Web services environments c